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1 Abstract

Ouraimison the one hando ensure that no legal barriers are going to hinder the wayosf a
complishing the OPTIMIgoject goals.On the other hand this paper gis guidance about
legal issues of cloud computing as such.

In thisReport we focus oregal requirementselevant to OPTIMIB order to achieve compl
ance of the project with European legislatioand efface legal uncertaintyVithout doubt,
cloud computng raises particularhcomplexlegal issues which cgwotentially put the overall
goalof OPTIMI&t risk However this riskcan be successiyimitigatedif OPTIMIS is aware of
theseissuesand implementcomplianttechnicalsolutions.

We analy® thefields of law relevant to OPTIMIS, namely Data Protection and Data Security,
Intellectual Property and Green Legislation and specify thd kegairements for the project.

We follow a high level approach by assing the legal problems Buropean levein order to
ensure compliance across the various jurisdictions of the Member States.

As regardslata protection, we find that the national law applicable depends on the location of
the data centres and statutory seats of the cloud providers. Atbe,role ofdata controllers in
OPTIMIS isot fixed, but depends othe specific cloudcenarioat stake

There are many intellectual property issues concerning ownership and rights in information
and services placed in the Cloud. In some casesisgto decidewho owns the data but in
some others it is difficult to separateetweenthe rightsof the owners andhose ofthe sa-

vice provides. We attempted to aise and answer some of these questions.

Concerning green legislation there are many legal andlagalissues to take into considear
tion and compliance with these legal requirements together with de facto standards, metrics
and industry initiatives is mandatory.

In conclusionOPTIMIS should distinguish the stakeholders and clearly assign the leveil-of infl
ence on the processingf data in theQoud. Clarifying intellectual property rights between all
the stakeholders is very important for the outcome of the project and further exploitation of
the end product. Compliance with Green legislation is mandatotyonty for environmental
reasons butather for the sociceconomic implications relevant for the project.

Keywords:Data Protection Directive 95/46/EC, data flow, applicable kestablishment, vi
tual machine,data centre data controller,essential elerants of the means, joint controlfe
ship, normative approaghintellectual property rights, copyrights, patents, trade secretsadat
base right, green legislatiodata centreenergy initiatives, carboamissions (CO2).
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2 Executive Summary

ThisReport CloudLegal Guidelines, deals with the intrinsic legal issues of cloud computing, in
particular those issues specific to OPTIMIS. Its aim is to ensure that no legal barriers are going
to hinder the way of accomplishing the OPTIMIS project goals.

The main problms of cloud computing occur three main fields of law:
o Data Protection Law
e Intellectual Property Law
e Green Legislation

Thisis mainlythe result ofcloud computingcharacteristics, where data is provisioned dyriram
callywhich brings along a loss of conitfor personal data processed in the clofathta protec-
tion law). Also, it is important to know which intellectual property assets are protectedPin O
TIMIS(intellectual property law)Finally, cloud computing involves the usedafa centres with

a consi@rable amount of energy consumption (grelegislation).

Accordingly, thifRReportis subdivided into three main sectionale assess these fields of law
from a highlevel perspective bgcrutinisng the corresponding European legislation. This a
proach simfifies compliance within particular Member States as the nationalkslafthe
Member Statesare harmoniged by this legislation. Where necessary, we provide adeite
how to comply with particular provisions of a Directive or a Regulation.

Data Protection law

Before assessing the legal issues related to OPTIMIS, it is important to understand the fund

mental legal concepts laid down in the EU Data Protection Directive 95/46/EC. In order to pr

vide a deeper understanding of these basic concepts and facititatgliance with data m-

tection regulations for OPTIMIS, we give an overview of the EU Data Protection Directive
95/46/EC and its guiding principles on the protection of personal data. It aims girtitec-

tion of fundamental rightst Y R FNBESR2 XA AODYRI QX Yy G KIS GNARIKG G2 L
G2 0KS LINRPOSaaAy3a 2F LISNBR2YIf RFEGFéd ¢KS 5ANBC
NBfFGAY3 G2 Yy ARSYGAFTASR 2NJ ARSYUGATAIIBES yI Gdz
mate whereadata subject has given his unambiguocgnsentor bylegal allowance Thedata

controller is the natural or legal person, who processes data and ddtermines the pu-

poses and meansf such processing. This may be contrasted with the gateessor who
merelyprocesses datan behalf of the controller

Directive 2002/58/E@oncerning the processing of personal data and the privacy in the ele

tronic communications sector is applicable as well because cloud computing is considered a
publicly available electronicommunications service. Additionally, the Data Retention dire

tive 2006/24/Eds closely connected with this subject as it requires electronic communications
services to retain specific categories of traffic d&ance this Directivadopts thedefinition of

WiLJdzo £t A Of & | @ Af | ot §isasaappticdiblertaloud sedvicaiprodideNIdA OS a Q

Next, weanaly® the data processing practicesthin OPTIMIS. This is carried out at a rather
abstract level, as OPTIMIS only provides the toolkit and fgegdn which support the ao
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struction of multiple coexisting architectures to make up a cloud service ecosystem. We ide
tify possible data flows and stakeholders in the different scenarios and use cases.

After that, we determine the national data protech law applicable. Here it is decisive where
the establishments processing personal data are located. Whiteal Machinescannot be
regarded as establishments, the locatiohthe cloud computingdata centres determine the
national law applicable as Weas the statutory seats of each SP and IP respectively of the se
vice consumer.

Finally, wedentify data controllers responsible for compliance with the Data ProtectioncBire
tive within OPTIMIS according to the different scenarios: Federated Cloude&tahe, Mult-
cloud Architecture (all OPTIMERabled, Multi-cloud Architecture (some OPTIMéBabled,
Hybrid Cloud Architecture.

e In the Federated Cloud Scenarias defined in the Architecture Design Document
1.2.1.1, the service consumer acts as aalabntroller since he takes the decision to
start the initial data flow with regard to a specific purpose. Conversely, the SP does not
KFIgS GKS ldzikK2NAGe (2 WRSUGSNNAYSQ GKS 2062S0
ready done by the service consumBly contrast, albeit the initial IP selected by the SP
does not determine the purposes, his influence on determining the means of tlee pro
essing is considerably high as he exercises sole and full control over the federation and
must be regarded as a datararoller.

e The service consumer is again regarded as a data controller muhiecloud scenario
(all OPTIMISnabled. As opposed to the federated cloud scenario, the SP hag a si
nificantly high influence because of the fact that he determines essezigatents of
the data processing. Thus, he can be deeraathta controller in this scenario. 8o
versely, IPs are unaware of each other which indicates a certain lack of control over
the data processing.

e As in themulti-cloud scenario (all OPTIMé8abled, the service consumer and SP are
deemed data controllerin the multi-cloud scenario (some OPTIMIS enabledhile
this is not the case for IPs.

e While private cloud providers initiate a data flow and determine purposes and means
of the processing, publi®$ appear as their instrument to process personal data in the
hybrid cloud scenarioConsequently, private cloud providers are considered data co
trollers, while public IPs cannot guarantee the rights conferred on data subjects.
Hence, they are denied thstatus of a data controller.

Based on these findings, we can draw several conclusions:

The location of theVirtual Machinegprocessing the datdoes not determine the national data
protection law applicableRatherthe statutory seat and the location ofta centres are dec
sive

! OPTIMIS D1,2,1,1 Architecture Design Document, p. 15 et seq.
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Ascertaining data controllers in OPTIMIS is challenging due to the normative approach of the
definition of a data controllérwhich does not offer fixed conditions to qualéga data co-

troller. Thus, determining data controllergithin OPTIMIS is an individual case decisiod
depends on the selected role in the different scenarios.

Therefore,OPTIMIS must clearly
o distinguish between different stakeholders

e defineto what extentstakeholders determine the purposes and means & tata
processing

Intellectual Property Law

Before assessing the intellectual property issues within OPTIMIS it is important to understand
the key concepts of these rights atitke scope of protection for such rights. It is also important

to get a picture dthe international and European framework. Therefore, thig faisalysis is
basedon finding out which of these rights might be relevdat the project. OPTIMIS relies on

a very complex infrastructure and therefore needs to establish a relshipramong a large
number of stakeholders. Each of these stakeholders has different interests and therefore there
are many questions concerning ownership and rights in information and services which need
to be clarified. Most of the times this is straightforwardtkather times the complex in&-
structure maks it very difficult. These are important issues for users so they can rely on the
services provided in the Cloud. For this reason, we have provided for such a framework and we
have answeredhe most importantquestions from a high level perspective indicating which
directives and provisions need to be taken into account. At the end of this secti@nrive to

the conclusion that copyright protection of computer programs is certainly possible as long as
there isa certain degree of originality in the creation of the computer program. The same is
true for the adaptations of exigng protected computer progransrovided there is the nece

sary level of creativity involveds far ashe patentability of computer softare concerns, this
remains & alatent possibility if such program meets certain requirements such as a néw tec
nical contribution in the current state of the art wlifunning the computer program.

Special attention is paid tche databaseright (also kewn asii K Sui generis right). Within
Cloudcomputing storage capabilities i.alatabasesplay an important role where the dat

base rightcan represent a very important legal and economical tool to recoup the investment.
Thesui generigright in a Cloudcomputing environments very difficult to achievéut not im-
possible. This situation needs to haaly®d in a case by case basis as it is arguable whether
Cloud computing databases fall under the scope of the Database Directive. One could argue
that sudh collection of data does not constitute a substantial investment in the obtaining of the
contents of that database since the data will be collected automatically by the OPTIMIS risk
assessment component&larifying these rights will therefore provide tlhener of the daa-

bases the necessary legal protection for &myre exploitation.

2The definition of o6data controllerd is provided in Art. 2
provision see Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, available at
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2010/wp169_en.pdf
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Green Legislation

Ecoefficiency is increasingly becoming of paramount importance for the success of businesses.
The increase of energy prices, the shortage of enpoyyer andthe high consumption of ete

tricity of companies which provide IT services is costing them a great deal of morexd-

tion, they are under social, business and stakeholder pressure to reduce carbon emissions
whichis strongly associated with engy use.They may also, under present or future legisl

tion, or in customer procurement documents, have to report IT related energy use and carbon
emissionsThere are a number of legal provisions starting from international treaties such as
the Kyoto Protool to domestic green legislation BxJMember States which need to be taken

into consideration. A good example émaly® this situation is theecentUK legislation ine-

gards to its Carbon Reduction Commitment (CRC) which could be spread all over Ehevpe

are also different nostegally binding documents which suggest a change in the legislatibn ad
ing strict measures to different stakeholders in a Cloud computing ecosystem. Therefore, we
provide the international and European framework relevant B®TIMIS together with a oo
prehensive lisbf de facto standeds e.g. PUE (Power Usage Effectiveness), GHG (Greenhouse
Gas) Protocol, LEED (Leadership in Energy and Environmental Design), BREEAM Building R
search Establishment Environmental Assessment bthetc.which even though they may

not have aheavy impacton the legislation they still might influence the legislation over the
forthcoming years. Neverthelesthese standards, metrics and industry initiatives could and
should be adoptedn Cloud comuting and in particular iOPTIMIS as we suggest along the
green legislation part.
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3 Introduction

As the OPTIMIS project is a trailblazer with regard to a holistic cloud computing approach, it is
paramount to take into account legal rules for the architeetdesign as a whole. To cope with
these risks, we will give legal guidance to ensure that no legal barriers are going to hinder the
way of the OPTIMIS project goals. Cloud computing involves a variety of legal problegrs, ran
ing from Data Protection and Bz Security over Intellectual Property to Green Legislation.
Despite being a relatively new phenomenon, cloud computing does not exclusively raise new
legal questions. It also entails questions which are already known, but have not yet lseen di
cussed or esn resolved in the context of cloud computing. Assessing these issues i$ a cha
lenge as there is still almost no legal guidance from authorities (for instance Data Protection
authorities) due to the novelty of the cloud model, not to mention the absenceoaft deg-

sions.

The Reportis structured in three parts. The first part deals with Data Protection and [ata S
curity issues. The second part addresses the most relevant intellectual property rights which
need to be taken into account during the courdketlee project and the third part deals with
green legislation.

In the section about data protection (section 4.3), we mainly deal with identifying the various
stakeholders and data flows, determine the national law applicable smdtini®e the data
controllers within the different scenarios (Federated Cloud, MGloud (all OPTIMIS), Multi
Cloud (some OPTIMIS) and Hybrid Cloud Architecture).

In the section about intellectual property (section 4.4), we provide an é@eref theinterna-
tional and Europeaframework in the realm of intellectual property rights. Our main focus is
to make an assessment of the main intefled property issues which neespecial attention

for the software development procesSpecial attention is made to copyright and database
protection which is answered in the light of the European directives and the most relevant
European Court of Justice decisions.

In the section about green legislation (section 4.5),amaly® the main international treaties

and agreements which influencésKk S OdzZNNBy i 9dzZNRLISFY | yR aSYoSNJI
28 LINRPOGARS Iy 20SNOASS 2F RAFFSNByd tS3rtte oA
fl ¢ &adzOK |a NBaz2fdziaAz2yas NBO2YYSYRIFIdGA2ya | yR
during the course of the project. We also provide a comprehensive description of the de facto
standards, metrics and industry initiatives which in most cases do not have any direct legal

weight However, this may change in the coming decade as legislation spreads.

For purposes of improved readability and understanding the sometimes complex legal| que
tions, we inserted grey textboxes into the Report to enable the reader to quickly get the-esse
tial information needed. The grey boxes contain the main results fronsé¢icons above ao
cerning a specific legal problem. They are mainly addressed at consortium and project ma

agement members. The reader should derive the legal requirements for OPTIMIS fron] these
02ES&ad ¢KS NBIdZANBYSyida INEBakyYyR¥SSRER G2 RR ¢ BSIC
show the result of being compliant. Where applicable, we also take into account what non
compliance would result in. However, for a detailed overview and for a deeper understanding

of the issues, we suggest to read the whadport.
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This is the first release of D7.2.1.1 Cloud Legal Guidelines. It will be updated enantiky
basis with input on previously unexamined issues or topics.
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4 Legal requirements
4.1 Characteristics of Cloud Computing and consequential legal impde
tions

The reason why cloud computing involves the three aforementioned fields of law (datacprote
tion, intellectual property, green legislatioi§ mainly to do with its typical features. Usually,
cloud computing has the following characteristisdich trigger consequential legal questions:

e GKS AYTFTNI AGNHOGdzZNE dzaSR (2 &dG2NB | yR LINROS:
customers (multtenancy)

e UKS adzLlLX ASNRa &aSNBSNE INB f20FGSR Ay &aSOSN

o data is transferred from one location to another deuling on where resources are

available

o the cloud service provider decides the location of the data, the service standards and
the security standards instead of the customer

e no dedicated, but dynamically provisioned IT resources

C Data Protection Law

o software, data and databases can easily and in an uncontrolled way be reproduced on
Virtual Machines (VMs) running in the cloud

e Sl ae | O00Saa 2F dzaSNR (2 AYyT2NYI d8a%el &5 KSN
vices

C Intellectual Property Law

e data centres provding the cloud computing infrastructure have high energy consum
tion

C Green Legislation

The benefits of cloud computing characteristics for both businesses and individuals afe clear
but it is necessary that data protection and data security are embeddtidn the entire lik-

® See OPTIMIS D1.2.1.1 Architecture Design Document for detailed explanation of the OPTIMIS Architecture; see also
Cloud Computing: The Key Issues and Solutions, available at http://www.ffw.com/publications/all/articles/cloud-
computing.aspx.

* See Opinion of 18 March 2010 of the European Data Protection Supervisor on Promoting Trust in the Information
Society by Fostering Data Protection and Privacy, No. 12, available at:
http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2010/10-03-

19 Trust Information Society EN.pdf.
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cycle of the cloud computing architecture from the early design stage to deploymenta-oper
GA2Y yR dZ GAYF(GS RA&ALRAIFIT® ¢KXA A& dzadz f & NEB-

The data protection issues have mainly to do with the questibether moving data into the
cloud is compliant to national data protection law. Another major concern is that clood co
puting is a relatively complex data processing structure and involves many differest stak
holders in different jurisdictions.

Regardingntellectual property concerns, the major concern lies in establishing ownership and
rights in information and services which are place anywhere in the Cloud. These are important
issues to clarify between all the stakeholders.

As far as green legislatios concerned,compliance with legal another requirements is also
mandatory not only for environmental reasons but for cefficiency.

4.2 Data Protection within the European Union

With the advent of global, largsecale networks and the facility to transféata within seconds,

data protection legislation has to cope with new challenges concerning global distribution of

RFGF YR GKS LINRGSOGA2Y 2F GKS RIFIGF &adweaSoiaq
essing power as well as in storage capacity baternet bandwidth allow more information to

be collected at low cost, making it considerably easier to process and transmit persorfal data
Besides, globalized networks such as the Internet and technologies making use of it (i.e. cloud
computing) entaimassive data flows within as well as outside the European Union.

While the IT industries are working at the cutting edge of computer technology, important

parts of data protection legislation in the European Union date from the year 199fus,

seen froma technological perspective, this legislation seems light years behind scheditle. Ce

tainly, emerging innovative technologies give rise to new legal questions to which current data
protection legislation might not have yet found answers, but since the Patgection Dire-

tive has been created in a technoleggutral way, even new developments can be handled

by the Directive.

Before assessing the legal issues related to OPTIMIS, it is important to understand te fund
mental legal concepts laid down in tii#) Data Protection Directive 95/46/EC. In order to-pr
vide a deeper understanding of these basic concepts and facilitate compliance with data pr
tection regulations for OPTIMIS, we give an overview of the EU Data Protection Directive

® See Opinion of 18 March 2010 of the European Data Protection Supervisor on Promoting Trust in the Information
Society by Fostering Data Protection and Privacy, No. 12, available at:
http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2010/10-03-

19 Trust Information_Society EN.pdf.

® See Brown, Comparative Study on Different Approaches to New Privacy Challenges, in Particular in the Light of Tech-
nological Developments, Working Paper No. 1: The Challenges to European Data Protection Laws and Principles,
Oxford 2010, p. 2, available at:

http://ec.europa.eu/justice/policies/privacy/docs/studies/new_privacy challenges/final report working paper 1 en.pdf;
Recital 4 Directive 95/46/EC.

" With regard to the genesis of Directive 95/46/EC see Simitis, From The Market to the Polis: The EU Directive on the
Protection of Personal Data, 80 lowa L. Rev. 445 (1995), p. 445 et seqq.

8 See for example the Definition in Art. 2 lit. b) DPD, where it is of no importance whether or not data is being processed
by automatic means. Furthermore, the definition does not distinguish between specific operations falling into the scope
of t he DP Dany opeaatioh errset of Bperations which is performed upon personal dataois comprised by the
wording.
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95/46/EC and its guidg principles on the protection of personal data. After addressiegy

aim and scope of the Directive, we briefly deal with the national law applicable and criteria for
making data processing legitimate. Furthermore, we explain the concepdata contrdler

and its interaction with the concept afdata processor. Additionally, we describe the duties of
the data controller and the corresponding rights of the data subject in a few words. Apdescri
tion of transfers of personal data within the EU and tardhparty countries concludes this
section.

4.2.1 Art. 8 Charter of Fundamental Rights of the European Union

On 7 December 2000, at the European Council meeting in Nice, the Charter of Fundamental
wAIdKiGa s1a aA3IYySR YR daz2f Syyfsién PaN@@fithrill YSRE 0 8
Council. It is a written catalogue of fundamental rights in primary Community law. Though not

legally binding at the time of adoptidnthe Charter is now incorporated in primary European

Community law pursuant to Art. 6 of the Treaiy European Union by entry into force of the

Treaty of Lisbon on 1 December 2009.

940F0f AAKSR gAUKAY ¢AGES LL O04GCNBSR2Ya¢d0 27 (K
LISNB2Y T RFEGFEéD | OO2NRAY 3 (2 U étdetion of pelsdnalt Sz S@S
data. The right includes that data must be processed fairly for specified purposes and on the

basis of either the consent of the person concerned or another legitimate basis laid down by

law. In addition, the person concerned has tinght of access to the collected data and t@+e

tify incorrect data. An independent authority shall control compliance with the aforeme

tioned rules. The insertion of such a right into primary European Law expresses a growing s

cial concern to protect indidual privacy against new technologiesRespecting this right by

incorporating it into EU primary law does not only mean the European Ueignies that

the use of novel technologies can pose threats to the privacy of individuals, but that it needs to

be protected in a more profound way. Thus, the protection of persdatd has been granted

fundamental right status.

Since the European Data Protection Directive 95/46fEthe European Parliament and of the
Council of 24 October 1995 on the protectiohindividuals with regard to the processing of
personal data and on the free movement of such data shall, protects the fundamental rights
and freedoms of natural persons, and in particular their right to privacy with respect to the
processing of personalata, one has to look at all its provisions in the light of the Charter of
Fundamental Rights which in the first place establishes such a right. While Art. 8 of the Charter
outlines the rules governing lawful processing of personal data, the Data Protdatiective
renders more precisely the conditions which have to be met in order to process personal data
legitimately. Consequently, data protection within the OPTIMIS project is not mere, onerous
compliance with the Data Protection Directive, but in fantails the protection of fundame

tal rights of any person whose data is being processed in the cloud.

® See Calliess, in: Ehlers, European Fundamental Rights and Freedoms, Berlin 2007, § 20 margin no.34 et seqq.

1% Bercusson, European Labour Law and the EU Charter of Fundamental Rights, 1% Edition, Baden-Baden 2006.
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4.2.2 Art. 16 Treaty on the Functioning of the European Union

Art. 16 Treaty on the Functioning of the European Union (TFEU) has been inserted into Title Il
of i KS ¢C9! GKAOK NBIFIR&a datNR@GAAAZ2YA | F@Ay3a DSyS
GSPHSNE2YS KlFa GKS NARIKG G2 GKS LINRGSOGAZ2Y 27F L
wording of Art. 16 sub. (1) TFEU is identical to Art. 8 sub. (1) ChaRendamental Rights. It

covers all areas of EU law and is designed to be the cornerstone of data protection within the

EU. As follows from the text of Title Il of the TFEU, Art. 16 applies to all processing i the pr

vate and public sectdt.

4.2.3 The Concepbf Data Protection According to Directive 95/46/EC

The legal framework for the processing of personal data is regulated in Directive 95/46/EC of

the European Parliament and of the Council of 24 October 1995 on the protection of individ

als with regard tathe processing of personal data and on the free movement of such data
OKSNBAYIF FUSNI NEBFSNNBR 2 a a5FdF tNRGSOGA2Y 5]

4.2.3.1 Genesis

The European Parliament dealt with the protection of personal data remarkably early. In
March 1975, it demanded a regtilan for processing of personal data in order to protect the
fundamental rights of individuals in the intensifying European data ffowswas not until
1990 that the commission responded and offered a first proposal for a Directive. After several
amendmaents, the final version of the Directive came into force on 24.10.1995.

4.2.3.2 Aim and scope of the Directive,Artt. 1 and 3 Data Protection Directive

According to Art. 1 of the Directive it is clear that one of the main aims iprbtection of
fundamental righsl YR FNBSR2Ya YR GAy LI NIGAOdZ I NE (GKS «a
LINE OSaaAy3 2% Recital NG tifel DirectiRd efidliciynphasies this aspect and
refers to Art. 8 of the European Convention for the Protection of Human Right$-amah-
mental Freedoms, which protects the right of everyone to respect for his privaté lifeadd-
GA2y> (GKS 5 A NEBOiirdedSv ofigeisdndl datd yetwiabhRBVienbkr Statésd
Member States may therefore no longer inhibit the free movementeen them of personal

data on grounds relating to protection of the rights and freedoms of individuatss obvious

that the first aim of the Directive is at certain conflict with the second objective. While the first
one points to the protection of fudamental rights, the second stresses economical interests
relating to personal data. Both objectives have to be balanced to such an extent that the free
flow of data iealised by applying the data protection provisidhs

The Directive deals with the pressing of personal data. Personal data is defined in Art. 2 lit.
RO 5FdF t NRGS @y hfdrgiatién xehdh@td angiSntifiedior identifiable nat-

™ Hijmans/Scirocco, Shortcomings in EU Data Protection in the Third and the Second Pillars. Can the Lisbon Treaty Be
Expected to Help?, 46 CML Rev. 2009, p. 1485, 1515.

2 K iihling/Seidel/Sivridis, Datenschutzrecht, Frankfurt am Main 2008, p. 47.

¥ Korff, EC Study on Implementation of Data Protection Directive, Cambridge 2002, available at:
http://ec.europa.eu/justice _home/fsj/privacy/docs/lawreport/consultation/univessex-comparativestudy en.pdf.

4 Convention for the Protection of Human Rights and Fundamental Freedoms of Rome, 11/4/1950.
!® See Recital 10 Data Protection Directive.

16 See Dammann/Simitis, EG-Datenschutzrichtlinie, Baden-Baden 1997, Einleitung margin no. 9.
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ral persot @ ¢KS GSN¥Y R2Sa y2d O2YLINARAS RFGF 2F fS13
covaed by the DirectivE. Although the Directive adopted a broad concept of personal data,

the scope of the data protection rules should not be overstretched. However, at the same

time, unduly restricting the interpretation of the concept of personal datauticalso be

avoided®, To determine whether a person is identifiable, account should be taken of all the

means likehandreasonably to be usely either the controller or by any other person to itle

tify the said persofd ¢ KS RS TA YA (i A 3ds général aslpiSsdieao/ds fo indudel | € A
all information concerning an identifiable individtfal

As opposed to anonymous data, personal data any information relating to persons who

can be identified with reasonable efféttby perceiving this informatn. In contrast, anop

mous dataare data where the data subject can only be identified wih unreasonable

amount of costs, capacities and time. However, the Data Protection Directive doesmet co
priseadefimi A2y 2F (KABR KRR SIS prbvgiohlstialk il applito datarre

dered anonymous in such a way that the data subject is no longer identffial¥bether or

not a natural person is identifiable is highly debated in cases like Google Street View, where

some argue that facades constié personal datd. In any event, if a person can be identified

by reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity (i.e. telephone number, soaial sec

rity number, passport number, banking account number, age, occupation, place of residence
SGi0d0> GKS 5ANBOGAGBSQa RFEGF LINRPGOSOGA2Y NYz Sa ||
The Data Protection Directive applies to fh@cessingof personal data. According to Art. 2 lit.

b) Data Protectioirective, processing shall meany operationor set of operations which is

performed upon personal dataThis definition is likewise an extensive one as it coversyever

thing from the collection to the erasure of data, including retrieval, storage, diselosure,

dissemination and destruction etc. of personal datdhe Directive protects all personal data

regardless of the form in which they are available. It includes information stored in a computer

memory by means of binary code as well as inforrmagontained in an electronic document

such as an-@aif"d ¢KAa Aa I O2yaSljdsSy0S 2F O02@SNAyYy 3 LN
YIEOGAO YSIyaé¢ LlzNBdzZyd G2 ! NI® o 5FdalF tNRGSOOA?2
Directive is thea O 2 y (i NIRiid tH& M&dypwhichdetermines the purposes and means of

" Nevertheless, pursuant to Recital 24, this does not prevent Member States from implementing rules concerning the
protection of legal persons as well. Austria has made use of this possibility, see, 8 4 No. 3 Datenschutzgesetz 2000
(BGBI. | Nr. 165/1999, amended by BGBI. | Nr. 133/2009).

'8 Art. 29 Working Party, WP 136, Opinion 4/2007 on the concept of personal data, p. 4, available at:
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2007/wpl136_en.pdf.

' See Recital 26 Data Protection Directive.

2 COM (92) 422 final, p. 8; Art. 29 Working Party, WP 136, Opinion 4/2007 on the concept of personal data, p. 4, avail-
able at http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2007/wpl136_en.pdf.

2 Recital 26 Data Protection Directive.

2 Art. 29 Working Party, WP 136, Opinion 4/2007 on the concept of personal data, p. 4, available at
http://ec.europa.eul/justice_home/fsj/privacy/docs/wpdocs/2007/wpl136_en.pdf.

% See Forgo/Kriigel, MMR 2010, 17 et seqq. and Forgd, MMR 2010, 217 for further information.
# COM (92) 422 final, p. 9.

%% Art. 29 Working Party, WP 136, Opinion 4/2007 on the concept of personal data, p. 4, available at:
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2007/wp136_en.pdf.
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the processingof personal data (Art. 2 lit.d) Data Protection Directive) and can either be a

natural or a legal person. The controller is ultimately responsible for the choices governing the

design ad operation of the processing carried ouather than anyone who carries out go

Sdairya Ay I O0O2NRIyOS sRGK GKS O2yiNRffSNNRa Ayai
According to Art. 3 sub. (2), the Data Protection Directive does not apply in certain cases. If the

data processings performed by a natural person in the course of a purely personal orehous

hold activity, the data protection provisions are not applicablart. 3 sub (2) first indent. The

same applies to an activity which falls outside the scope of European UnioAras,sub. (2)

second indertt.

4.2.3.3 National law applicable, Art. 4 Data Protection Directive

Art. 4 Data Protection Directive provides the legal basis for the determination of the national
law which is applicable to processing. The law applicable accomiAg.t4 sub. 1 lit. a) Data
Protection Directive is defined by the reference to the place of establishment of the data co
troller®. If a controller is not established within the European Union but makes use gf-equi
ment situated on the territory of a Mendy State, then the law of this Member State is appl
cable. It will be one of the challenges within OPTIMIS to determine what constitutes dm esta
lishment.

4.2.3.4 Criteria for making data processing legitimate, Artt. 6 and 7 Data Protection Dire c-

tive
The Data Pratction Directive foresees in Sections | and |l criteria for legitimate processing of
personal data. While Art. 6 deals with basic principles concerning lawful processing of personal
data, Art. 7 Data Protection Directive substantiates these principlespaovides for an -
haustive list of the various circumstances in which processing may be carried out.

According to Art. 6 lit. a) Data Protection Directive, personal data must always be processed
fairly and lawfully, meaning that the concealed collectionmérsonal data without the knolx

edge of the data subject is exclud&dArt. 6 lit. b) Data Protection Directive determines that
personal data may only be processed accordingpecified purposesThe latter must bee

plicit and legitimate and ha® be dgermined at the time of collection of dath Additionally,

the processing of personal data must Adequate, relevant and not excessiva relation to

the previously specified purposes (Art. 6 lit. c) Data Protection Directive). Art. 6 lit. e) Data
Protecion Directive ensures that personal datekept for no longer than is necessafgr the
purposes the data were initially collected.

% COM (92) 422 final, p. 9.
" See also Recital 12 clause 2 Data Protection Directive.

% Note: the actual wording of Art. 3 s u b . ( 2) s ec on dn actinitd which falls qutsidekhe scopg of €om-

munity lawo . However, with entry i ntawending the Beatp dn Etrdpean Tniore ant the o f Li sbon
Treaty establishing the European Community of 13th December 2007 on the 1* December 2009, the terminology of the

wordngwoul d have t o abactivitydldch falls dutsideothe scope of European Union lawo See for further

details Hijmans/Scirocco, supra note 11, p. 1485, 1515 et seqq.; Zerdick, AFol gerungen aus der Ver geme
der Justiz- und Innenpolitkf, r den Datenschutzo, available at
http://www.datenschutz.hessen.de/download.php?download 1D=187.

% COM (92) 422 final, p. 13.
% See COM (92) 422 final, p. 15.

31 Recital 28 clause 2 and 3 Data Protection Directive.
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Art. 7 Data Protection Directive sets out the specific rules under which processing is allowed. It

is the central provisiorfor the legitimacy of processing personal data. Generally speaking,

GKSNBE IINB (g2 LRaaAoAfAGASa F2N YIFI1Ay3 RFEGE LN
unambiguousconsentor bylegal allowance® ¢ KS Rl G &adzo2S 00 Qdit. 02y aSy i
h) Data Protection Directive as any freely given specific and informed indication of his wishes

by which the data subject signifies his agreement to personal data relating to him beitg pro

essed. This is a rather strict definition and requires that dlata subject is clearly informed in

advance of what he is consenting®toSubsequently, consent must lieformed consent

meaning that the controller has to make available the necessary information to the data su

2S00 Ay 2NRSNI (i2NBgaazNBAGREe ORPYyRSHNBadlaTAy (K
AYRAOIFIGA2Y 2F KAa ogAaKSaéd / 2y*%I18 ¢lectrofidedv SA G KSNJ
ronments, consent may also be given in electronic f8rim case there is no consent, proses

ing may stll be legitimate because of a legal allowance according to Art. 7 Sec. b) to f) Data

t NEGSOGAZ2Y S5ANBOGAGS® [SALE ft26lyOS Ifglea |
achieve legitimacy. Where, for example, a contract could reasonably be perfonmsatrie

other way without the need for processing, such processing is not nec&ssamnsequently, if

there are less severe measures and personal data is not required for certain activities, personal

data may not be processed. Art. 7 b) Data Protectiomedire allows processing of personal

data if it is necessary for the contract to which the data subject is party. Art. 7 lit. d) Dmata Pr

tection Directive considers legal obligations to which the controller is subject. Processing is
therefore necessary the controller has to comply with an obligation imposed by national or

Community lawf. Art. 7 lit. f) Data Protection Directive establishes a rule of balance af inte

ests between the data subject and the controller or third parties to which the data are di

closed, taking into account the fact that there may be legitimate interests at stake other than

those of the controller and of the data subj&tt

4.2.3.5 The concept of data controller and its interaction with the concept of data processor,

Artt. 16 and 17 Data Protection Directive
The classification of an actor as a controller or a processor can sometimes be exceedingly diff
cult. Unfortunately, the Data Protection Directive does not give much guidance in determining
when a body can be considered a data controfiea data processdt Essentially, data can-
troller is the natural or legal person whidetermines the purposes and mearsf the proc-
essing of personal data (Art. 2 lit. d) Data Protection Directive), wipite@ssoris any natural
or legal person wich processes personal data behalf of the controller(Art. 2 lit. d) and e)
Data Protection Directive). Thus, instead of processing personal data witlirgésistion, a
data controller may employ another natural or legal person with processing. fowéhe

% Kuner, European Data Protection Law i Corporate Compliance and Regulation, 2nd Edition, New York 2007, margin
no. 2.14.

¥ See COM (92) 422 final, p. 11.

% Ehmann/Helfrich, EG- Datenschutzrichtlinie, Kurzkommentar, Kéln 1999 Art. 7 marg. no. 9.
% See Carey, Data Protection i A Practical Guide to UK and EU Law, New York 2009, p. 68.
% COM (92) 422 final, p. 17.

% COM (92) 422 final, p. 17.

% Apparently, the same applies to national data protection laws as well, see Kuner, supra note 32, margin no. 2.21.
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data controller remains responsible while the processor performs the processing of personal
data®. In other words, a processor is essentially an agent of the conffbller

Despite the definitions given in the Directive, it is complex to examinelvener not a pa-
GAOdzZ I NJ SydAadGe aRSGSNN¥AYySa GKS LiJz2N1R2asSa | yR
these terms have not been defined in the Directive at all. However, it is vital to distinguish
between the roleof a controller and a data processas it has important consequences irrce

tain areas:

e The controller is the body which shall be responsible for compliance with datacprote
tion law. Most of the provisions laid down in the Data Protection Directive must be
met by him (see for example Art.sbib. (2), Art. 7, Art. 10, Art. 11, Art. 12 Data Pcete
tion Directive}'. Even if it is not clearly expressed, all provisions setting conditions for
lawful processing are addressed to the controller, as it is the controller who has to
comply with the genal principles laid down in Art. 6 sub (1) Data Protection ®ire
tive.

e Data controllers rather than data processors are liable for data protection violations,
Art. 23 Data Protection Directive.

o Data processors are supposed to process data according to #&melate and theri-
structions given by the controller, Art. 16 Data Protection Directive.

In a nutshell, the concepts of controller and processor are first and foremost about allocating
responsibility’. Accordingly, the role of a controller determines thetisnto which the data
subject can turn to in order to exercise his rights.

The Art. 29 Working Party hasnphasied two basic conditions for qualifying as a processor
according to the definition in Art. 2 lit. €) Data Protection Directive. The first tonds that

the processor be aeparate legal entitywith respect to the controller. The second condition is

that he processes the datan behalf of the controller Acting on behalf means serving sem

2yS StasSQa AYydSNBalGo Uah, pioéeSsingod hehal & the @rftroll& | ( |
requires the processor to implement the instructions given by the controller with regard to the
purpose and the essential elements of the means of proce&sifige Art. 29 Working Party
alsoemphasigs that it dgends on theconcrete activities in a specific contexthether an

¥ However, this does not prevent Member states from implementing in its national data protection law provisions which
foresee additional liability of a processor in certain cases, see Art. 29 Working Party, WP 169, Opinion 1/2010 on the
concepts of controller and processor, p. 28, available at:

http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

% Korff, Comparative Study on Different Approaches to New Privacy Challenges, Particular in the Light of Technological
Developments, Working Paper No. 2: Data Protection Laws in the EU: The Difficulties in Meeting the Challenges Posed
by Global Social and Technical Developments, London 2010, p. 61, available at:
http://ec.europa.eu/justice/policies/privacy/docs/studies/new_privacy challenges/final report_working_paper 2_en.pdf.

L Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 4, available at:
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf; Kuner, supra note 32, margin no. 2.20.

“2 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 4, available at:
http://ec.europa.euljustice_home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf; see also Recital 25 Data Protection
Directive.

“3 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 25, available at:
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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entity acts as a processdr If the processing entity plays a relevant role in determining the
purposes or the essential means of processing, it is a controller rather than a processor. The
same applies if the processor exceeds the scope of his assigned duties and acquires a role in
which he determines the purposes and means of the processing of personal data.

In order to distinguish data controllers from data processors it is helpful tdbbstareliable
criteria on which grounds the two can be discerned. The Data Protection Directive contains
two provisions which are specifically addressed to the processor and which define hé oblig
tions with regard to the processing of personal data. Ehprovisions help in distinguishing
between entities acting as a data controller and those acting as a data processor. According to
Art. 16 Data Protection Directiveany person acting under the authority of the controller,
including the processor, who hagcess to personal data must not process them except on
instructions from the controllerArt. 17 Data Protection Directiveequires a contract or a
binding legal act regulating the relations between data controller and data processor. iithe co
tract shallbe in writing for the purposes of keeping proof. The minimum content which has to
be contained in the contract must stipulate that the processor shall only act on instructions
from the controller and implement appropriate technical amdjanistional meastes to po-

tect personal data. The contract should include a detailed enough description of the mandate
of the processdr. We can thereforsummari@ the following criteria determining whether an
entity acts as a data controller or a data processor:

e A dataprocessor actsinder the authority of a data controlle¥. Therefore, a proce
sor is always a subordinate entity in relation to the controller and has to process pe
sonal data consistent with the instructions given by the controller. It depends on the
level of prior instructionsgiven by the data controller which determines the level of
independence of the processing entity and the scope of action left t§’hifhe more
restrictive the instructions given by a data controller, the more likely it is that the
processing entity acts on behalf of the data controller and therefore qualifies as a data
processor.

e Monitoring by the data controller of the execution of the data processing performed
by another entity also indicates contract data processing. Constantrgigfn by the
controller to ensure compliance with instructions and terms of the data processing
contract shows that the controller is in full and sole control of the processingaeper
tions®.

e Theimage respectively theappearanceof the data processing ¢ity and the related
expectations of the data subjects on the basis of this image/appearance mayealso d

“ Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 25, available at:
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

5 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 26, available at:
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

“ Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 25, available at:
http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf; see COM (1992) 422 final, p. 34.

4T Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 28, available at:
http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

“8 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 28, available at:
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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termine the roles of a data processor or a data contrdlldf the separate natural or
legal person processing the personal data presents itself usmgiame of another
natural or legal person when collecting personal data from the data subject, this ind
cates contract data processing.

e Theexpertiseof the involved parties may also entail the qualification as data céntro
ler or data processor. In sontwases, the professional expertise of a service provider
could therefore lead to a qualification as a data controller.

e Additionally, themeansput in place to reach the purposes may determihe rele-
vant roles. The entity which determines the means is Ugumnsidered the data ¢o
troller, see Art. 2 lit. d) Data Protection Directive.

e A writtencontract® between the service provider and the entity for which it processes
the data could also suggest that the service provider be a processor. Nevertheless, the
mere fact of a written contract between the parties does not automatically mean the
existence of a controlleprocessor relationship. Although a contract may helpma u
derstanding the relationship between the parties involved, it is neither constitutire n
decisivé".

e Asnew meansof processing entail specific privacy risks, this may lead tafangthe
qualification as a data controller rather than data processor

e The controller still needs to exercise full and sole control at any time while the data
processing takes place. While it is not necessary that the controller controls and agrees
on all the details of the means, it would still be necessary that he is atildastned
about the main elements of the processing structdfelf the exertion of conbl by
the data controller cannot be ensured due to technical or other reasons, the @oces
ing entity may itself be considered a data controller.

As a legal consequence, a data processor is part of the data controller when processing pe

sonal data. Theata processoislegally privileged Any disclosure of personal data to the data

controller by the processor is not considered a transmission and therefore does not require
St Ffft26lyO0OS 2N)J 6KS RIFI(GlF adzmaSOiteaicnO2y aSyido
GNREESNE AG Aa Fa AF (GKS O2yiGNRffSNI 6SNB AdasSt
processors transferring data to and receiving data from controllers are in principle no new
controllers”. Rather they argoart of the data controller while Artt. 7 and 8 Data Protection

49 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 28, available at:
http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

% Or a contract in another equivalent form, see Art. 17 sub (4) Data Protection Directive.

L Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 26 et seq., available
at: http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf

52 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 29, available at:
http://ec.europa.eul/justice_home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

%3 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 27 et sed., available at
http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf

* Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 31, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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Directive are not applicable for the data flow between controller and his procesSoius,

the Data Protection Directive treats a processor as if it were identical to the controller and
data flow between them doesat require additional legal basis. However, it is still doatrol-

ler beingresponsiblefor the whole data processing as the Data Protection Directive imposes
all obligations on the data controller, see Art. 6 sub (2) Data Protection Directive. Thes{proce
sor must not process the data except on the instructions from the controller and is therefore
bound to theseinstructions®. If the processor exceeds its mandate, he might himself Ine co
sidered a data controller, and the transfer or reception of data tdrom the data controller
would be rendered unlawful.

4.2.3.6 Third parties, Art. 2 lit. f) Data Protection Directive

¢CKANR LI NGASAE FNBE RSTAYSR a dalye yladzNF £t 2N f
body other than the data subject, the controllehe processor and the persons who, under

the direct authority of the controller or the processor, amethorisSR (12 LINRPOS&aa (KS
2 KAETS GKS GSNY GGKANR LI NIle¢ NBFSNAB G2n-Fye a&adzo
tity in civil law, it hag to some extent; a different meaning in the context of the Data Prote

tion Directive.A third party is any subject who ha® specific legitimacy or authosation to

process personal data as itriet involved in the controllerto-data-subject relationship’.

Legal consequence of a subject being a third party is that data flows to third parties require
either legal allowance or consent. Hence, third parties are usually new data controllers if pe
sonal data is being revealed or disclosed to them.

Companiespaa Saaiy3a € S3aFt LISNER2YylIfAGE I NB O2y&aARSNBF
belong to the same group. This is due to the fact that the Data Protection Directivendbes

provide forl graup priviegé > $KSNB | 3INRdzZL) 2F OeRashde gl S& ¢ 2 dz
the same controllef® ¢ KSNBEF2NBX RA&AO0f 2adNB 2F LISNB2YIFf RI
tra-3 NP dzLJ {°Ndeqliied |Sgalbasis according to Artt. 7 and 8 Data Protection Directive.

4.2.3.7 Obligations of the data controller and rights of the data subject

The obligations in the Data Protection Directive are imposed on the data controller. He has to
ensure the compliance with the provisions laid down in the Directive. Apart from the principles
of legitimate processing of data laid down in AGtand 7 Data Protection Directive, the data
controller has several more specific obligations:

e The data controller has to provide a data subject from whom data relating to himself
are collected with specific information, Art. 10 Data Protection Directive.

e This applies as well where the data have not been obtained from the data subject, Art.
11 Data Protection Directive.

% Kotschy, in: Biillesbach/Poullet/Prins, Concise European IT Law, New York 2006, Directive 95/46/EC, Art. 2 note 6 et
seq.

% However, the processor might still have room for manoueuvre.

" See Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 31, available at
http://ec.europa.eul/justice_home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

®Kotschy, in: B¢llesbach/ Poullet/Prins, supra note 55, Art. 2 n
supra note 32, margin no. 2.101.

% Helbing, How the New EU Rules on Data Export Affect Companies in and Outside the EU,
http://www.thomashelbing.com/en/how-new-eu-rules-data-export-affect-companies-and-outside-eu.
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e The controller must implement appropriate technical amganisgtional measures @
cording to Art. 17 sub. (1) Data Protection Directiveptotect personal data against
accidental or unlawful destruction or accidental loss, alteratiorauthorised discb-
sure or access etc.

e The data controller has to notify the supervision authority before carrying out-aut
matic data processing, Art. 18 Dd&eotection Directive.

e The controller has to provide for prior checks by the supervisory authority, according
to Art. 20 Data Protection Directive.

e The controller can be held liable for any damage suffered resulting from unlawful data
processing, Art. 23 Da Protection Directive.

Conversely, the data subject can exercise the rights deriving from the Data Protection Directive
provisions:

e The data subject can give his unambiguous consent for making data procesging la
ful®.

e The data subject has a right of assdo data and may obtain from the controller esp
cially confirmation as to whether or not data relating to him are being processed, the
categories of data concerned, and the recipients or categories of recipients to whom
the data are disclosed, Art. 12 fadProtection Directive.

e The data subject has a right to object to the processing in certain cases, Art. 14 Data
Protection Directive.

These obligations of the data controller ensure that data will be processed in a way wich pr
tects the fundamental riglst of the data subject.

4.2.3.8 Transfer of personal data within the EU and to third countries, Art. 25 Data Prote c-
tion Directive

International data transfers are subject to certain restrictions. As a general rule, international
transfer of data is only allowed whiin the EU, whereas data transfers outside the EU abe su
ject to certain restrictions to be observed by the data controller.

4.2.3.8.1 Transfer of personal data within the EU, Art. 1 sub. (2) Data Protection Dae

tive
According to Art. 1 sub. (2) Data Protectionebiive, Member States shall neither restrict nor
prohibit the free flow of personal data between Member States. Here, the principfecef
flow of data within the EU respectively the European Economic Area (EEA@alised. This
means that a Member St may not impose legal restrictions on data transfers to another
Member State for reasons of the level of data protection in such Member %t&wce the
Directive provides for the same protection in every Member State, the level of protection is
equivaknt throughout the European Unibh This way the Data Protection Directive dsta

% Note, however, that missing consent can be compensated by legal allowance from the Data Protection Directive.
® Kuner, supra note 32, margin no. 2.68.

52 COM (1992) 422 final, p. 9.
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lishes the internal market according to Art. 26 of the Treaty on the Functioning of tlee Eur
pean Union (exArt. 14 Treat Establishing the European Community, FEU)

However, sice Art. 6 Data Protection Directive requires personal data be processed fairly and
lawfully and Art. 7 Data Protection Directive states that either consent or legal allowance for
processing is needed, transfer of data within the EU (respectively thei&BG) generally
permitted. As long as the requirements for transfers within the EU implemented by time-Me
ber States are nodiscriminatory, such restrictions are covered by the Data ProtectiorcDire
tive®. Art. 1 sub. (2) Data Protection Directive only wes that Member States cannot gr

hibit transfer of personal data within the EU (EEC) on grounds of an inadequate level af prote
tion®.

4.2.3.8.2 Transfer of personal data to third countries, Artt. 25 and 26 Data Protection
Directive

International transfers of perswl data outside the EU (and the EEC) are governed by Chapter

IV Data Protection Directive. Art. 25 Data Protection Directive establishes the principle that

transfer of personal data may only take place if the third country ensureglaquate level of

protection. At the time of the preparation of these Guidelines, the Commission has secfar

ognised

e Switzerland

e Canada

e Argentina

e Guernsey

e |Isle of Man

o the US Department of Commerce's Safe harbor Privacy Principles, and

e the transfer of Air Passenger Name Recto the United States' Bureau of Customs
and Border Protection

as providing adequate protecti6h A transfer of personal data to other countries and any data
transferred to the US outside the scope of either Safe Harbor Principles or Passenger Name
Recod Agreement is basically prohibited, see Art. 25 sub. (1) Data Protection Directive.

%% See Heil, in: Bulllesbach/Poullet/Prins, supra note 55, Art. 1 note 3.
% Kuner, supra note 32, margin no. 2.69.

% Kuner, supra note 32, margin no. 2.69 and margin no. 4.03; Heil, in: Biillesbach/Poullet/Prins, supra note 55, Art. 1
note 3.

% http://ec.europa.euljustice_home/fsj/privacy/thridcountries/index_en.htm; Kuner, supra note 32, margin no. 4.48 et
seq.; the Art. 29 Working Party has recently published WP 177, Opinion 6/2010 on the level of protection of personal
data in the Eastern Republic of Uruguay, available at:
http://ec.europa.euljustice/policies/privacy/docs/wpdocs/2010/wpl77_en.pdf, where it finds that the Eastern Republic of
Uruguay ensures an adequate level of protection within the meaning of Art. 25 Data Protection Directive. It is not unlike-
ly that the European Commission follows this opinion.
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4.2.3.8.3 Legal grounds for data transfer in third countries without an adequate level of
protection

Although transfer of personal data to third countries is not allowed if the tgun question

does not ensure an adequate level of protection, this does not mean there is no possibility to

disclose personal data to third countries. Several instruments enable controllers to transfer

personal data to third countries despithat they do not ensure an adequate level of prote

tion.

e 51 GF {dzmeSOtaqQa Oz2yaSsSyi
¢ KS 51 G ungmizgue® Gangedenders a transfer of personal data lawful.
This requires a freely given, specific, clear and unambiguous indication of the fata su
2 S O Q awhighleicKid@siifiplied consént

e G{IFFS I INDP2NE t NAYOALX Sa o) { 2yfeo

The United States of Ameriganot considered to be a third country with an adequate

level of protection. Neverthelessrganid GA2ya YIeé& GF 1S LINILG Ay (K
progranme®. TKS & { I+ FS KI NDP2NE LINAYOALX S& &NB LINRA DI
partment of Commerce which are considered to provide an adequate level ofgrote

tion by virtue of a decision of the European Commission pursuant to Art. 25 sub (6)

Data Protection Direate®® ! y RSNJ G KS aal S KINDB2NEZ ! { O
adhere to a set of data protection principles which have been deemed by the Gemmi

sion to provide adequate protection with regard to transfers of data out of the EU.

It enablesorganistions to syn up for safe harbor and thereby demonstrate their
compliance withthe provisions of theeU Data Protection Directive by performing a
self-certification procedure Transfer of personal data to a controller within the US,
which would otherwise be illegitiate, is allowed if the controller joins the Safe Harbor
list".

e EU Standard Contractual Clauses

According to Art. 26 sub. (2) Data Protection Directive, adequate safeguards put in

place by the recipient maguthorise a transfer or a set of transfers of peral data to

I GKANR O2dzyiNEB® {dzOK aal ¥S3dzZ NRa YlF& Ay LI
Of  dzaSad¢é¢ CAINIKSNN¥2NBESX ! NI® Hc &adzo® o6n0d 51

7 Art. 29 Working Party, WP 114, Working document on a common interpretation of Article 26(1) of Directive 95/46/EC
of 24 October 1995, p. 10, available at http://ec.europa.eul/justice_home/fsj/privacy/docs/wpdocs/2005/wpl114 en.pdf.

%8 http://www.export.gov/safeharbor/.

% 2000/520/EC, Commission Decision of 26 July 2000 pursuant to Directive 95/46/EC of the European Parliament and
of the Council on the adequacy of the protection provided by the safe harbour privacy principles and related frequently
asked questions issued by the US Department of Commerce, OJ L 215, 25.8.2000, pp. 7 et seqq, available at http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2000:215:0007:0047:EN:PDF; see also Data protection: Commission
adopts decisions recognising adequacy of regimes in US, Switzerland and Hungary, IP/00/85, available at
http://europa.eu/rapid/pressReleasesAction.do?reference=1P/00/865&format=HTML&aged=1&language=EN&guiLangua
ge=en; further information: Klug, RDV 2000, 212 et seqq.

™ Conolly, The US Safe Harbor i Fact or Fiction?, p. 4, available at:

http://www.galexia.com/public/research/assets/safe _harbor_fact or_fiction 2008/safe_harbor fact or_fiction.pdf;

Kuner, supra note 32, margin no. 4.59; on the level of protection provided by the Safe Harbor principles see Art. 29

Wor ki ng party, Opinion 4/2000 on the |l evel of protection prov
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2000/wp32en.pdf.
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9dzNR LISIFY [/ 2YYA&daAz2y YI& RSOARS delipinl OO0O2 NRI y
Article 31 (2), that certain standard contractual clauses offer sufficient safeguards as
NBIljdzA NER 6& LI NI AN LK HED ¢ 2 stinfaidded ety R>X (G KS
of clauseswhich can be used as a legal basis for transfer from each MeSiade
(Standard Contractual ClaudBs If a controller located within the EU or EEC enters
into a contract which includes the EU Standard Contractual Clauses, the contoller |
cated outside the EU or EEC is consideregrtvide an adequate level of praic-
tion".

e Binding Corporate Rules (BCR)

Another possibility to ensure an adequate level of protecti®to implementBinding
Corporate Rules (BCR). BCRs are a satesf adopted within a particular compangr
corporate group that provide legalyindingprotections for data processing within the
company or group. BCRs can be legally binding on members of a corporate group
through a variety of legal devices, and may provide a legal basis for data transfers to
other countries or regiorfd All companies belming to the group are considered to
ensure an adequate level of data protectian

4.2.3.9 The Art. 29 Data Protection Working Party, Artt. 29 and 30 Data Protection Directive

Artt. 29 and 30 Data Protection Directive set up a Working Party on the Protectiodiwtiln

Ffa ¢6A0K NBIFNR G2 (GKS t NRrOSaaiAy3d 2F t SNaz2yl f
in order to achieve several objectives. It isinadependent advisory board of the European
Commissioron questions relating to data protection. The WagiParty shall

e examine any question with regard to national measures adopted under the Data Pr
tection Directive in order to contribute to the uniform application of such measures

e provide expert opinion to the Commission on the level of protection withe €an-
munity

e advise the Commission on any proposed amendments of the Data Protection Directive
e give opinions on codes of conduct drawn up at Community level.

The Working Party may alspon its own initiative¢ make recommendations on all matters
relatingto the protection of personal data. It is composed of

e arepresentative of each Member State

e arepresentative of the European Data Protection Super{ismd

™ http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2010:039:0005:0018:EN:PDF.

" Helbing, supra note 59.

™ Kuner, Using Binding Corporate Rules for International Data Transfers: The ICC Report, Electronic Banking Law And
Commerce Report, Vol. 9 No. 8 2005, p. 3, available at:
http://www.hunton.com/files/tbl_s47Details%5CFileUpload265%5C1060%5Ckuner_ICC-report.pdf.

™ Helbing, supra note 59.

™ Currently, Peter Hustinx has been appointed European Data Protection Supervisor, whose task it is to ensure the
fundamental right to protection of personal data is respected by EU institutions and bodies, see
http://ec.europa.eu/justice/policies/privacy/eusupervisor/index_en.htm for details.
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e arepresentative of the Commission.

Since the opinions and recommendations provided by the WorRiaxgy are welrecognied
among Data Protection Authorities as well as in data protection literature, we will occasionally
refer to them in this Report. Usually, any material provided by the Working Party is dso pu
lished on the Internet. In order to enbbthe reader to retrieve further information, we will
provide the relevant URLs within this Report where possible.

4.2.3.10 Summary
Ensuring Data Protection in OPTIMIS also involves creating awareness for all parties i
To explain fundamental legal concepif data protection, we included a brief description
the Data Protection Directive.

The legal framework for data protection legislation within the EU is mainly determine
Directive 95/46/EC. It has two main purposes:

e |t ensures the free flow of da within Europe. This prevents Member States fr
blocking data flows within the EU on grounds of data protection.

e |t achieves a consistent level of data protection within all EU Member States
means every Member State has more or less the samé téy@otection for persona
data.

The natural or legal person or body responsible to comply with the obligations in the
t NPGSOGA2Y S5ANBOGAGS gKAES LINRPOSaaiAy3a L
whose personal data is being pessed and who could be affected by data protectionari
GA2ya Aa OFftfSR GKS WRIGF &ddzo2SO00Qd WtiS
fiable individual. Processing personal data is not limited to processing in a mere teq
sense. Inkad, it comprises any operation performed upon personal data (i.e. collectsr
cording, organisation, storage, adaptation or alteration, retrieval, consultation, use, discl
by transmission, dissemination or otherwise making available, alignmermombination,

blocking, erasure or destruction).

The Data Protection Directive established six main principles, of which the following thre
the most important:

The Directive establishes a principle of prohibition of processing personal data urdessst
either consent of the data subject or one of the enumerated exceptions where it is allow
process data.

Personal data may only be processed for the purposes to which the data subjectrig
sented to or which would be reasonably obvious to tfata subject. The data subject must
provided with information concerning the purposes of the processing and the identity g
data controller.

Transfer of personal data within the EU is allowed if all conditions for processing of pe
data (consnt or exception in the Data Protection Directive) are met. Transfer of pers
data to countries outside the EU is principally prohibited. However, there are some-e€
tions to this rule. For some countries, the European Commission has decided thairthe
vide an adequate level of protection. These countries are treated as if they were EU M
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States. Transfer of personal data to countries which do not provide an adequate level ¢
tection can be justified on the following grounds:

o the data subjechas given his consent

e transfers to the US happen according to the Safe Harbour Agreement, accord
which US enterprises, companies or organisations demonstrate their compliance
the EU Data Protection Directive

o the parties have agreed to use tiit) Standard Contractual Clauses which provid
adequate level of data protection between the parties using them

e a company or corporate group have adopted Binding Corporate Rules, so th
companies belonging to the group are considered to ensuredagaate level of date
protection.

4.2.4 Directive 2002/58/EC on Privacy and Electronic Communications and EU Directive
2009/136/EC amending Directive 2002/22/EC, Directive 2002/58/EC and Regulation
(EC) No 2006/2004
Directive 2002/58/EE (hereinafter referred®2 | & & St NA g 08 5ANBOGAOBSE0 6
right to privacy and confidentiality with respect to the processing of personal data in the ele
tronic communication sector. The provisions of the Directive particdlagind complement
Directive 95/46/E@nd have recently been amended by Directive 2009/136/Ebmmunia-
tion in the meaning of Directive 2002/58/EC is any information exchanged or conveyed b
tween parties by means of a publicly available electronic communication service. Whait const
tutes anelectronic communications service has unfortunately not been defined by the-Dire
tive on Privacy and Electronic Communications. Instead, the Regulatory Framework Dftective
provides the following definition:

A4St SOUNRBYAO O2YYdzy A Ovicé h@rnyally padvibddfar Qegndnerafiénl ya |
which consists wholly or mainly in the conveyance of signals on electronic communications
YySig2Nl ax wX8 odzi SEOf dzZRS &aSNUAOSE LINRPGARAY3AZ
transmitted using electronic comnfh OF GA2y & ySGg2N]l a4 FyR aASNIAOS&E
Notably, the Directive on Privacy and Electronic Communications only covers the electronic
communication services that do not focus on the content, but on the communication of info

mation (i.e. providing access to the Intet, mobile and telephone connectior8)It has not

" Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of
personal data and the protection of privacy in the electronic communications sector (Directive on Privacy and Electronic
Communications), OJ L 201, 31.07.2002, pp. 37 i 47.

" Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009 amending Directive

2002/ 22/ EC on uni ver s htd relairg towleatranic eommunicasorsrnetorks andyservices, Direc-

tive 2002/58/EC concerning the processing of personal data and the protection of privacy in the electronic communica-

tions sector and Regulation (EC) No 2006/2004 on cooperation between national authorities responsible for the en-

forcement of consumer protection laws, OJ L 337, 18.12.2009, pp. 11-36; the consolidated version of Directive

2002/ 58/ EC is available in the |l eaflet fARegul atamyUrdiramewlby k f o
the European Commission,

http://ec.europa.eu/information_society/policy/ecomm/doc/library/regframeforec_dec2009.pdf.

"8 Directive 2002/21/EC of the European Parliament and of the Council Of 7 March 2002 on a Common Regulatory
Framework for Electronic Communications Networks and Services (Framework Directive) OJ L 108, 24.04.2002, p. 33.

™ Kuner, supra note 32, margin no. 3.54.
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yet been clarified whether the provision of hardware infrastructure services as in the use of

Ot 2dzR O02YLJziAy3d OFy 6S RSSYSR Iy WwStSOUNRYyAO O
cloud infrastructue providers provide a service which consists mainly in the conveyance of

signals on the Internet, since with cloud computing data is dynamically provisioned within the

entire cloud and therefore will be constantly transmitted to ottdata centres. Howeve, the

wording of the aforementioned definition deserves a closer look here. Directive 2002/58/EC
O2@SNA &ASNWBAOSA BKAOK O2yaraid WgKz2tfe 2N YIAy
O2YYdzyAOlI GA2ya ySig2N]l aQd L ekcnsidorédSaltedtod KI G Of 2
Ydzy AOF GA2ya &aSNWAOS:E la AdG Aa y20 || aNBAOS 4K
YItaQr odzi A4 YIe 06S I aSNWAOS gKAOK O2yaraia
is the process of taking something from opkace to anothef”. Common examples of ale

tronic communication services include providing access to the internet, transmission ©f info

mation through electronic networks, voice telephony services, electronic mail conveyance,

mobile and telephone connectietc® Cloud Computing is as such not comparable to these

examples, but it takes data from one place to another in ordesgtimise the use of hardware

infrastructures. It is thus not unreasonable to regard OPTIMIS as a service conveying data from
onedatacentreii 2 | Y2UKSNXY W{AIylfaQ NS | &aSNASa 27F ¢
recipient. In OPTIMIS, these signals are conveyed between different cloud providers in order to

optimise the use of the hardware infrastructure.

Furthermore, an examation of the genesis of the ePrivacy Directive might clarify its scope.

Directive 2002/58/EC replaces Directive 97/66/EC Concerning the Processing of Personal Data

and the Protection of Privacy in the Telecommunications Sector. The latter applied to the
oprocessing of personal data in connection with the provision of publicly available telazomm
YAOFGA2ya aSNWAOSaA Ay Lzt A0 (StSO2YYdyAOl GAz2Yy
SYySR GKA& a02LSY Al I LI ASa G 2onivithEhe praddldhOS a a Ay 3
2F Llzof AOfte& @At ofS StSOUNBYAO O2YYdzyAOlFGA2Y
¢CKS GSN)Y WiStSO2YYdzyAOlIiA2PQYKUHAAOBEEY2NBRE BRSER
that the European legislator intended to covet different types of transmission services for

electronic communicationgather than mere telecommunications servié&sRecital 4 ePrivacy

Directive supports that view by saying that the ePrivacy Directive shall provide an equal level

2F LINR G SAiSRay 20NBEHKNRI SOKYy 2t 23ASa dzZASRQ® / 2y asSl
comprised by the scope of the ePrivacy Directive.

However, this Directive excludes services providing content or exercising editorial control over

content transmitted using electronioommunications networks. If a service mainly consists in

offering information, the Directive on Privacy and Electronic Communication does nof’apply

This is als@mphasied by Recital 5 Regulatory Framework Directive which stresses that it is
GySOSaafSNENIGI2S GKS NB3IdzA FGA2y 2F GNIXYyaAYAaarzy

®oxfordAdvanced Learnerds Dictionary, Oxford 2010, available at:
http://lwww.oxfordadvancedlearnersdictionary.com/dictionary/conveyance.

8 Kuner, supra note 32, margin no. 3.54; Rosier, in: Biillesbach/Poullet/Prins, supra note 55, Directive 2002/58/EC, Art.
2 note 1 lit. b).

82 COM (2000) 385 final, p. 2.

8 Kuner, supra note 32, margin no. 3.54 et seq.
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OPTIMIS does not offer content, but rather provides means to efficiently distribute iaform
tion within a cloud, it is not excluded by the ePrivacy Directive.

Nevertheless, ther is an exception with regard to private clouds. Pursuant to Art. 3 sub (1)
ePrivacy Directive, the electronic communications services concerned are only those publicly
available. Private clouds are internal networks, accessible only foordpmnistion gperating

them. The ePrivacy Directive does therefore not apply to them. However, if a private cloud
makes use of a public cloud by deploying VMs and sending personal data to a public ctoud pr
vider, the ePrivacy Directive would apply adain

We will analy® the consequences deriving from the applicability of the ePrivacy Directive in
the following Reports.

4.2.5 Directive 2006/24/EC of the European Parliament and of the Council on the Rete
tion of Data Generated or Processed in Connection with the Provision of Blicly
Available Electronic Communications Services or of Public CommunicationstNe
works and Amending Directive 2002/58/EC
One the most controversi&llegal instruments within the field of data protection is Directive
2006/24/EC on the Retention of Data&eated or Processed in Connection with the Provision
of Publicly Available Electronic Communications Services or of Public Communications Ne
works (hereinafter referred to as Data Retention Directive). The legislative procedure was the
shortest in the hitory of the E®° and has to be regarded in the context of the bombirtg a
tacks in Madrid in March 2084 Pursuant to Art. 1 sub (1), the Data Retention Directive a
plies to the Providers of publicly available electronic communications services with respect t
OGN} FFAO RIGFE gKAOK FNBE 3ISYSNIGSR 2NJ LINROSa
O2YYdzyAOlFGA2ya ASNBAOSAaQ A& ARSydGAOFft G2
sub (1) Data Retention Directive provides that the definitionsiocédiive 95/46/EC, Directive
2002/21/EC and Directive 2002/58/EC apply.

SR
S

a
K 2

The purpose of the Data Retention Directive is to retain certain categories of data in publicly
available electronic communication services in order to investigate, detect and presseeiit

ous crimes in the Member States. It applies to traffic and location data of both legal entities
and natural persons, but not to the content of electronic communications, including iaform
tion consulted using an electronic communications network.

8 Art. 29 Working Party, WP 37, Privacy on the Internet i An integrated EU Approach to On-line Data Protection, p. 23,
available at http://ec.europa.euljustice/policies/privacy/docs/wpdocs/2000/wp37en.pdf.

®The Register, 6Data Retention Directive Receives Rubber Stampd,
http://www.thereqister.co.uk/2006/02/24/data_retention_directive ratified/; see al so Spi egel Online, 6Ger
Limits Phone and E-Ma i | Data Storage6, available at:
http://www.spiegel.de/international/germany/0,1518,681251,00.html.

8 | iebwald, MR-Int. 2006, 49.
87 Kosta/Dumortier, MR-Int. 2007, 130.
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The Data Retention Directive foresees a thier model:
e Obligation to retain data

According to Art. 3 Data Retention Directive, each provider of publicly availalae ele
tronic communications services has to retain specific categories of data such as the
datanecessary to

e trace and identify the source of a communication,

¢ identify the destination of a communication

e identify the date, time and duration of a communication

e identify the type of communication

e ARSY(GATEe dzaSNIDa O2YYdzya Olioba thef eqifjnoait LIY Sy G 2 D
¢ identify the location of mobile communication equipment.

This list is ostentatiously extensi¥eThe retention of data includes data generated or
processed and logged by providers of publicly available electronic communications
servi@s. This also contains Internet traffic d4ta

e Access to data

Art. 4 Data Retention Directive stipulates that data retained be only provided to the
competent national authorities in specific cases and in accordance with national law.
Furthermore, the retaied data must be stored in a way that it can be transmitted
upon request to the competent authorities without undue delay (Art. 8 Data Retention
Directive).

It is up to the Member States to decide on the retention period for the specified data,dsut a
cording to Art. 6 Data Retention Directive, the storage period must not be less than six month
and not exceed two years from the date of communication.

Data protection law also applies to the retained data. Art. 7 Data Retention Directive provides
a minimum stadard in so far as the retained data must be of the same quality and subject to
the same security and protection #sat data on the network. It is of uttermost importance to
protect and secure the retained data appropriately, as there is a high riskhtbaggregated

traffic data could be misused by different interest grotp&or this reason, European Data
Protection Supervisor (EDPS) Peter Hustinx demands more safeguards and criticizes that a
mere reference to the existing legal framework on data petitn (Directive 95/46/EC and
Directive 2002/58/EQ} not sufficient™. In case traffic or location data will be stored in GPT

8 | jebwald, MR-Int. 2006, 49, 50.
% iebwald, MR-Int. 2006, 49, 50.

% Opinion of the European Data Protection Supervisor on the proposal for a Directive of the European Parliament and
of the Council on the retention of data processed in connection with the provision of public electronic communication
services and amending Directive 2002/58/EC (COM(2005) 438 final), 2005 OJ C 298, 29.11.2005, pp. 3 et seqq, avail-
able at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2005:298:0001:0012:EN:PDF; Liebwald, MR-Int.
2006, 49, 52.

°! Opinion of the European Data Protection Supervisor, ibid.
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MIS, these data have to be highly secured by adequate safety measures (i.e. limited access,
exclusion of any further use, guar& G KS &SOdzNAG& 2F RI GI1°% 3Jdzk NI y

There is also an obvious contrast between the ePrivacy Directive and the Data Retentmn Dire

tive®. While Art. 6 ePrivacy Directive provides that traffic data must be erased or made
anonymous wheiit is no longer needed for the purpose of the transmission of a comraunic

tion, the Data Retention Directive stipulates their retention for a definite period of time. Art.

15 sub (1) ePrivacy Directive provides that Member States may restrict the righhtiaent-

FfAdGe 2F (GKS O02YYdzyAOlFGA2ya GoKSYy &dzOK NBadNRC
proportionate measure within a democratic society to safeguard national security (i.e. State
security), defence, public security, and the prevention, atigation, detection and prosee

GA2y 2F ONARYAYlLf 2FFSyO0Sa 2N 2F dzyl dzi K2NR &SR
Hence, the Data Retention Directive is the instrument to impose these restrictions in the
Member States since its transposal is maradgt

The Data Retention Directive raises some issues with regard to cloud computing. Espgcially
smaller operators frequently use outsourcing to carry out traffic data retention actiViti€be

use of cloud computing in order to perform data retentionutd lead to a situation where
operators are considered data controllers who collect traffic data according to Art. 3 Bata R
tention Directive, but may not be able to accurately monitor data processing operations, pa
ticularly with data retained outside thdomestic borders of the operator. The Art. 29 Working
Party proposes a federated solution, whereby one of the federated cloud providers oe-a del
gated third party, designs and implements the traffic data retention system, managesithe a
thentication phasse and partitions the memory allocated to each provider

Whenever retained traffic data is transferred to other countries, this transfer must meet the
conditions in the Data Protection Directive 95/46/EC. Therefore, if data retention is carried out
in clod computing environments where data is stored and provisioned dynamically, some
issues will be identical to those surrounding the Data Protection Directive.

A more detailed analysis of the Data Retention Directive will be provided in one of the next
Repors.

%2 Opinion of the European Data Protection Supervisor, supra note 90, pp. 5 et seq.
% Opinion of the European Data Protection Supervisor, supra note 90, 2005 OJ C 298, 29.11.2005, p. 3.

% Art. 29 Working Party, WP 172, Report 01/2010 on the second joint enforcement action: Compliance at national level
of Telecom Providers and ISPs with the obligations required from national traffic data retention legislation on the legal
basis of articles 6 and 9 of the e-Privacy Directive 2002/58/EC and the Data Retention Directive 2006/24/EC amending
the e-Privacy Directive, p. 17, available at http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wpl72 en.pdf;
see also I nformati on Se Adidei2% ata Botecdono Walking RartyTrdparts dn amplementation
of Data Retention Directive6 , avai |l abl e at:

http://blog.securitybreaches.com/2010/07/19/art 29 data_protection_working_party reports_on_implementation_of dat
a_retention_directive/.

% Art. 29 Working Party, WP 172, Report 01/2010 on the second joint enforcement action: Compliance at national level
of Telecom Providers and ISPs with the obligations required from national traffic data retention legislation on the legal
basis of articles 6 and 9 of the e-Privacy Directive 2002/58/EC and the Data Retention Directive 2006/24/EC amending
the e-Privacy Directive, p. 17, available at http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wpl72 en.pdf.
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4.3 Data Protection within OPTIMIS

In this section we consider privacy concerns specific to the OPTIMIS project by analysing its
different cloud computing scenarios and provide an overall assessment of privacy risks inhe
ent in OPTIMIS cloud computing.

Fird of all, it must be pointed out that simple compliance of OPTIMIS with the regulations of
the Data Protection Directive does not prevent the necessity of Infrastructure and Sereice Pr
viders to comply with local data protection law of the Member Stitesevertheless, adhe

ing to the Data Protection Directive is the first important step to compliance and will most
likely result in local compliance as well. The reason for this is that the Data Protection Directive
is intended to ensure that the level of gextion with regard to data processing is equivalent

in all Member Stated. Pursuant to Recital 10 Data Protection Directive, the approximation of
laws must not result in any lessening of the protection but must, on the contrary, seak to e
sure a high leMeof protection in the Community. Therefore, the ECJ decided in the well known

G[ AYRIl@Ar&alié¢ OFrasSz GKFIG GKS KIFENXY2yAalidAz2y Aa

to harmonisationwhich isgenerally completé®. Albeit there is a certain margin ofanoeuvre

in some of the provisions of the Data Protection Directive, nationainteaking has to be in
accordance with the objective of maintaining a balance between the free movementrof pe
sonal data and the protection of private life.

This Report will fous on the following issues: initially, wéll analy® the data flows and
stakeholdersin OPTIMIS. After that, wwill examine whichational data protection lawwill

be applicable Next, wewill identify the relevantdata controllerswithin the OPTIMISIaud
infrastructure according to the four different scenarios presented in the Description of Work
(Annex I).

There are more issues to be addressed here. It is questionable whether conmaltarssor
relationships can be lawfully established in a cloothputing environment on account of a
possible lack of control of the data controller over the data proces$oidoreover, questions
arise from the transfer of personal data to third countries. Finally, legal requirements for data
security have to be takeimto account in OPTIMIS. We vaidirutini®e these issues in the follo

ing releases in more detail.

At this stagejt is more important to identify the data controllers within OPTIMIBe reason
for this is that all legal requirements of the Data ProtegtDirective are imposed upon the
data controller. Consequently, we will first determine the stakeholder responsible for gempl
ing with legal requirements.

% Kuner, supra note 32, margin no. 5.03; this high level compliance approach is reasonable to ensure that the OPTIMIS
project has an overview of what compliance activities are taking place in the various local jurisdictions, Kuner, supra
note 32, margin no. 5.07.

% Recital 8 and 9 Data Protection Directive.

% ECJ, Judgment of 6 November 2003, case C-101/01 margin no. 95 et seqq, OJ C 7, 10.01.2004, p. 3 et seq -
Lindqvist.

% ECJ, ibid.,margin no. 97.

190 5ee Section 4.3.5.
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4.3.1 Analysis of Data Processing Operations within OPTIMIS Scenarios and Use Cases

It is impossible to dermine what compliance steps need to be taken in OPTIMIS unless one
first knows the main elements of the processing activities, especially which stakeholders are
involved, what personal data is being processed, what the purposes of processing are and
whether personallataare being transferred outside the EU. Hence, the first step @nady®

the data processing practices within OPTIMIS scenarios and useé’taBkis will be carried

out at a rather abstract level, as OPTIMIS only provides the toolkitspadification which
supports the construction of multiple coexisting architectures to create a cloud servicesecosy
tem. Therefore, we wilkhnaly® the data processing practices according to the different seena

ios as proposed in Annex il 5 Sa ONR BN 2y AF mn SiG aSlljo

4.3.1.1 Possible data flows according to the service lifecycle and scenarios

The OPTIMIS toolkit foresees a thygase service lifecycleonstruction of the servicele-
ployment of the servicand operation of the servicelhe service lifgele is initiated each time

a service developer implements a service and writes a service manifest. In all of the three
phases, the transfer of personal data could be involved.

In the service construction phasethe SP builds, implements, assembles or estfates the
service and prepares it for placement and execution on the IP. The activities performed include
preparation of the VM images, configuration of parameters as well as specification ofdiepen
encies among the different components forming the seetf. Furthermore, the service man

fest describing the functional and ndanctional parameters is specified and configured. This
information includes location and cost constraints, capacity and elasticity requirement? etc.
These tasks are performed withe help of OPTIMIS Programming Model using the Integrated
Development Environment (IDE).

In case personal data are already processed during the construction phase, a data flow from
end user to SP would be established. Typically, SPs make services kctesksibservice s

ers (subscribers, consumers, end us8fsput it isalso possible that they are cloud service
providers themselves who use the capacities of°PPTherefore, data flows between su
scribers and service providers could be establishedpamdonal data be transferred to the SP .

In the service deployment phasethe service is placed on an IP for operation by tHé°SRere

as well it is unclear whether personal data are transferred to the SP for purposes of setting up
the services. It canndbe ruled out that in deployment phase personal data are beingstran
ferred to the SP. In this case, three data flows must be distinguished:

%1 See Kuner, supra note 32, margin no. 5.10.

102 Annex I, p. 12.
1% OPTIMIS D1.2.1.1 Architecture Design Document, p. 8.

%% vaquero et al., A Break in the Clouds: Towards a Cloud Definition, available at:

http://www.systems.ethz.ch/education/past-courses/fs09/NIS/reading/cloud-definition. pdf.

%5 \While it is possible that SPs and IPs may be part of the same organization (see Annex I, p. 12), it is assumed here
that the stakeholders are separated legal entities.

1% Annex I, p. 12.
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e In order to deploy the service on an existing infrastructure of an IP, the end user tran
fers personal data to th&P.

e The SP discloses personal data to the IP in order to deploy the service.

e The IP retrieves personal data and, to cope with peak loads, temporarily transfers it to
another IP.

The service operationphase covers a set of operations relevant to the managet of the

service performed by the SP, (i.e. monitoring , corrective actions etc.) as well-tiseuop-

timisation by the IP (i.e. moving Virtual Machines onto anotti@ia centreor even to another
subcontracted Cloud Provider).

4.3.1.1.1 Actors involved
OPTIMISnvolves a number of actors. Identifying the actors is important for the allocation of
responsibility. Thus, we will briefly present the stakeholders in OPTIMIS cloud computing here.

e Service provider Theorganistion providing the final cloud service \daservice inte
face for customers

e Infrastructure provideris the internal or externabrganistion providing resources to
confront the capacity demand for correct delivery of the encapsulated service.

e Service consumer/subscriber/end usefheorganigtion accessing the cloud services
(i.e. a company). This service may be accessed through drieselly interface.

4.3.1.1.2 Federated cloud architecture, Scenario 1

In the federated cloud scenario, several Infrastructure Providers (IPs) use the OPTIMIS toolkit
to establish a cooperation in which any IP can rent capacity from the others and also allow
these to use its capacity. While the SP is unaware of this federation, the IP is fully responsible
for the establishment of the federation and for subcontractfigAlthoudh the SP is unaware

of the federation set up by an IP, the SP can still pose constraints to the IP with regard to legal
issues, i.e. restricted data movement across country borders.

Stakeholders in this scenario are subscribers or end users consumingrifiees, the service
provider offering the cloud services and the underlying infrastructure provided by IPs building
a federated cloud. Personal data will be moved from the subscriber to the SP who offers the
services. The SP will then deploy the servaeshe infrastructure of an IP using the OPTIMIS
deploymentoptimiser. Consequently, data flows will be established from end users to a SP,
and from the SP to an IP. Eventually, the IP will build a federation with other IPs. This means
that one or more daa flows will also be established from the initial IP to (an)other IP(s) in case
the initial infrastructure does not provide for enough capacity.

4.3.1.1.3 Multi-cloud architecture (all OPTIMIS), Scenario 2

As opposed to the federated cloud architecture, the SP9pamsible for the service operation

in the multicloud scenario (all OPTIMIS). He negotiates with and monitors each IP during se
vice operation. Since IPs are managed independently by the SP, personal data willsbe tran
ferred from the SP to one or seveiBls. As a consequence, the different IPs used by the SP will
be separated from and hence unaware of each other. Likewise, there will be no data flows

7 Annex |, p. 14.
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between the IPs. Rather, the SP will migrate services from one IP to another IP if the latter
does not fulil the agreed objectives. Personal data will therefore only be moved or transferred
by the SP if services need to be migrated.

4.3.1.1.4 Multi-cloud architecture (some OPTIMIS), Scenario 3

This scenario does not differ very much from the previous one from a legal @f view. In a
multi-cloud architecture in which only some IPs adopt the OPTIMIS toolkit it is still the SP who
is provisioning the services on different IPs. Again there will be no data flows between IPs as it
is the SP who contacts the possible IRd aonitors the service operation. Similarly taesc

nario 2, personal data will only be transferred by the SP to several IPs which are unaware of
each other.

4.3.1.1.5 Hybrid-cloud architecture, Scenario 4

In the hybrid cloud scenario, amyganisition operating a gwate cloud is able texternali®
resources to public IPs. When the clooptimiser component triggers that more capacity is
needed, some virtual machines are deployed to public clouds. Personal data will therefore
possibly be transferred from the privatdoud to a public IP.

4.3.1.2 Data flows within OPTIMIS use cases
OPTIMIS will present three different use cases in which the results of the project will lbe appl
cablé®. It is therefore important to look at these use cases and identify possible data flows for
further data protection compliance analysis.

4.3.1.2.1 Cloud Programming Model, Use Case 1
As a programming model describes the fundamental attributes of a programming language,
the first use case will not include any data flows tcelpalysd.

4.3.1.2.2 Cloud bursting, Use Cas2

Cloud bursting in OPTIMIS takes advantage of the OPTIMIS toolkit as a means to provide nearly
immediate redirection of requests to an external cloud in the event that corporate resources
are depleted. When a request is received, the global load balategdes whichdata centre
(corporate or cloud) should handle the request based on its understanding of cdfaSty-

eral actors have to be distinguished in order to determine the data flows.

The first actor is the service consumer, defined asdtganistion or person which is acces

ing the cloud service. The second stakeholder is the cloud service provider running the bus
ySaa FLIWX AOFGAZ2Y yR LINRPOS&aAY3 omdiStiod@NIIA OS
viding the final cloud service. In ordtr use the cloud service, the service consumer el

ternalie his business applications into the cloud, which typically goes in hand with the transfer

of personal data. Therefore, a data flow is being established between service consumer and
service proider. As the aim of cloud bursting is to use external resources when the cloud pr

A RSN & dadechdtishaslraached capacity, a third actor is involved in this use case.
This is the cloud provider acting as an exterm@anigtion and providing reources to co-

front capacity demans of the first actor. Consequently, one more data flow is established

1% OPTIMIS Architecture Design Document D1.2.1.1, pp. 9 et seqq.

1% See Cloud Balancing, Cloud Bursting and Intercloud, available at:
http://devcentral.f5.com/weblogs/macvittie/archive/2009/07/09/cloud-balancing-cloud-bursting-and-intercloud.aspx.
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between the cloud service provider which provides the service interface to the customer and
the externalorganistion which provides additional resows to the first cloud provider in
order to handle peak loads.

4.3.1.2.3 Cloud brokerage, Use Case 3

Use case 3 focuses on the means to perform cloud brokerage. Cloud brokerage enables users
to use different services from multiple cloud providers. With a multiplicftgloud providers,

each with their own set of services, pricing model etc. it would be quite cumbersome for end
users to evaluate and access each service. Instead, a cloud broker creates a layer of abstraction
between end user and several cloud providegsproviding a single interface through which

the service consumer can manage multiple clouds. This enables the end user to simply deal
with the interface of the cloud brok&f. Depending on which services a cloud broker offers,

he also provides (federat@ddentity and access management, as well as audit capabilities and
ametering of connections.

Within the cloud brokerage use case, there are three different scenario setups which make up
this use case.

o Enterprise use of multiple cloud providers

In the fist and most simple scenario, an enterprise makes use of different services
provided by various cloud providers to perform internal (business) processesnThe e
terprise orchestrates the different services all by itself. The actors involved arethe e
terprise acting as a service customer and the numerous cloud providers providing the
services. The number of cloud providers performing the services depends onrthe co
plexity of the business processes to be fulfilled.

Personal data will be transferred to sevedéferent cloud providers where all of them

fulfil different tasks. Thus, data flows are being established between the enterprise
and the various cloud providers rendering the services. As these cloud providers might
use the advantages of cloud burstingagated by OPTIMIS, it is also noteworthy that
personal data could also be transferred to IPs when cloud providers use resources
from an external cloud provider in order to confront capacity demand. Consequently,
data flows are established between cloud piders providing the final cloud services
and the cloud provider which is used to handle peak loads.

e Cloud provider to broker multiple providers to provide a Slbased tiered pricing
model

The second scenario foresees that a cloud broker selects the béshraecording to
the requirements of the enterprise wishing use cloud computing. For tee pur-
poses the enterprise approaches a cloud broker with a given set of functionaleequir
ments (i.e. pricing, energy consumption, SLA parameter, compliancecetgh)i¢h the
cloud broker must comply when choosing the right cloud provider.

0 s5ee 06 NHew Gloud Service Brokers Enable the Cloud Marketplace, available at:

http://www.soatothecloud.com/2010/02/how-cloud-service-brokers-enable-cloud.html; see also Kupferman, The Low
Down on Cloud Brokers, available at: http://www.regexprn.com/2009/08/low-down-on-cloud-brokers.html.
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Cloud brokers can either simply be brokers or, at a more complex stage, additionally
provide identity management, access management and audit capabilities. In the first
case a brker will help IT managers to find the right cloud offering, deploy their-bus
ness application o the cloud and manage it propetly. Stakeholders involved in this
scenario are the enterprise using the cloud services, the cloud broker procuring the
serviceproviders and the cloud service providers providing the final cloud services. If
the cloud broker retrieves or receives personal data from the enterprise for purposes
of brokering or deploying cloud services, data flows from enterprise to the cloud br
ker would be established. As the cloud broker would transfer personal data into the
cloud of the brokered cloud provider, another data flow would be established b
tween the cloud broker and the cloud provider selected by the broker.

In the second case wheréé cloud broker is also responsible for federated identity
and access management (IAM), he needs to collect personal data in order to identify
the users and provide their access to the brokered cloud services. Besides, @hen d
ploying the services, persondata will be transferred from cloud broker to the cesr
spondent cloud providers. Last but not least, the cloud provider selected as the best
match by the cloud broker might also take advantage of cloud burstingeatednali®
resources to public IPs. Herthe first data flow can be determined between the-e
terprise and the cloud broker, while the second is being established between cloud
broker and cloud service provider. If the latter uses cloud bursting, than a third data
flow is established betweenaud service provider and the externatganistion pro-
viding additional resources.

e Cloud aggregation ecosystem (CAE)

In the most complex scenario IT and business functions will be treated as imterco
nected cloud services. This scenario differs from theviptes one in that the cloud
broker also takes care of the network level, while the second scenario is managed on
the Virtual Machine level. With CAE, a Service Oriented Infrastructure will be built on
the cloud. It is therefore possible to build new seeddy combining or fusing diffe

ent cloud services to a new offering. The cloud broker will ensure the integration,
movement and security of the data between the users and cloud providersgain,

there are at least three stakeholders involved: servicescomer, cloud broker and the
cloud providers performing the final services. Accordingly, data flows will bé-esta
lished between these actors.

4.3.1.3 Summary
Compliance in OPTIMIS will only succeed if the data processing operations within the

scenarios arearefully being examined. As will be shown later in the Report, the factus
cumstances are often decisive in data protection compliance (see section 4.3.4). Thecfir
essary step is to therefore create an inventory of the data processing pracfities project.

' See Rubin, Dynamic Cloud Fiting i The Future in Automated Cloud Management, available at:
http://www.cloudswitch.com/blog/category/Cloud%20Service%20Brokers.

112

Burt, Gartner Predicts Rise of Cloud Integration Services, http://www.eweekeurope.co.uk/news/news-
security/gartner-predicts-rise-of-cloud-integration-services-1350.
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It would be impossible to determine which compliance steps are required to be taken,
it is clear which stakeholders are involved and where personal data are being transfert
To this end, our first step was to analyse where pdessitata flows might occur, which w
then later be subject to our legal analysis.

At first, we identified the actors involved in data processing in OPTIMIS. After that, we |
at possible data flows between these actors in the service lifecycle andatious scenario
envisioned by OPTIMIS. For all scenarios, it is assumed that the service consumer iz
ously transferred personal data to the SP who will then create, deploy and operate rth
vices. Instead of summarising the data flows againwileprovide a graphical overview o
the scenario:

4.3.1.4 Graphical overview over data flows within OPTIMIS
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Hybrid cloud; GThe third wayg

This scenario is initiated during the operation (cycle) of the i
private cloud. When the cloud optimizer triggers that more cafyad
is needed, some VMs are deployed to public clouds (public i
infrastructure providers) i
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4.3.2 Personal data in OPTING

Cloud OPTIMIS provides faptimised hardware infrastructure services on the basis of ¥fs
These VMs are not earmarked to serve particular purposes, but frequently used in a business
context by enterprises in order to process customer and employee idatastomer relatio-

ship or human resources management applications. The operation of such applications typ
cally involves processing of personal data. Therefore, it has srhginied whether encrp-

tion of this data will render the Data Protection &itive inapplicable because of processing
potentially anonymous data. Providing a deep analysis of this issue is very complex as-the co
cept of personal data is itself highly debated. Therefore, this topic needs further research and
we will address this gestion following Reports.

4.3.3 National Data Protection Law Applicable, Art. 4 Data Protection Directive

In this section, we assess the applicable law according to Art. 4 Data Protection Directive. Since
OPTIMIS refers to avptimised use of distributed infrastictures and resources which require

that data will be moved geographically, it is clear that this involves different jurisdictions and
data transfers to other countries. The location of personal data will be moved continuously
during service operation, relering the location of personal data highly volatile. For tha-re

son, one of the challenges in OPTIMIS is to determine which national data protectiop-law a
plies. As the law ultimately requires durable connections with a Member States, the OPTIMIS
conceq finds itself in a certain field of tension with the determination of applicable law. The
question which national law applies is important, as in case of a dispute this will be decided by
either a national court or a national data protection authoritythe very beginning of the
OFrasSe LT | Of2dzR LINPDGARSNI FlLffa Ayid2 (GKS 2dz2NR a
act, he must comply with these specific provisions. Failure to do so might result in fines as well
as civil liability or even crimal prosecution.

13 OPTIMIS Architecture Design Document D1.2.1.1, p. 7.
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According to Art. 4 sub (1) Data Protection Directive, the establishment of the controller pro
essing the data determines the national law applicable. Hence, for reasons of compliance it is
imperative to know what constitutes an establisant in the meaning of this provision and
where these establishments are located. Cloud Providers and Service Providers withi-the O
TIMIS project therefore have to be aware of the location of establishments involved in the
processing in order to know whictational data protection laws they have to comply with.

Art. 4 Data Protection Directive seems to be easily applicable at first glance. Only at a second
glance it becomes clear that determining which national law applies is extraordinarily complex.
At the same time, determining the applicable law is of central importance as one of the main
impediments in compliance is not knawgwhich law is applicabfé’.

4.3.3.1 Establishment of a controller in a Member State, Art. 4 sub. (1) lit. a) Data Protection
Directive
Acording to Art. 4 sub. 1 lit. a) Data Protection Directive, each Member State shall apply the
national provisions to the processing of personal data where the processing is carried out in
the context of the activities of an establishment of the controllertbe territory of the Men-
O0SNJ {GFrGS® 1 Sy0S: GKS ylLiaAaAz2ylrf fF¢ LI AOFo6ES
ment®» ¢KS 51 GF t NRBGSOGUA2Y S5ANBOGAGS Saintoft AaKSa
trollers processing personal dat This mans if a data controller is established in a certain
Member State, but is processing data in another Member State, he only has to comply with
the national data protection law in the Member State in which he is established. Nevertheless,
it is not clear whaconstitutes an establishment with regard to the OPTIMIS cloud computing
concept.

4.3.3.1.1 Virtual Machines (VMs) as establishments

One could argue that virtual machines created for the delivery of services constitute- esta
lishments in the meaning of Art. 4 sult) (it. a) Data Protection Directive. Virtual machines are
created during the deployment phase in the service lifecytlé virtual machine is a software
implementation of a machine that executes programs similar to a physical mathiAesy-

tem virtual mahine provides a complete, persistent system environment that supports an
operating system along with its many user processes. It provides the guest operating system
with access to virtual hardware resources, including processor, memory, network devices
etc!* To put it simple, a virtual machine is a virtual computer which has the same features as
a physical server. Since virtual machines are hosted in physitalcentres and thus have a

real location, a virtual machine could be considered an establishmentMember State which
governs the national law applicable.

14 Kuner, supra note 32, margin no. 3.01.

"% This section will not discuss who the actual data controller is within OPTIMIS. Rather, it primarily deals with the
determination of the applicable law. The analysis of the data controller within OPTIMIS will be discussed in the following
section 4.3.4.

8 Terstegge, in: Biillesbach/Poullet/Prins, supra note 55, Art. 4 note 1.
7 Annex |, p. 12.

18 virtual machine, available at: http:/en.wikipedia.org/wiki/Virtual machine.

19 gmith/Nair, The Architecture of Virtual Machines, 2005 Computer (IEEE Computer Society), Vol. 38 Issue 5, p.32,
34.
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However, there are major doubts concerning this view with regard to factual and legal aspects.
One the main advantages of VMs is that they are provisioned dynamically within the OPTIMIS
cloud. his does not only result in high volatility of VMs but also of the personal data being
processed by the VMs. If an IP does not adhere to the performance SLA, the VM will &utomat
cally be moved to another IP wittata centres providing sufficient compute meer to guaran-

tee the SLA. Furthermore, the service provider may in the course of monitoring the service
execution move the VM to another IP when the former IP exceeds power consumption limits
in SLAs in order to minimize power consumption and save castidservice consumer. VMs

can also easily be erased or shut down. Moreover, the provisioning of VMs is rather random
with regard to location as the service deploymemtimiser automatically performs evaluation

and, based on this evaluation, decides whiE the VM is placed on. Therefore, VMs cannot be
regarded as establishments.

4.3.3.1.2 Cloud computingdata centreas establishments

It is debatable whether cloud computintata centres of IPs can be considered establishments
in the meaning of Art. 4 sub. (1) l&) Data Protection Directive. To decide this question, fu
ther analysis of the requirements to qualify for an establishment is needed.

It is settled by case law of the European Court of Justice (ECJ) that the concept offestablis

ment within the meaning Ar 49 of the Treaty on the Functioning of the European Union (ex

Art. 43) involves the actual pursuit of an economic activity through a fixed establishment in

another Member State for an indefinite peritd Likewise, Recital 37 of Directive

2006/123/EC othe European Parliament and of the Council of 12 December 2006 on services

in the internal market sets out that the place at which a provider is established should-be d

termined in accordance with the case law of the ECJ. Accordingly, Art. 4 Nr. 5 Birectiv
2006/123/EC defines "establishment" as the actual pursuit of an economic activity byahe pr

vider for an indefinite period and through a stable infrastructure from where the business of

providing services is actually carried out. Nonetheless, it hasoybe proven that this co-
AUNHZOGA2Y 2F GKS GSNY WwWSadlrotAakKYSyadQ OFy 06S ||
Data Protection Directive. Recital 19 Data Protection Directive specifies that an establishment

on the territory of a Member State intips the effective and real exercise of activity through

stable arrangements. This clarification reflects all the elements laid down in the case law of the

ECJ as well as in Directive 2006/123/EC. Hence, there seems to be no substantial difference
betweenthe definition given in Recital 19 and the ECJ judgments respectively the Directive on
AaSNIAOSAa Ay GKS AYyUuSNYyFrf YIFENJSGd C2N G&kS O2yail
fore revert to the definition given by the ECJ and the according definitioirective

2006/123/E¢*. Consequently, all reasons support the view that there are four core elements

to be fulfilled for an establishment:

e (economic) activity

e actual pursuit / effective and real exercise of this activity

120 5ee ECJ, Judgment of the Court of 25 July 1991 i Case C-221/89 margin no. 20 - Factortame; ECJ, Judgment of the
Court of 30 November 1995 i Case C-55/94 margin no. 25 i Gebhard; ECJ, Judgment of the Court of 08. September
201071 Case C-409/06 margin no. 46.

2! Terstegge, in: Biillesbach/Poullet/Prins, supra note 55, Art. 4 note 1.

© OPTIMIS Consortium Page39 of 131



[ - ;
< O [ ]
‘ vq I'] If D7.2.11Cloud Legal Guidelines

o fixed establishment / stable emngement
o for an indefinite period

This definition is a rather broad one and therefore includes many types of business activities,
not only permanent ones, but also activities that indicate a durable connection with the-Me
ber Staté?% Still, it has to be ssessed whether cloud computinigta centres fall under these
requirements.

Without doubt, operating cloud computindata centres is an economic activity as Ias well

as SPg charge a fixed amount according to thdlisation of their infrastructurelt is ques-
tionable, though, whether operatindata centres is an actual pursuit of an activity. Some a
gue that an effective and real exercise of an activity requires (human) management within the
establishment and eventually the exercise of human aatisjtivhile mere technical bases are
not covered by the terdf’. Typicallydata centres are facilities used to house computessy
tems and associated components, such as telecommunications and storage sS¥/stevith
highly automated OPTIMIS componendsta catres require little to no human intervention
during service operation. This might lead to the conclusion dlaah centres cannot be condi

ered establishments in the meaning of Art. 4 sub. (1) lit. a) Data Protection Directive. However,
several argumentgzan be adduced against this view. Recital 19 Data Protection Directive
shows that the legal form of such an establishment, whether simply branch or a subsidiary
with a legal personality, is not the determining factor in this respect. Rather, any establishm

¢ regardless of its legal formis comprised by the term. Typicallyata centres do not have

legal personality since they merely provide the technical means by which a cloud profider o
fers services to customers. But as simple branches are coverdeliyata Protection Die

tive, data centres would fall into the scope of Art. 4 sub. (1) lit. a) Data Protection Directive.
Furthermore, human activity is not completely absentdata centres. While it is clear that
simple servers do not constitute estahments, the operation of largdata centres is not
comparable to a single server and unimaginable without human intervention. In case of failure
of components, human activity is required to replace malfunctioning components or reboot
physical servers &t system crashes. Additionallgata centres are constantly supervised by
(human) system administrators. Although some of thasa centreadministration work can be
done remotely, it directly affects the operation of tidata centre For instance, theeconfigi-

ration of a specific physical server irdata centreaffects the way in which the servergb
haves in the future. Thus, albeit administered remotely, human acttaitgs placein data
centres.

Even if one argues thatdata centreis highly automged which requires no human activity at
all, an actual pursuit of an economic activity does not necessarily require human aativity a
cording to the definition of an establishment provided by the ECJ. In the deé&iaiartame

122 See Kuner, supra note 32, margin no. 2.51.

2 This is 1 with regard to servers i argued by Engel, Reichweite und Umsetzung des Datenschutzes gemaR der
Richtlinie 95/46/EG fiur aus der Européaischen Union in Drittlander exportierte Daten am Beispiel der USA, Doctoral
Thesis, Berlin 2005, p. 35, available at:

http://www.diss.fu-berlin.de/diss/serviets/MCRFileNodeServlet/FUDISS derivate_000000001587/2_3.pdf and Dam-
mann, RDV 2002, 70, 74.

24 Data centre, available at http://en.wikipedia.org/wiki/Data_center.
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the ECJ decided that the tngment for pursuing an economic activity which involves a fixed
establishment in the Member State concerned, cannot be dissociated from the exercise of the
freedom of establishment. For a cloud providedata centres are the instruments to pursue

his ecamomic activity (providing infrastructure or software services) on a stable and continuous
basis. Thus, the decisive element of an establishment is not the exercise of human activity, but
rather the stable and continuous basis. This is also reflected itaR&8 Data Protection iB
rective, where human activity is not explicitly required. Rather, any actual pursuit ofan ec
nomic activity is covered which also includes processing inside cloud comgatagentres.

This is reasonable, as today data are riyaprocessed with the help of information techno
ogy.Data centre are stable arrangements. To build them, specific requirements must be met.
For instance, major aspectd choosingdata centrelocations concern energy availabilityy-e

ergy consumption cost climate and link to the InternEf. There are not many locations in a
country where all factorgan be met Once a location is found and tldata centreis built, it

will be operated for many years. It is thus also built up for an indefinite period.

Allin all, cloud computinglata centres of SPs and IPs can be considered establishments within
the meaning of Art. 4 sub. 1 lit. a) Data Protection DireciiVelegal consequence is thdata
centres built and operated by the OPTIMIS partners have to cpmwijth the national proi
sions of the Member State in which they are located.

4.3.3.1.3 Statutory seat of SPs and IPS as establishments

Establishments require an actual pursuit of an economic activity through a fixed establishment
in another Member State for an irdinite period. SPs and IPs manage tlikita centres and

their entire business activities from the statutory seat. Since it is not decisive where the data
flows, but rather where the establishment is situated, the statutory seat also determines the
national law applicable. Thus, the statutory seats constitute an establishment as well. Art. 4
sub. (1)lit. a) second clause provides that when the same controller is established on the terr
tory of several Member States, he must take the necessary measurasstoe that each of
these establishments complies with the obligations laid down by the national law applicable.
Therefore, if SPs or IPs have their statutory seat and ttaa centres in different countries,
each of these establishments will have to qadynwith different national laws.

4.3.3.1.4 Statutory seat of service consumers/subscribers as establishments

Furthermore, also service consumers/subscribers have to determine which national lpw is a
plicable. Again, the establishment of the controller is decisiveompany which decides to
make use of cloud services will therefore have to comply with the national law of the Member
State onwhoseterritory it hasestablished the statutory seat.

125 ECJ, Judgment of the Court of 25 July 1991 i Case C-221/89 margin no. 22 i Factortame; in this case, this instru-
ment was a vessel.

26 Eor further details see Stackhouse, Location Factors for Data centres, available at:
http://www.areadevelopment.com/siteSelection/august09/data-centers-electricity-climate-space008.shtml?Page=1;
Trujillo, Naturkatastrophen, gesetzliche Regelungen und Steuern bewerten i Die Standortwahl von Rechenzentren wird
international, available at:

http://www.searchdatacenter.de/themenbereiche/physikalisches-umfeld/allgemein/articles/100922/.
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4.3.3.2 Summary

In section 4.3.3, we identified which national data protectlaw is applicable. The decisi
FILOG2N) Aa (GKS aSaidlofArAakKySyidée 2F | Of 2
where the establishments processing personal data are located. It is not easy to dete
gKI G O2yaidAiddziSa Ity DatsRralekction Diréctive ®e5ingt givie iny
guidance on this matter. One might argue that VMs can be considered establishment. A
remotely started by an IP or SP would then have to comply with the data protection |
the Member State in whichhe VM was started. However, we concluded that VMs canng
regarded as establishments because their existence is too volatile and can change
within OPTIMIS. Instead, the location of the cloud computing data centres determing
national law apptable, as well as the respective statutory seats of each SP and IP and
service consumer.

4.3.3.3 What OPTIMIS needs to do
In the case of OPTIMIS, establishments are

e the data centres of the OPTIMIS stakeholders

e the statutory seat of the different stakeifiders involved; more precisely, these g
the statutory seats of SPs, IPs and service consumers.

In the first place, it follows from the foregoing analysis that it is necessary to list the datg
tres operating OPTIMIS to process personal data, in doddetermine the national data jor
tection law applicable for each stakeholder involved. Thus, each IP or SP operating
centre using OPTIMIS is required to disclose the location (Member State is sufficient) if
to determine which national datarptection law of a Member State is applicable. ThenhA¢
ber State in which the data centre is located then determines the national data protectio
applicable.

Furthermore, since also the statutory seats of SPs, IPs and service consumers detern
national data protection law applicable, it is necessary to list the statutory seats of the
volved stakeholders.

Example:

Enterprise E with a statutory seat in UK decides to use OPTIMIS enabled cloud compuli
moves personal data to SP S with awdtary seat in Spain. S operates his business by run
VMs on the data centre of Infrastructure Provider | in Germany.

Since E has an establishment (statutory seat) in the UK, it has to comply with UK data
tion law. S has to be compliant with Sjtndata protection law, while | has to comply wi
the German data protection act.

4.3.3.4 Result
As a result, every stakeholder in OPTIMIS will know which national data protection law
have to comply with.
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4.3.4 Data Controllers within OPTIMIE Responsibilty for Data Protection Compliance

Clouds aremet with the threat of loss of responsibilities. The involvement of many different
actors like Service and Infrastructure Providers in OPTIMIS leads to situations where the data
subject does not have a respobl& entity to refer to for exercising the rights deriving from the
Data Protection Directive. Put simply, the main problem iddfine who is who and who does
what'?’. Therefore, it is imperative to identify the stakeholders responsible for any operation
or set of operations performed upon personal data. Consequently, in this sectioidentfy

data controllers responsible for the compliance with the Data Protection Directive within O
TIMIS. We will distinguish between the four OPTIMIS scen@rassthe spcific architectures

might lead to different results.

Note, however, that the determination of data controllers in this section is only a preliminary
assessment. Since we will also discuss contract data processing within OPTIMIS later on, we

might come toa conclusion that contract data processing is not legitimate within OPTIMIS

cloud computing concept. This may lead to the result that a stakeholder found not to be a data

controller here would neither be considered data controller nor data processor. Qdlyiahis

cannot be the final outcome of the analysis. The concept of controller is first and foremost to

allocate responsibility. This is also reflected in the German and French translation of the Data
Protection Directive: while the term used for theyedi NP £ €t SNI Ay (GKS DSN¥YIyYy @S¢
+SNINbSAGdzyd 2SNl Yyilig2NIfAOKSNESYS (GKS CNBYyOK @S
Y S y*1i. ¢t is therefore a key challenge to ensure that the responsibility for data processing is
clearly defined within the clad scenarios provided by OPTIM{SWhere the complexity of
processing operations leads to a loss of responsibilities, only a qualification as data controller
SyadsaNBa G(GKIG adl 1SK2f RSNE NB O2YLIX AlLyid | yR
Thus, the following remarks shall be without prejudice to the legitimacy of contract date pro
essing. Rather, the analysis of contract data processing will add to the findings in this section.

o
A

4.3.4.1 Federated cloud architecture

In the federated cloud architecturey SP offers and delivers services to a service consumer
using cloud infrastructure resources of an IP. In this scenario, the SP is unaware of federations
arranged by IPs. While the SP can pose certain constraints to the IP regarding performance or
legal isues, the IP is fully responsible for choosing cooperation partners and subcontracting.

4.3.4.1.1 Service consumer / subscriber
Being a data controller can simply be the result of taking the decision to process personal data
for a specific purpose and by specifieans. Thus, any entity making this decision can lme co

2 poullet et. al., Discussion paper i Cloud computing and its implications on data protection, Namur 2010, available at
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079 reps_IF10_yvespoulletlb.pdf

128 Annex | p. 14 et seq.
Both terms carperdper ¢ s marsd iakileal fior the processingo.

% Eyropean Data Protection Supervisor Peter Hustinx refers to this problem as one out of five main challenges with
cloud computing. See Hustinx, "Data Protection and Cloud Computing under EU law", speech delivered by Peter
Hustinx at the Third European Cyber Security Awareness Day, 13" April 2010, Brussels, p. 2 et seqq. available at
http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Speeches/2010/10-
04-13 Speech Cloud Computing EN.pdf; see also Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of
controller and processor, p. 4 and 7, available at:

http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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sidered data controlléf. If a company decides to process personal data by making use of
OPTIMIS cloud computing and for this reason moves data into the cloud, the entity initiates a
data flow (to a Skr to an IP). The processing usually happens in the pursuit of certaio-obje
tives and therefore for a specific reason or purpose. By selecting cloud computing,nthe co
pany also determines the technical aoyanistional means of processing. The decisiaken

by the company includes both the purposes and means of the processing. In this case; the se
vice consumer (subscriber) clearly determines the purpose of data processing. Thus, the first
stakeholder acting as a data controller is the service consumsulascribet*

4.3.4.1.2 Service providers

It is much more complex to determine the role of SPs and IPs within federated cloud erchite
tures. The decision of whether SPs and IPs can be considered data controllers also determines
whether contract data processing beden the different stakeholders is still possible. Once an
actor is considered to be data controller, processing on behalf of another data controller is
excluded. Rather, as a data controller a stakeholder is fully responsible for compliance with the
Data Potection Directive.

In order to assess the role of SPs and IPs, we will closely follow the definition given in Art. 2 lit.

d) Data Protection Directive. According to this provision, controller shall mean the natural or

legal person, public authority, agey or any other body which alone or jointly with others

determines the purposes and means of the processing of personal data. From this definition,

S OFyYy RSNAGS &aSOSNIf O2yRAGAZ2YAa 02NJ GodzAif RAY
Party"*® which havea be met in order to qualify for a data controller:

e authority of the data processingentity 2 G RS G SNX¥XAYy S

e {dz62S00 2F GKS RSUGUSNNWAYIFIGAZ2Y FdziK2NAG@Y & Lldz
e LYy@2t@SYSyilG 2F 2yS 2NJ YdzZ GALIEIBSSKHES { SK2f RSNA

e t SNE2YVIt #02LI8Y ayFddNFE 2N €83t LISNE2Y ©X

Whether service providers are considered data controllers according to the conditions above
will be examined now.

e !l dziK2NRGE 2F GKS {t (2 GRSOGSN¥NAYySE
lf GK2dAK G§KS ¢ 2 NB& consitGeititeNidstelgnteat in Ehe d&nitiof,
it is helpful to start the examination with this building bl6¥k Since the decision

making authority ovethe purposes and means is a key feature of data controllers,
GRSGSNINAYSE &K2 dzéldneni tB belage&sEINB t A YA y I NB

131 Kotschy, in: Biillesbach/Poullet/Prins, supra note 55, Art. 2 note 5.
%2 See Schultze-Melling, IT-Compliance i Challenges in a Globalized World, CRi 2008, 142, 143.

138 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 7, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

13 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 8, available at
http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

% Hawellek, MMR-Aktuell 2010, 300069.
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Thewordd RSGSNYAYSeé &adzzasSada aGKIG Fy SyGdAaAde Ydz
decide on the processing of data. Consequently, Art. 2 lit. d) of the Convention for the
Protection of Individuals with regard to Automatic Progegsof Personal Data of 28

January 1981 (Convention 108) defines the controller of the file as the body who is
GO02YLISGSYy il B xIBmilailg therBpahatos éemorandum comments on

the definition in Art. 2 lit. d) Data Protection Directive that B2 y 4 N2 f £ SNJ a RSOAR
W202SO0GABSQ 2F (GKS LINRPOSaaAyaded ¢K&B O2y (NPT
tions which shall be applied to personal ddf@ ¢ KS g2 NR G O2y i NRf f SNE
that the processing entity has the power of control over paufar circumstances of

data processing. Consequently, the power to decide on the circumstances of data
processing indicates that an entity can be regarded as a data controller. Where it is

doubtful whether an entity is a data controller, a possible apptoaould be to exa-

ine why the processing is taking place and who initiat&d it

Still, this does not answer when a processing entity effectively has such power. For this
NBIFad2yX FdzNIKSNI ONRGSNREF | NB ySSRSd- G2
GSNYAySaé¢d GKS 202S0OGABS 2F RIFGF LINRBOSaa
| 2y @Sy A2y mny 6KAOK &0ALMzZ FGS&a Ay ! NI
Aa O02YLISGSyd | OO2NRAYy3 G2 GKS yloaweylt I g
FTSNE (2 GKS 02Re& GoKAOK RSGIGSNXAySatdiad | SyOSs
tion shows that it is possible to be a data controller regardless of a specific power to

control data conferred by la##. Accordingly, the concept of data controliera furc-

tional concept and thus based on factual rather than formal anaf{sithis means

that responsibility of a controller is attributed on the basis of factual circumstafices

Moreover, the concept of controller has two aims: Firstly, it intendslimcate respo-
sibility. This means that the role of the controller is to determine who shall be respo
sible for compliance with data protection rufés Secondly, it shall ensure predictabi

ity with regard to contrdf”®. For the processing entity, it must fereseeable whether

the processing operation or set of such operations will result in the responsibility as a
data controller.

1% Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 8, available at

http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

37 See Art. 2 lit. d) Convention 108.

1% Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 8,
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2010/wpl169 en.pdf.

1% Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 8,
http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

149 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 9,
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

1 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 11,
http://ec.europa.eul/justice_home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

12 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 4,
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

3 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 9,
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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With regard to OPTIMIS, SPs do not have the authority to assign or decide olo-the o

jectives of data processing. Rather, the msging is initiated by the subscriber of the
ASNIDAOSE 2FFSNBR o0& GKS {to ¢KS RSOAaAzZ2y G2
which chooses to make use of cloud computing. Usually, this is the decision of service
consumer. Although the data have be@mansferred to the SP, the objective of the

processing has been decided by the controller. Unless otherwise agreed, amending the
objectives of data processing typically is not envisioned by the entity using a cleud se

vice.

Froma service consumer point afiew, SPs merely provideternali®d business sof

ware applications with athe advantageghat cloud computing additionally offers. The
service provider deploys and operates the business process as a service according to
the needs of the customer. Whiloperating the services, the SP shall not have any
power to decide on the objectives of the processing. From the point of view of a SP,
the data collected is not meant to be used fuis own purposes. Rather, the SE-r
ceives the data in support of the s&ce consumer (subscriber). The SP offers a service
by adhering to the purposes defined by the subscriber. Thus, for SPs the objective of
processing stays an external objective. SPs do not receive the data for the purpose of
further processing, but for prading the services such as business processes (ge. cu
tomer relationship management, human resource management). Instead of pursuing
his own purposes with the data transmitted, the SP adheres to the purposespred
termined by the service consumer/subsaib A decision by the SP to use the data for
other objectives than providing a software service would result in a change of purpose
F2N) 6 KAOK RIGF &dadzo2S0i0Qa O2yaSyid ¢dZ R 0S5 y
sis points towards the service consumgrbscriber as the data controller, while SPs do

not seem to determine the processing operations.

e {dz02SO0G 2F GKS RSUSNNAYIF(GAZ2Y | dziK2NRGEY & Lidz
bSOSNIKStSaaz 2yS YAIKG 0O02YS G2 | &RATFFSNBy
G A I £ didheNdéfiition in Art. 2 lit. d) Data Protection Directive. Data controllers
I NE NBIldZANBR (2 RSGSNXYAYS (GKS daLJz2N1IR2asSa |y
GLIzZN1IIZ 8Sé¢ NBFSNB G2 aly FTYGAOALI SR 2dzio2Y
pll yy SR FMOWith Begaid 4o data protection, the purpose is the reason for the
RFEGlF LINRPOSaaAydIod daSlyaé NBFSNBR (G2"™aK26 | N
In relation to data protection, the means are actions, objects or systems by which data
LINPOSaaAy3d NBadzZ 6a NB | OKASPSRd Ly aK2NL=x
GKAES aLIzN1LI2 aSé Ay@2f @Sa agKeé RFEGE | NB LINE
that this element is to be read together with the first element: the data processing
GAde GaRSOGSNN¥AYSaAa GKS LlzZN1}2aSa yR YSliya 27
therefore give guidance on the level of influence which the data processing entity

144 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 12, available at
http://ec.europa.eul/justice_home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

15 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 13, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

146 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 13, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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must have over the activitié¥. Foranalysng the role of a data controller, it is deivie

to which level of detail the entity must determine the purposes and mearhke
GoKeé FYR aKz2gé 2% GKS RIGF LINRPOS&aaAy3d
One might argue that an entity which determines the means already has a high level of
influence on the whole data processing: irethervice deployment phase, the Service
Deploymentoptimiser in the SP performs a service deploymeptimisation proc-

dure based on careful evaluation of IPs, including negotiation of terms of use. The
main objective for service deployment is to selece tmost suitable IP for hosting a
service. Therefore, as SPs select infrastructures of IPs according to SLA requirements,
SPs could be considered data controllers for the mere fact of determining the means
of data processing. While the service consumer/suiber has littleor no influence on

this decision, it is the SP which determines the means by selecting the most appropr
ate IPs. Hence, SPs could be regarded as data controllers.

| 26 SHSNE (KA&A O2yaidaNUzOGA2y 2F (KfcadsSNY aYS!|
LISOGad . dzi AdGAa YSIFIyAy3d KrFa G2 0SS Oz2yaidNHzSR
FSN) G2 GSOKyAOIFf gleada 2F LINRBOS&aaAy3a RFEOGFZ ¢
are processed, therefore also comprisiogganisitional ways of processing @a This

incorporates decisions about the kind of data being processed, entities having access

to data, storage period of data ett’. Arguably, depending on the services offered,

SPs can also have influence aganistional ways of processing: for instamdf a SP

offers customer relationship management (CRM) software, he could determine which

kind of data he will process in his SaaS offer when designing the services. He will also
determine who may access the services by providing identity managemenbasekl

on the OPTIMIS deploymeaptimisers evaluation, on which IP he will deploy the-se

vices. According to this understanding, it cannot be denied that SPs can determine the

means of data processitf} Still, this does not make a SP a data controlldoag as

the determination of the means does not concern the essential elements of the

means>’. Since SPs are bound to constraints imposed on them by service consumers,

one might well argue that SPs do not determine the essential element of the means.

ltmayo S € SFU 2Ly ¢KI G aSaaSyaAiart St SySylta¢ 2
quirement¢cRS 0 SNXY A Yy Ay 3 (liskn& fuldilledozil EB2. 3f $hé SP does net d

OARS 2y (GKS aGogKeé¢ 2F RIGI |INRa@Shtiollek ¥rAX KS Y
2 lit. d) Data Protection Directive clearly refers to the data controller as the natural or

f SAFE LISNE2Y ¢KAOK RSanémilns phiplasistaddadike di (I KNSI dLJdzN.

M7 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 13, available at
http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

148 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 13, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

19 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 13, available at
http://ec.europa.eul/justice_home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

150

See Balboni, Data Protection and Data Security Issues Related to Cloud Computing in the EU, p. 6, available at

http://ssrn.com/abstract=1661437.

151

Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 14, available at

http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.
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6 sub. (1) lit. b) Data Protection Directive provides that personal data be ordgteall

for specified, explicit and legitimate purposes. In addition to this, they may notrbe fu
ther processed in a way incompatible with those purposes. To determine the pu
poses, SPs would have to define the reasons for which the data is processedlyTypica
the purposes are defined by the entity using the services, rather than the SP. The SP
would not process the personal data provided by the service consumer/subscriber if
the latter had not asked the SP to process them. The SP is obliged to procesdgahe

only for purposes (i.e. CRM/HRM) of the service consumer/subscriber. SPs providing
SaaS are usually not allowed to define theposes for which the consumer processes

the data. Since Art. 2 lit. d) requires the elemeqté LJdzN1J2 8 S& | yRI- YSI yaé
filled cumulatively, SPs cannot be qualified as data controllers. As already mentioned
above, SPs do not determine the purposes of the processing. Nevertheless, there could
be scenarios where SPs determine the form and content of business processé®and t
kind personal data to be processed. Although the level of influence of the SP on the
purposes increases in such situations, the data is still processed in the interest of the
service consumer and not being used fokK S  {t Q& 2 Blgfice,LdduNISR & S &
might have some influence on the means of data processing, they do not determine
the purpose&™

e Ly@2t@8YSyi 2F 2yS 2N YdA GALX S adl{SK2f RSNE

Joint control occurs if different stakeholders determine with regard to speaificgs-

ing operations either the purposes or those essential elermasftthe means which
characterig a controllet®®. According to the alreadgnaly®d elements above, this is

not the case with SPs. Service consumers will usually not entitle SPs to detesmaine
purposes the data may be used for in order to establish a joint controllership.r-Othe
wise SPs could participate in the purpose determination process of the serviee co
sumer, which is usually not the case. Instead, SPs are simply providing ecoryoghicall
ficient services without having interest in the data as such and without pursuiig ind
vidual and independent purposes with the data. Rather, they are interestedbin su
scribers using the services provided by them. If, for example, a service consunger tra
fers customer data to a SP, the SP is not supposed to use the data for his own purposes
like selling the addresses or writing to the customers. His task relies exclusively on
running the business application which provides for functions by which subsxigan
manage their customer relations. Consequently, SPs do not jointly with the service
consumer determine the purposes of data processing.

e Common ground of the definition in Art. 2 lit. d) Data Protection Directive: exertion
of control as normative codition

While all elements have been assessed rather separately now, there is still the risk that
the findings do not reflect the factual circumstances of the operations performed upon
personal data and lead to a situation where the role of a controllertdess assigned

152 See Hustinx, supra note 130, p. 3.

158 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 19, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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to a stakeholder without taking into account the interests of the data subject. This risk
is especially inherent in cloud computing (and hence the OPTIMIS project), where
stakeholders can change quickly due to dpimised distribution of vorkload on suk

able infrastructures.

What can be drawn from the definition in Art. 2 lit. d) Data Protection Directive as
common ground is that being a controller requires a high level of influence on data
processing. All elements in the definition mentamhso far refer to the possibility to
exercise control over the whole data processing operation or set of operations at any
given time and stage. As the individual elements have to be read together, it isamper
tive to recogni® the normative approach otS G SNY G O2y G NBEf SNE | yF
count the purpose of the concept of controller, which aims at the allocation of respo
sibility. While it is important to look at the different elements in Art. 2 lit. d) Data Pr
tection Directive in particular, the coapt of data controller should not be based on a
formal analysis. Instead, attention should be drawn to the factual analysis. According
to the Explanatory Memorandum, the controller is the person ultimately responsible
for the choices governing the designdhoperation carried odt®. The power to co-

trol the data processing with regard to how the data processing effectively happens is
therefore imperative to qualify for a data controller. This understanding of the term
leaves room for a normative interpretati to determine the data controller. Acabr

ingly, it is necessary to look whether the assessment of the different elements-is co
sistent with the aim of the data controller concept to allocate responsibility weth r
spect to the protection of the data subfedl Q& NAIKG G2 LINRAGF O d ¢ KS
whether SPs could be considered data controllers is therefore to look whetheethe r
sults above are in line with these aims. However, this last stegeratinisng who is

the data controller could lead to @sult which differs from the assessment of thapa
ticular elements. If, for example, most of the elements in Art. 2 lit. d) Data Protection
Directive suggest a stakeholder could be considexrddta controller, the final norm-

tive analysis might still coemto a different conclusion solely because one of the el
ments is of such a high importance, i.e. by reasons of factual circumstances. Hence, in
this final step it is necessary to ensure that the particular findings are being thoroughly
balanced. If one ahe elements appears to be of uttermoishportancewith regard to

the facts and the aim of Art. 2 lit. d) Data Protection Directive, it may become thie dec
sive element to identify the data controller.

So far, we have found SPs not to be controllers feess reasons: they lack thaia
thority to decide on the objectives of data processing. Although SPs can determine the
means of processing, they do not decide the purposes for which personal data is used.
Finally, they cannot be regarded as joint contrdlevith the service consumer since
their task is to adhere to the objectives given by the service consumer. As a-cons
quence, SPs are considered data processors rather than data controllers. Instead, the
subscriber is the sole controller in this scenariatiVegard to the allocation ofe-
sponsibilities, data subjects will have to address the service constiméren exercs-

%% COM (92) 422 final, p. 10.

%% The service consumer is equivalent to the company deciding to move data into the cloud.
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ing the rights deriving from the Data Protection Directive. The responsibilities and the
compliance therefore remain with the entity wihiacises a SP, namely the servica-co
sumer/subscriber. The advantage of this result is that data subjects only have to deal
with one data controller. They will in most cases already know the service subscriber
and may even have a contractual relationshiphaliim: where the data subject is an
employee of the entity which runs the business application in the cloud, the employee
will most probably have a work contract with the company acting as the service co
sumer/subscriber. In another situation concerningstamers of a company, the data
subjects (customers) will have service or purchase agreements with the service co
sumer. Data protection therefore accommodates to the contractual relationships i
volved here. Consequently, the data subject does not neegpdyao an entity which

is unknown to him (such as the SP) but rather address his contractual partner (service
subscriber). Furthermore, the involvement of ordyfew data controllers reduces
complexity for the data subject. Responsibilities are clealbcaled and remain in the
ALIKSNE 2F GKS RIFIGlF adzweSoitQa O2ydNY OlAy3a LI
taken out of the responsibility framework. As a data processor he has to comply with
the instructions given by the service consumer/subscriber.

To conclude, the entity determining the objectives is the service consumer/subscriber. The SP
does not have enough factual influence on the decision for which purposes the datacis pro
essed. The effective control of the processing operations stays wétlse¢hvice consumer who

is also the data controller, while the SP can be considdregrocessof™.

4.3.4.1.3 Infrastructure Providers
In federated cloud architectures such as designated in OPTIMIS, the SP deploys and operates
the business services on the infrastruit of an IP. We therefore have to clarify whether IPs
are data controllers within the federated cloud scenario. At the same time it has to bedeonsi
ered that several IPs use the OPTIMIS toolkit to establish a cooperation in which any IP can
rent capacityfrom the others and allow these to use its capacity. Therefore gtie possible
that more than one IP is involved in the data processing. Nevertheless, we will not focus on the
situation where a cloud provider rents the capacity from another IP. &ustéhis particular
AaadzsS gAft 0S RA&AOdzaaSR Ay afaks$ whétief tRetrial 1B dzNE ( A y 3
selected by the SP can be regarded as a data controller.

e ! dziK2NRAGE 2F GKS Lt 2 aGRSOGSN¥NAYySE

At first, it has to be assessed whether IRs@S (G KS | dziK2NAG&é (G2 AR
would be the case if the IP decided the objectives of the processing. Being a data co

troller is primarily the result of the factual circumstance that an entity has chosen to

process personal data for its own purpoSéslt is questionable whether this applies

to IPs. On the one hand, IPs do not choose to process the data for their own purposes.

Rather, they essentially provide the technical means for SPs to process datann the i

“Hustinx, supra note 130, p. 3; Ba-tomputing envirsnment iarenmiostgeite 150, p. 7
unclear and such roles still need to be determined on a case-by-case basis, in the view of the nature of the cloud ser-

vi ceso;

7 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 8, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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terest of the service consumer. Moreoyéhe processing is not being initiated by the

IP. In fact, this has already been done by the subscriber who has also deciddat the o
2S0iArA@gSa 2F GKS LINROSaaAy3dod ¢KS St &YSyid a
not be considered data controllers.

puls
Y
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e SUBRLSOG 2F (GKS RSUSNNWAYIFGAZ2Y FdzZiK2NAGEY & LidzNL
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0aLlzN1L2asSa FyR YSIya 2F GKS LINRPOSaaAay3aéov

the initial IPselected by the SP determines the technical means of the processing. The
former does not only provide the facilitieglgta centres), but also selects the rar

ware and software by which the processing is carried out. Furthermore, the IP is fully
responsiblefor selecting other IPs when it comes to cloud bursting. The factual infl
ence of the IP on the technical means therefore is relatively high. Since the element
GYSIyaé | f az2orgardsvdniNiaisSiiprodeksig, it has to be considered
whethert & RSOARS aK2gé REGF FNBE LINRPOS3a@aSRO®
termine the kind of data being processed, they are perfectly able to decide who will
have access to the data as well as to determine the location and security standards of
the data centres and the storage period of the data. These elements can be considered
essential means of the data processitigTherefore it could be argued that IPs do not
only decide on the technical means, but also ondhganistional ways of processing.

Thequestion is whether IPs can also determine the purposes for the data beieg pro
essed. This also depends on whether the SP and the IP are part of theggne-
tion™°. Wherethe SP and IP are of the same entity, it is quite likely that in sucha situ
tion the high level of influence on the data processing leads to the qualification as a
data controller. Wherehe SP and IP are part of differeotganistions and form sep-

rate legal entities, the IP only provides the technical infrastructure for the date-p
essing operations, such data centres and physical servers to operate the VMs d
ployed by the SP. Although IPs are storing and calculating and thus processing the
data'®, their level of influence on the purposes is low. The purpaseby the data is
used ¢ have already been determined by the service consumer/subscriber. The IP is
expected to provide the technical means for the data processing. Neither wilelPs d
termine the form and content of the personal data collected, nor will they validate
that data. Hence, IPs have no influence on the purposes for which personal data will
be used. Their role is constrained to a mere provision of procedural assistance for data
processing.

e Common ground of the definition in Art. 2 lit. d) Data Protection Directivaxertion
of control

While IPs in OPTIMIS do not seem to determine the purposes of the processing, they
undoubtedly determine the means of the processing. The question is, whethenthis i
fluence on the processing can be deemed to be of such high importhatdPs can

be regarded as data controllers.

158 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 14, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf; this interpretation is also in line with
Article 29 Working Partyés opinion 10/2006 (WP 128) on the
SWIFT was found to be data controller because, among other considerations, it determined technical means such as

the security standards and location of data centres.

"According to the fDescription of Worko, this scenario is

K I

SWI F°

al so

¥pyursuant to Art. 2 lit. b) Ddituzs ePr otf e pteiresm nRil r dattiave,s ftotner alge
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In the federated cloud scenario designated by OPTIMIS, the SP is not aware af feder
tions established by IPs. Instead, IPs decide autonomously whether and from whom
they lease capacit§’. Although SPs can posense constraints regarding performance

or transfer of personal data (i.e. in order to prevent personal data from beingtran
ferred to third countries without an adequate level of protection), the initial IP is fully
responsible for selecting other IPs ¢sternalise workload, while the SP has no infl

ence on where VMs and data sets will be placed. Even though IPs do not determine
the purposes of the data processing, their influence on determining the means-s co
siderably high to such an extent thafrom the point of view of the SPthe SP is not

able to exercise control over which other IPs are involved in the processing of personal
data as dynamic provisioning of data is solely the task of the IP. It is also doubtful that
SPs could supervise thexternalsation of resources, as this is part of the self
management of the IP. All the decisions regarding optimal placement of data are made
by the IP, leaving little to no possibility of control for the SP. Thus, this characteristic
feature of federated cloudsvithin OPTIMIS gives IPs a signifigdnigh level of infl-

ence on the data processing. If a data subject exercised the rights from the @ata Pr
tection Directive (i.e. erasure of data) by referring to the SP, the latter would possibly
not be able to eras¢he data without the help of the IP. Moreover, the SP does not
know which IPs are involved in the data processing as it is the duty of the IP e esta
lish and manage federations. For this reason, the data subject should directly apply to
the initial IP. Consequently, the initial IP used by the SP to deploy and operate the se
vices is consideretihe data controller within OPTIMIS.

4.3.4.2 Multi -provider hosting

In a multiprovider hosting environment, the SP is responsible for the raldtid provisioning

of the sewices. The SP contacts possible IPs, monitors the service operation and potentially
migrates services from misbehaving IPs. It has to be examined who is the data controller in
these scenarios in order to assess who will have to comply with the provididine Data Po-

tection Directive. This section will therefoserutinie the different stakeholders and look at
their particular role as regards the status as a data controller.

4.3.4.2.1 Multi-cloud architecture (all OPTIMIS enabled)

With the plurality of actors inMved in the process of OPTIMIS cloud computing, it becomes
increasingly difficult to assign the obligations and responsibilities stemming from the Data
Protection Directive. It is therefore a crucial issue to allocate responsibilities in the OPTIMIS
multi-cloud scenarios as well.

In the multicloud scenario where all sites adopt the OPTIMIS toolkit, the SP is responsible for
the service operation. If services fail to fulfil the agreed objectives, the SP can move the service
to another IP. It is also pos#tfor the SP to host parts of a service on multiple providers.

4.3.4.2.1.1 Service consumer / subscriber
Instead of operating customer relationship or human resources management software on
premise, the customer decides to run these applications on the infrastructuaeservice p-

81 Annex |, p. 14.

© OPTIMIS Consortium Pageb3 of 131



[ - ;
< O [ ]
‘ vq I'] If D7.2.11Cloud Legal Guidelines

vider. For this purpose, the subscriber needs to disclose the personal data to the SP. Therefore,
as in the federated cloud scenario, the service consumer/subscriber decides to initiate a data
flow to the SP*2. By taking this decision, theervice consumer/subscriber demonstrates that

he is able to determine the means of the processing. Furthermore, the service conswmer us
ally has already decided on the purposes for which he needs the data. Therefore, the service
consumer can be consideredlata controller.

4.3.4.2.1.2 Service Providers

The role of SPs in a mutioud scenario differs from the one in federated clouds. While the SP

is unaware of the federation established by IPs in OPTIMIS federated cloud architecture, the SP
plays a much more dominantle.

~ A s oAa

e I dziK2NAGE 2F (GKS {t (G2 GRSGSN¥NAYySE

The question is whether SPs decide the objectives of the data processing icloudti
scenarios. According to the Art. 29 Working Party, one should avoid a chain §f (sub
processors that would prevent effectiwmntrol and clear allocation of responsibilities

for processing activitie®® At this early stage, it is still not clear which level ofuinfl
ence SPs have on data processing in this scenario. Yet, as already mentioned; the pu
poses of the data processingvealready been determined by the customer of the SP
and so far there is no evidence suggesting that SPs can actually determinerthe pu
poses of the data processing. Thus, as in the federated cloud scenario, we presume
that SPs are simply deploying the dees and do not decide the objectives of the
processing.

e {dz62S00 2F G(KS RSUGSNNAYIFIGAZ2Y [ dziK2NARGEY

Although SPs do not determine the purposes of the data processing, they have much
more influence on the means used fdret data processing in OPTIMIS maiitiud a-
chitecture. In this scenario, the SP is responsible for the dynamic provisioning of the
data being processed in the operation of thendees. Where IPs do not fultihe
agreed objectives, the SP is able to ratgrthe service to another IP who will perform
according to the requirements of the SP. The reason for moving data and services is to
achieve the best possible performance for the subscriber. The decision of the SP to
move the services to another IP inabty includes the decision to transfer personal
data to another IP. As a result, it would seem that in this scenario the SP determines
the technical means of the processing. We will therefore rmaly® the effect of this
influence on the means of the ptessing as this could affect the final normatise a
sessment.

{AYyO0S (KS {SN)Y adfdganisfianal wa)Lof praddssing, dhe quéston

is whether the SP determines the essential elements of the means used for processing
the data. What constitutét S3a Sy d Al t YSIyaé 2F GKS RFGL

%2 See Section 4,3,4,1,1,

183 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 27, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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the original proposal, the definition of a data controller comprised the body whech d

cides

GoX8 oKIG gAftf 0SS (GKS LzN1R2asS 2F GUKS TFAfSs
stored, which ogrations will be applied to them and which third parties may haxe a

O0Saa (% G(KSY¢o

In the amended proposal, the data controller is the body who

GOX8 LINPOSaasSa LISNm2ylFf REFEGE 2N OFdzaSa AdG 0
purpose and objective dhe processing, which personal data are to be processed,

which operations are to be performed upon them and which third parties are to have

I 00Saa 2 GKSY¢®

Compared to the original proposal, it is obvious that the amended proposal extends
bothtotheini A A2y 2F GKS RIFGF LINRPOSaaiawa o6aOl dza
jective of the processing. Also, the wording has been slightly changed as regards the

RFEGF LINRPOS&aaAy3d 2LISNI GA2ya o4l LILX ASRé k a&LIS
of data contoller provided in the amended proposal has been cut down to a rather

short one in the final version of Art. 2 lit. d) Data Protection Directive. The lagter d
fines the controller as the body

GwXe gKAOK f2yS 2NJ 22Ay(f & nddafs of2ieK SNR RS
LINEOS&daAy3d 2F LISNE2YIlf RIGlFéD

One could argue that the intention of the shorter final version of the definition is to
narrow the scope of data controllers. However, it cannot be interpreted as being in
contradiction to the older version. Reer, the final version must be construed as being
a shortened version comprising the sense of the initial and the amended prdfosal
According to Art. 2 lit. d) Data Protection Directive, it is therefore key for data dentro
lers to determine

0 the purposesand

o the objective for which data is being processed

o0 the categories of data being processed

o0 the operations performed upon/applied to the data and

0 the access management with regard to third parties for the data.

Since the purposes and objectives of the meging are covered by the first regesr
YSyGd Ay I NI® W tAGP RO 5FdGF tNRGSOhA2Y 5ANS
tial elements of the means must at least include

0 the categories of data

o the operations performed upon the data and

164 COM (1990) 314 final, p. 50.
165 COM (1992) 422 final, p. 64.

186 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 14, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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o the decision wich third parties have access to th&th

We will now further elaborate on whether SPs have the authority to determine the
6SaaSyiAalto StSYSyda YSyUuAaAzySR [620So a/ | GS
particular features in common. It depends on tkervices offered by the SP which
categories of data will be processed. Where SPs offer CRM business solutions; the se
vices will include personal customer data collected by service consumer/subscriber. In
situations in which SPs offer HRM application® #ervices will include employee
data. On the one hand it is possible that SPs determine categories of data by providing
input fields which allow service consumers to fill in only specific data. On the other
hand, CRM and HRM applications often need tacbstomi®d according to the bus

ness processes of the service subscriber. Each tenant then configuresistochi®s

the SaaS application to suit his specific needs. While the possibiltystomi® the
services may be limited, they could still to someest be configured by customéfé

It is thus not certain that the SP ultimately determines the categories of data being
processed.

/| 2y OSNYyAy3 (GKS a2LISNIGA2ya LISNF2NYSR dzll2y |
decide on which IP they want to deploy anplerate the services. In the event that an

IP performs poorly, the SP is able to autonomously decide to migrate services and data

needed for the services to another IP. Hence, the SP decides when personal data will

be stored, how long it will be storedt@gage period) and how the dynamic provisio

ing of the data i®rgani®d according to cost, trust, risk and eefficiency. It is thes-

fore the SP who determines the activities carried out on the data.

The last essential element of the means is the degisiod 6 KA OK § KA NR LJ NI &
I 00S&aa¢ G2 GKS LISNB2YlFf RIFGF® t dzNaBhad ya G2 !
party is any natural or legal person who is neither the data subject, nor the (actual)

controller, nor the processé¥. This raises thquestion whether the IP operating the

services is one of the aforementioned entities. In actual fact, we have not get di
OdzaaSR (GKA& (G2LAO® bSOSNILIKSEf Saazx GKAA A& Yz
LI NOASa YIe KIF@S | OOSpgaposal dearly KiSsvidmphagie G KS | Y S
that already the possibility to disclose data to third parties suffices to qualify for a data

controller. SPs are able to redeploy the services on the infrastructure of other IPs and

transfer the data accordingly. It caonbe ruled out that the SP discloses personal data

to an IP considered as third party. Without prejudice of the fact whether IPs ane act

ally processors or even controllers themselves, the SP has the possibility to disclose

personal data to third personwhile deploying the services. Therefore, the SP takes

the decision which third party may have access to the personal data.

To conclude, it can be argued that in the OPTIMIS +olgltid architecture, SPs dete
mine the operations performed upon the data atake the decision which third pa
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See Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 14, available at
http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

¥see Martin, ACastawma httpatyidiégasasSypepad.com/blog/2006/08/customising_saa.html.

189 Kotschy, in: Biillesbach/Poullet/Prins, supra note 55, Art. 2 note 7.
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ties are to have access to them. Although the SP does not necessarily determine the
categories of data being processed, the broad wording of Art. 2 lit. d) Data Protection

S5ANBOGAGS 6aYSHyato ade3diSeitdiqualififiriadata® S 2 § KSN

troller.

e Ly@2t @8SYSyl 2F 2yS 2NJ YdzZ GALX S ail(1SK2t RSNE

In the multicloud scenario, the SP is responsible both for negotiating and monitoring
each IP during execution by applying separatiércancerns methods. Separation of
concerns ensures the delineation and correlation of system elements such a@s desi
nated inthe OPTIMIS toolkjto achieve order within a system and keep comples-sc
narios manageable. Therefore, in OPTIMIS no stakeholdeddishare in the respo
sibilities of anothel’®. Separation of concerns is achieved by logical or physical co
straints delineating a given set of responsibilities which should result in propermespo
sibility allocation™. Conversely, this means that it i=tSP being solely responsible for
the multi-cloud aspect of service operation. Neither service consumer/subscriber nor
IP can migrate the services and transfer the data. Therefore, the SP is the entity which
alone determines the means of the processing.

e Cammon ground of the definition in Art. 2 lit. d) Data Protection Directive: exertion
of control as normative condition

As in the federated cloud scenario, it is crucial to check whether the assessment of the
SP as a data controller is in line with the aifrallocating responsibility and protecting
0KS RFGF &dzoeSOoiQa NARIKG G2 LINAGIOeod 28§
of the processing. As the definition in Art. 2 lit. d) Data Protection Directive requires
020K O2YyRAGA 2 yéermings the PurpdsdsindniednE 88 & ¥R FI O
could not be regarded as a data controller. However, since the concept of data leontro

ler is based on a factual rather than a formal analysi# is possible that we consider

an SRadata controller if thedvel of influence is still considerably high.

It could be argued that because of the determination of the essential means of the
data processinghe SP is regarded as a data controller in this scenario. The significant
influence of the SP stems from tlwentrol over the operations performed upon the
data and the decision which third parties have access to them. The SP is solely and
fully responsible for deploying, operating and migrating the services accordingito co
siderations of trust, risk, cost and@efficiency. This also means that the SP should be
responsible for any failure of services, i.e. loss of data or in case the IP performs poorly
and data is not accessible. Thus, while benefitting from dynamic provisioning of data
and selecting the optimdP with regard to cost and performance, the SP is running the
risk of being held liable for selecting IPs which are not fulfilling the agreed upon terms.
In order to clearly allocate responsibilities, the status of a data controller should be

7% gee for further details on the concept of separation of concerns http://en.wikipedia.org/wiki/Separation_of concerns

and Greer, The Art of Separation of Concerns, available at http://www.aspiringcraftsman.com/2008/01/art-of-separation-
of-concerns/.
" Greer, ibid.
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See Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 9, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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consistent vith the status of a stakeholder being in a position to control and decide
which data flows are being initiated and to whom personal data will be transferred to.
Additionally, one also has to consider the interests of the data subject: the data su
ject coutl refer to an IP in order to exercise his rights deriving from the Data &rote
tion Directive, but in the meantime the SP might have already moved the services and
personal data to another IP. In this situation it would be impossible for the ddta su
ject to consult the data and request corrections if the former IP does not process the
data anymore. The IP would also not know where the data has been migatey

the SP as he is not aware of other IPs hosting the service or parts of the service. It is
thus an unreasonable demand to expect from the data subject to apply to an IP in a
multi-cloud scenario since IPs can easily be substituted by an SP. Moreover, the SP will
also redeploy the services in case the SP, after initial placement, identifies a Wetter o
fer from another IP®. As performance of an IP can easily decrease or his operating
costs may increase, the SP can easily migrate the services to another IP. Hence, the
only fixed or steady stakeholder in the mudtoud architecture is the SP, while IPs
change frequently. Since it is the objective of the Directive to ensure that the nespo
sibility for data processing is clearly defined and can be applied effectively, assigning
the role of a data controller to the SP gives data subjects the most effectashidy

to exercise data protection rights. Despite the fact that the SP does not determine the
purposes, the significant influence of the SP on the data processing leads torthe co
clusion that he can be considereddata controller. This solution prowd sufficient
clarity to ensure effective application and compliance with the Data ProtectiorcDire
tive for the data subject”.

4.3.4.2.1.3 Infrastructure Providers

As already mentioned, IPs have very limited authority to determine the means of data groces
ing in a mui-cloud scenario. Albeit operating the underlying hardware infrastructure ta-ope
ate the deployed services, IPs do not determine the categories of data being processed as this
has already been done by the end user. Furthermore, the SP can impose cassirathe IP
about whether data can be transferred to other IPs (i.e. in case of cloud bursting). Thus, the
operations of the IP performed upon the data will clearly have to adhere to the service man
fest specified by the SP. Consequently, the IP doehawt the possibility to determine the
objective of the operation or set of operations performed upon the datathis is subject to

the control of the SP. Finally, it would be disproportional to burden the data subject @ith a
certaining which IP is currélp a data controller, since the SP can quickly substitute the initial
IP by another IP. Otherwise the data subject would take the risk of not being able to exercise
his data protection right. Consequently, IPs cannot be regarded as data controllers gethi
nario.

4.3.4.3 Multi -cloud architecture (some OPTIMIS enabled)
This multicloud scenario differs from the previous one in that some of the IPs are naingfili
the OPTIMIS toolkit. Although OPTIMIS will provide interoperability mechanisms for these IPs,

3 Annex | p. 24.
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See Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 7, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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the SP will have recourse to less featureh SLA management capabilities. Additionally, the
risk level for service provisioning will increase.

4.3.4.3.1 Service consumer / subscriber

Once again, the service consumer / subscriber is the entity initiating the dataafidvdeta-

mining the purposes for which personal data will be processed in the OPTIMIS cloud. Thus, the
subscriber can be regarded as a data controller.

4.3.4.3.2 Service Provider

Unlike the multicloud architecture scenario where all stakeholders use the OPTIMIEttoo

SPs are not able to resort to all features in the OPTIMIS toolkit where IPs do not userit. Neve
theless, OPTIMIS will provide for interoperability mechanisms to access IPs not operating the
OPTIMIS toolkit. This means tlggalthough not being ableotnegotiate every feature available

in the OPTIMIS toolkit SPs can still determine on which IPs they deploy the services. Add
tionally, they are able to redeploy the services on other IPs in case th©RINWMIS enabled IP

does notfulfil the negotiatedSLA. Similar to the multloud scenario where all stakeholders
deploy OPTIMIS, the SP is also able to migrate the services. Thus, the SP determines-the activ
ties performed upon the personal data in this scenario as well. Furthermore, SPs are able to
deploy the services on IPs which may be regarded as third parties (namely different data co
trollers). Hence, similar to the previous medtoud scenario, SPs again take the decision which
third party may have access to the personal data. The possibilitgki® this decision suffices

to consider SPs decision makers of this essential element of the means in this scenagio. Mor
over, the exertion of control is also comparable to the previous scenario. Once more, the SP is
solely and fully responsible for deplagi operating and migrating the services. As a result, he

is also responsible in case data protection violations occur during one of these phases. Finally,
the same considerations as in the previous scenario apply to this-ohultil scenario as well:
theRIFGF &ddzo02S00 aKz2dzZ R FLILJXe& G2 GKS adlr(1SK2f RSN
will be respected in practice. Since IPs can easily be replaced by the SP in this scenario as well,
the SP is the only permanent stakeholder in this architecture. Guesely, SPs should be
considered data controllers in this scenario as well.

4.3.4.3.3 Infrastructure Provider

As in the previous scenario, IPs provide the technical basis to operate the services. While they
do not determine the purposes of the data processing, dymevertheless be possible that IPs

not operating the OPTIMIS toolkit are able to determine the operations performed upon the
data, since they may not be subject to constraints on the activities carried out on the data. As
SPs have to resort to less feedtrich SLA management capabilities in this scenario, the IP on
which the service(s) are deployed might lack features which allow the SP to impose constraints
regarding the disclosure of personal data. Still, the interoperability mechanisms will be deve
oped as external (to OPTIMIS) drivers. According to the OPTIMIS Architecture Design Doc
ment (D1.2.1.1), OPTIMIS does not differ between OPTIMIS ar@R&MIS enabled B3 In

both cases, the Service Deployméptimiser filters out IPs that are unsuitabtiie to lack of
capabilities. Thus, if the service manifest requests that an IP should not disclose personal data
to any other IP and the IP lacks such a function, the service will not be deployed on #sis infr

5 OPTIMIS D1.2.1.1 Architecture Design Document, p. 13 et seq.
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structure. Therefore, we assume that eveniif @P uses a ne@PTIMIS enabled IP, the SP can
still impose constraints on the operations performed upon the personal data. Failing this, the
service would not be deployed on this IP at all. Along with the possibility to impose constraints
on the processig of personal data, the IP does not have the power to decide which third pa
ties shall have access to them, because the SP can restrict this data flow as well (asén the pr
vious scenario). Based on these findings, no argument can be found to considerthizs
multi-cloud scenario data controllers since they do not determine the purposes and the-esse
tial means of the processing.

4.3.4.4 Hybrid cloud

The hybrid cloud scenario aims etternalisng resources to a public cloud in case the private
cloud of anorganisation is at full capacity. When the cloogtimiser triggers that more capa

ity is needed, some VMs are deployed to the infrastructure of a public cloud provider.

4.3.4.4.1 Private Cloud Provider

The private cloud provider is therganisition operating an internee. A Y F NI & ( NHzO G dzZNB Ol
riS Of2dzZRéd | LINAQGIGS Of2dzR Aa Fy AYyiGSNylrt Of
since it identifies the corporate IT infrastructure of theganistion. Theorganistion collet-

ing personal data and operating itsvn infrastructure to process the data clearly determines

the purposes and the means of personal data. Moreover, when a private cloud provider makes

use of public cloud providers, he initiates a data flow by his own deciBmrthis reason, [pr

vate clow providers are regarded akta controlles.

4.3.4.4.2 Public Cloud Infrastructure Provider
The public cloud infrastructure provider is an external cloud provider offering resources to
entitieswho havenot enough internal resources to handle peak loads.

e Authority2 ¥ (G KS Llzof A0 Lt G2 AGRSGSNIXYAYySE

The question is whether public IPs decide the objective of the processing. IPqare ge
erally not aware of any personal data they are processing. Consequently, it is unlikely
that they repurpose and determine a new objectifog the personal data being pee
essed. Rather, the factual influence of the public cloud IP is confined to the supply or
provision of external resources order to maintain service operation of the services
deployed and operated in a private cloud. THgeztive of the processing has already
been determined by the private cloud provider. Hence, any data disclosed to a public
IP has a previously allocated objective specified by the private cloud provider for which
the public IP processes the data. Deteratian authority entirely remains with there

tity using the public infrastructure provider. Thus, it is unlikely that public IPs define
objectives for which personal data shall be used.

e {dz202S00 2F GUKS RSUSNXYAYLlFGA2Y | REKANIGEEY 4 Lz

To qualify for a data controller, the public IP would have to determine purposes and
means of the processing. As already mentioned, public IPs do not determine tlee obje
tive or purposes of the processing. However, it is still possible that pidicéte-

mine the essential means of the processing. To recollect, the essential means consist
of
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0 the categories of data
o0 the operations performed upon the data and
o the decision which third parties have access to them.

Since the task of public IPs is to pd®/resources to private cloud providers, they do
not determine categories of data being processed. In fact, public IPs process those
categories of personal data previously specified by the private cloud provider. Despite
of this, public IPs may themselvase cloud bursting in order to handle peak loads.
This would result in the determination of the public IP which operations are beirg pe
formed upon the data. Pursuant to Art. 2 lit. b) Data Protection Directive, date- pro
essing is any operation or set aperations performed upon personal data such ak co
lection, storage, use, disclosure erasure etc. For this reason, the entity determining the
operations performed upon personal data concomitantly determines the processing of
personal data. However, it renres to be seen whether it is the public cloud provider
who determines which operations are being performed upon the data. Firstly, the pu

lic IP is only used to handle peak loads. This means that the operations performed
upon the data are the same operatie which would have been carried out on the data
on-premise at the private cloud provider, but could not be processed there due to full
capacity. In short, the public IP appears as the instrument of the private cloud provider
to process the datd®. Secondlyin a situation where both stakeholdegsprivate and
public cloud provider; use the OPTIMIS toolkivhich is able to impose constraints-r
garding i.e. disclosure to third parties, the public IP adheres to the service manifest
sent by the private clougrovider which describes the functional and nfumctional
requirements of the service. Consequently, the private cloud provider can still exercise
full control over the data in a hybrid cloud scenario. Only if the public cloud provider is
non-OPTIMIS endéd and lacks a function to behave according to the set of instru
tions as defined in the service manifest, one could come to a different conclusion b
cause it is no longer guaranteed the policies defined will be adhered to. Since we are
assessing the OIS project here, we assume that the public cloud provider abides
by the instructions in the service manifest given by the private cloud provider so that
only the latter acts as a data controller.

e LYy @2t @SYSyld 2F 2yS 2NJ Ydz @fA8LI BA &K | A (SKKSNERES NA

The public IP processes the data according to the service manifest sent by the private
cloud provider. In more specific terms, this means that the public IP does not have any
influence on the processing operations with regard to purposesmeans. As a o8
sequence, the private cloud provider determines purposes and means alone.

e Common ground of the definition in Art. 2 lit. d) Data Protection Directive: exertion
of control as normative condition

As a last step, it is key naly® whetherthe recent findings are in line with the aim of
Art. 2 lit. d) Data Protection Directive to allocate responsibility. Although a public IP
acquires some level of control over personal data when they are processed in VMs in

"l nstead, one could also describe the public I P as the fAextendec
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his data centres, this amounts taothing more than processing according to the-se
vice manifest and hence to the instructions given by the private cloud provider.

One further reason to deny public IPs the status of a data controller is the-t&ort
allocation of external resources. @ity utilisation can rise rapidly and result in peak
loads, but conversely, workload can also normalize very quickly. This short period of
time contradicts the concept dahe controller whose first and foremost role is ted
termine who shall be respong@for compliance with data protection rules, and how
data subjects can exercise the rights in practicéls recital 25 Data Protection Dire

tive clearly mentions, the principles of protection must be reflected in the right co
ferred on individuals to benformed that processing is taking place, to consult the
data, to request corrections and to object to processing in certain circumstances.
These rights would be of no avail if public IPs process data for a short time and could
easily be substituted by otlmepublic IPs with better offers. Also, in the meantime of
the data subject trying to assert his rights, the private cloud provider could have made
use of a significant number of different public IPs. Consequently, the data subject
would be burdened with th task to find out which public IPs have been processing his
data. Since the data is only stored as long as the infrastructure of the private cloud
provider is at full capacity and will be deleted afterwards, the right to consult the data
or request corretions would be of no use to the data subject. In order to provide data
subjects with a more stable and reliable reference entity for the exercise of their rights
under the Data Protection Directive, responsibilities must be allocated accordingly.
The moststable and reliable reference entity in a hybrid cloud scenario is the private
cloud provider responsible for selecting public IPsxernali® resources. For this
reason, the previous findings conform to the concept of controller and thus the public
IPcannot be considered data controller.

4.3.4.5 Summary

We will now briefly summarise our findings. In this section we identified the data contrg
Ay (KS @FNAR2dza Of 2dzZR aOSylFNAR2a LINBOARS

the natural or legaberson who alone or jointly with others determines the purposes

means of the processing of personal data. National data protection law makes the nec
steps for legal compliance essentially dependent on the characterisation of a party as e
controller or a processor. Thus, for instance, a data controller must typically take steps
as giving notice of data processing to affected data subjects, registering data processir
the national DPA, assuming liability for any data protectionatimhs etc. If a data subje
wants to exert his right to have data rectified, blocked or erased, the data subject has to
which entity he has to apply to. Moreover, in a case where data has been processed

fully, the data subject may claim damadgesmn the controller. Thus, identifying data conlig
lers is of utmost importance for OPTIMIS. Data subjects, Data Protection Authoritie
courts will always address the data controller as the person responsible for all procegs
erations. Moreover, tobligations in the Data Protection Directive are imposed on the

177

Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 4, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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controller. As a consequence, the data controller is the person responsible to comply
these obligations.

By contrast, the data processor must adhere to the instructions givethdylata controller
and adopt adequate security measut&s Therefore, if it is not possible to determine tt
relevant data controllers and processors in OPTIMIS, it becomes virtually impossilde
termine their specific compliance obligations.

Hence, oe of the first steps in ensuring data protection compliance within OPTIMIS
identify which stakeholder in the various scenarios is regarded as a data controller. H
purposes of this report, we identified the stakeholders who are most likely toldxgified by
data subjects, Data Protection Authorities and courts in section 4.3.4.

e In theFederated Cloud Scenarithe service consumer acts as a data controller s
he takes the decision to start the initial data flow with regard to a specifipqae.
This means that it is the obligation of the service consumer to process data arsd
fer them to a SP in accordance with the provisions of the Data Protection Dire
| 2y @SNERSfex (GKS {t R2Sa y2i KI@S th&«
processing as this has already been done by the service consumer. Besides, tf
not aware of federations built by the IP initially selected by him. This exclude
possibility to exercise control over the processing operations. Although atiesies
of the definition in Art. 2 lit. d) Data Protection Directive indicate that the SP ca
be regarded as a data controller, in a last step we recognise the normative app
of the concept of data controller and check whether the findings are ctamisvith
the aim of this provision, to allocate responsibility with regard to the protection of
RFEGlI adzomeSoitQa NAIKIG (G2 LINARQGIOed @&
trol over the federation established by an IP. This has an ingrathe final result: A
RFEGEFE O2yGNRfftSNI Of SENXTé& ySSRa G2 SE
Where the factual circumstances suggest this is not the case and absence of co
evident, the person or body processing personal data caneotdgarded as a dat
controller. Instead, the appropriate role of this person or body is as a data procs
As we found that the SP has no significant level of control over the federatiob-€
lished by the IP, he is regarded as a processor for theceecainsumer. This meat
that all processing operations performed by the SP are performed on behalf (or
interest) of the service consumer. Consequently, the service consumer is noeel
sponsible for his own processing operations, but also foptteeessing of the SP (s¢
Art. 17 sub (2) Data Protection Directive). By contrast, while the initial IP select
the SP does not determine the purposes, his influence on determining the mee
the processing is considerably high as he exercises sdléudl control over the fd-
eration. Consequently, we regard the initial IP as a data controller. Thus, the ini
also has to be aware that he must comply with all obligations provided for in the
Protection Directive.

e The service consumer is agaegarded as a data controller in tmeulti-cloud se-
nario (all OPTIMIS)As opposed to the federated cloud scenario, the SP has a-s

78 Kuner, supra note 32, margin no. 2.25.
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cantly high influence because of the fact that he determines essential elements
data processing. Here, thedimal circumstances imply that the level of control of t
SP over the processing is sufficiently high. Thus, he can be deemed data contr
this scenario. Conversely, in this scenario IPs are unaware of each other wiic
cates a certain lack of otrol over the data processing. It would also be dispmo
tional to burden the data subject with ascertaining which IP is currently data der
ler to refer to. Thus, IPs cannot be regarded as data controllers. Accordingly, th
considered data processs.

e Likewise, in themulti-cloud scenario (all OPTIMISErvice consumers and SPs
deemed data controllers, while this is not the case for IPs.

e While private cloud providers initiate a data flow and determine purposes and m
of the processing, puiz IPs appear as their instrument to process personal dat
the hybrid cloud scenarioConsequently, private cloud providers are considered ¢
controllers, while public IPs only handle peak loads and cannot guarantee the
conferred on data subjgs. Hence, they are denied the status of a data controller.

4.3.4.6 What OPTIMIS needs to do

Having identified the different data controllers in OPTIMIS, the OPTIMIS stakeholders (
consumer, SPs, IPs) operating the toolkit which are considered to becdateollers now
have to be aware that it is their duty to comply with the obligations in the Data Prote
Directive. This comprises all obligations described in section 4.2.3.

As we have not yet examined what this specifically means for OPTIMIS atieeséill some
open gquestions. According to this release of the Report, currently there are no speaqific
pliance steps to be taken by OPTIMIS. However, we will give further guidance for datd-g
lers on how to achieve compliance in the following asles of this Report.

4.3.4.7 Result
As a result, every stakeholder in OPTIMIS will know whether he is responsible to comp
the provisions of the Data Protection Directive, respectively the national transposition ¢
Directive as identified in section3t3 and who is liable for data protection violations in f{
first place. Furthermore, data subjects will know where to apply in order to exercise
rights in the Data Protection Directive in practice. In addition to this, determining the
controllers in OPTIMIS will result in more transparency for the national Data Proteatio
thorities and will help them to clarify the roles of the involved stakeholders. This shoulg
avoid ambiguities with regard to the designation of data controllers.

Stakénolders identified as data controllers who do not comply with the national data pra
tion law could incur fines from Data Protection Authorities, as well as damage claimg
data subjects.

Table 1 provides an overview of the different stakeholdersthed status as a data controller:
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Scenario/ Service consumer/ | Service Provider Infrastructure
Architecture subscriber Provider

Federated cloud

Multi-cloud
(all OPTIMIS) v v &
Multi-cloud ‘/ ‘/ x

(some OPTIMIS)

Hybrid cloud
operator

Hybrid cloud

Tablel: The table shows the data controllers in the different scenarios of OPTIMIS. The green tick indicates that
the stakeholder has been found to be a data controller, while a red X showssfizle processors.

4.3.5 Processors within OPTIMIS

Data processing in highly complex infrastructures such as OPTIMIS poses a wide range of que
tions to the concept of contract data processing. It is questionable whether we can adhere to
this concept in federatednd multicloud scenarios where data is distributed on an unpredic
able number of infrastructures. In OPTIMIS, the processing of personal @atarisali®d by a
controller to other entities. These entities can either be controllers which are distioet the
original controller, or several data processors. These processors may have a direct relationship
with the data controller, or be subontractors to a processor who processes data on behalf of

a controller”®. These complex (so called mudivel or dffused) structure¥® of processing
personal data involve a plurality of actors. It is therefore imperative to clearly determine
whether the involved entities act as controllers or processors. Based on these findings, the
correspondent obligations and respsibilities have to be allocated to the actors.

Furthermore, the location of data being processed has an impact on contract data processing.
As it is the controller who must exercise control on processing of personal, it has to be taken
into account that &ck of control might result from the mere fact of the unawareness of the
data processing location. Contract data processing (which has some advantages ovdr contro
ler-to-controller relationships) in muktloud scenarios such as envisaged in OPTIMIS highly
depends on the degree of influence exerted by the controller on the processor. The lack of
knowledge of the location of personal data might therefore render contract data processing
inadmissible. We will therefore also deal with the volatility of datéhisn context of the role of

a processor. However, due to time constraints, we will address these issues in the next Report.

79 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 27, available at

http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2010/wpl69 en.pdf.

18 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 27, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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4.3.6 Transfer of personal data to third countries

Most cloud computing scenarios, including the scenarios depicted above in the OPTdMIS pr
ject'®’, are very complex and could involve the transfer of data to multiple jurisdictions. At this
stage of the project, it is still unclear to which jurisdictions data will be transferred to within
OPTIMIS. While there are no issues regarding the tramdfpersonal data within the EU and
the EEA, croslsorder transfers outside the European Union respectively the EEA cannot be
ruled out. In that case, the assessment of data transfers becomes exceedingly complex.

We recognie thatthe transferof personaldata to third countries is an issue relevant to cloud
computingand as such could also affect OPTIMIS. However, this issue is not our main focus
since OPTIMIS is first and foremost a European project where all partners are located within
the borders of theEU. Thus, we will provide some input on this matter, but not assessithe i
terrelated legal problems in every detail.

Prima facie, any transfer of personal data to third countries which does not ensureean ad
quate level of protection is prohibited by A&5 Data Protection Directive. However, there are

a number of legal instruments to enable data controllers to render such transfers legitimate.
Further research on these issues will be provided following Reports.

4.3.7 Data Security within OPTIMIS

Without data curity being implemented into cloud computing concepts, privacy would be
merely a word devoid of content. Data security supports data protection in that it protects the
right to informational seldetermination based on a technical letfl Taking adequatsea-

rity measures is therefore an integral part of data protection complidfice

Art. 17 sub. (1) Data Protection Directive consequently provides for a provision which requires
the controller to implement appropriate technical andganisitional measuresa protect pe-

sonal data against accidental or unlawful destruction or accidental loss, alteratianthan-

ised disclosure or access. According to this provision, this shall particularly apply where the
processing involves the transmission of data overeawork. Since networks are expressly
mentioned in the Data Protection Directive, data security measures are mandatory ared ther
fore have to be implemented in OPTIMIS cloud infrastructures as well. Moreover, security
measures not only have to be taken aethlime of processing, but at the time of the design of
the processing systelff. Hencefiis also imperative to consider security measures with regard

to the protection of personal data. We will provide some input on this matter in our next R
port.

4.3.8 Conclusioms

Based on the previous findings, we can draw several conclusions. Firstly, the Data Protection
Directive is applicable to cloud computing. It seems that the main challenge in cloud Eompu
ing is to apply the law according to the specific cloud architectur

18! See section 3.3.1.1

“iprivacy t hrough technol ogyf.
'8 Kuner, supra note 32, margin no. 5.135.

18 See Recital 46 clause 1 Data Protection Directive.
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With regard to the national law applicable, the location of personal data respectively the VMs
processing the data is not decisive. Rather, it depends on the locatialatafcentres and
statutory seats which national data protection law cloud providesse to comply with. é
mittedly, the location of personal data becomes relevant to the extent that data centres
processing the data determine the applicable law. Still, cloud computing proves to be a more
stable and durable connection with a Membeéat® than expected. This is why the deterrain

tion of the national data protection law applicable should not be too difficult for cloud grovi

ers in OPTIMIS.

Assessing data controllers in OPTIMIS is a more challenging task to accomplish. This is mainly
because of the need to perform a factual rather than a formal analysis. There are no specific
criteria in Art. 2 lit. d) Data Protection Directive in order to qualify for data controller. Instead,
the law follows a normative approach by using a remarkably tstiefinition with a much
wider and more dynamic meaning and scpeThe difficulty lies in the construction of this
definition by having regard to the aim and scope of the Data Protection Directive. Although the
Art. 29 Working Party provides some guidamtehis matter, it is still necessary for the dete
mination of a data controller to look at each particular case. The analysis has shown that the
role of a data controller depends on the selected role in the different scenarios. It is therefore
not possitee in OPTIMIS to consider an SP or amdBta controller generally. Instead, being a
data controller stems from the fact of offering specific services in the scenarios. Where an IP
decides to establish a federated architecture, he will be regarded assacdntroller, while his

role is reduced to a processor in a mkdbud environment. Cloud providers in OPTIMIS ¢her

fore have to be aware of the specific situation or position they are engaged in to facilitate
compliance.

Therefore, this definition cahe subject to a different interpretation. However, any interget

tion always has to be in accordance with the aim to allocate responsibility and ensure that this
responsibility is clearly defined and can be applied effectifel@ur analysis of the differg

scenarios in OPTIMIS tried to adhere to this concept as well as to the Art. 29 Working Party
GhLAYA2Y MKHaAmMa 2y (0KS 02y O0OSLJia 2F WO2yGNRff SN
as comprehensible as possible not only to OPTIMIS for optimal l@ovog, but also to the

9dzNR LISFY YR GKS aSYOoOSNI {dFdSaQ 5FaGF tNRGSOGA 2

As a result of this very broad definition, OPTIMIS should take into account the followghg su
gestions with regard to a perspicacious allocation of responsibilities.
OPTIM$ must clearly

e distinguish between different stakeholders

A separation of concerns within OPTIMIS helps to allocate responsibility to the diffe
ent providers (either SP or IP). Furthermore, differentiating between the different
stakeholders creates moreansparency both for the data subject as well as for Data

85 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 3, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.

8 Art. 29 Working Party, WP 169, Opinion 1/2010 on the concepts of controller and processor, p. 7, available at
http://ec.europa.euljustice _home/fsj/privacy/docs/wpdocs/2010/wp169 en.pdf.
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Protection Authorities who supervise the rights conferred on the individuals by the
Data Protection Directive.

o define to what extentstakeholders determine the purposes and means of the data
processig

The clearer OPTIMIS delineates which constraints service consumers, SP orriRs can i
pose on other cloud providers, the easier it is to distinguish whether a stakeholder can
be considereda data controller or processor. Thus, the developers of the ORSIMI
toolkit have to consider which levef influence on the data processing they assign to
service consumers and cloud providers in the various scenarios. Since OPTIMIS focuses
on an laaS level rather than a Saas level, it is important to assign the lpartéeel of
influence to each stakeholder with regard to the means of the data processing. Where
the cloud provider is provided with a high level of influence to impose constraints on
the data processing, it is very likely to regard him as a data castroll

However, there is the need for further research, especially with regard to encrypted personal
data, processors, transfer of personal data to third countries and data security aspects. These
issues will be discussed in the following Reports.

4.4 Intellectual Property Law

4.4.1 Introduction

Intellectual property rights have always been considered as one of the most important tools to
protect and recover the investment of authors, researchers, institutions and inventorsj-allo
ing them to acquire a limited monopoly their ideas and creations’

The aim of this Section is to identify the various and most relevant intellectual property right
issues involved in the OPTIMIS project as well as the scope of protection of such rights.

The research of this section addresfige main questions:

1. What kind of intellectual property rights are relevant in a Cloud computing emviro
ment and which legislation needs further analysis?

2. Can databases enjoy the database right and if so who owns the collection of data?
3. Applicable nationalaw.

4. Does cloud computing create new sort of information and if so who owns suah info
mation?
5. License Agreements.
As indicated in the Description of Work, there are many intellectual property questians co
cerning ownership and rights in information aadS NJA OSa LJ | 0Sa aAy GKS
analy® those intellectual property issues regarding the data, databases and computer pr
grams. In this respect, the OPTIMIS project includes the creation of databases and file systems.

187A Guadamuz, Open source licenses in scientific research (SCRIPTed - Edinburgh, 2005), at p. 1.
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Other aspects and thlast three questions will be examined in more detail in the forthcoming

Report 1%

At the outset, we based our analysis on the current legislation and the most relevant European
directives. Therefore, this first analysis is based on the most importaisidégn in the realm

of intellectual property rights and not in the contractual relationship between the mairestak
holders in a Cloud computing environment. This should not be taken to mean that contractual
relationships are less important. On the contrathe agreements between the parties can
clarify those property rights and help us to shed some light in our discussion in answering
these questions.

Within the intellectual property rights section, we provide the international framework which
describes lhe relevant international and European legislations. In particular, this relates to the
international and European legislation in the field of copyrights, patents and trade secrets. In
addition, we pay special attention to copyright issues within OPTIMiI&acing the current
problems related to the protection of the software developed, copyright within the Cloud i
frastructure and the databases accessible within the Cloud.

4.4.2 International Framework

There are several international treaties and pieces of letijims relevant in the field of inte
lectual property rights. The basic and most relevant is the TRIPS Agreement whichama-will
lyse below in conjunction with other agreements and legislations such as the Bern Convention
and WIP&® Copyright Treaty (WTC)

4.4.2.1 Relevant International Legislation

4.4.2.1.1 TRIPS

¢KS a! AINBSYRBFil 2R (INZAIRSOGAEA 2F AyaSttSOGdz f
force since 1995 and constitutes the basic and most comprehensive multilateral agreement on
intellectual property. The RIPS Agreement represents global minimum standards for grotec
ing and enforcing nearly all forms of intellectual property rights (IFRs).

The TRIRBgreement is binding for all members of the World Trade Organisation (WTO). As of
February 2005, 148 coungs are Members of the W8 including all the Member States of
the European Community?

4.4.2.1.1.1 Copyrights

There are many provisions in TRIPS which relates to Copyright. One of the main consequences

of this agreement is that disputes related to compliance with Bern Convention can now be
contemplated by the WTE?

188 See Annex |, DoW, Work Package WP7.2 at p. 91.

'8 World Intellectual Property Organization, available at <URL:http://www.wipo.int/portal/index.html.en>, [Accessed 30
August 2010].

%0 \World Trade Organisation (WTO), Understanding the WTO: The Agreements available at:
http://www.wto.org/english/thewto_e/whatis_e/tif e/agrm7_e.htm, [Accessed July 8 2010].

¥ World Health Organisation (WHO), WTO and the TRIPS Agreement available at:
http://www.who.int/medicines/areas/policy/wto _trips/en/index.html [Accessed July 8 2010].

192

World Trade Organisation (WTO), Frequently- asked questions, available at:
http://www.wto.org/english/tratop_e/trips_e/tripfq_e.htm#Who%27sSigned [Accessed July 8 2010].
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Article 9 paragraph 1) of the TRIPS Agreement establishes a relationship with the Bem-Conve
tion, which means thasll signatory states have to comply with Art. 1 to 29 of the Bem-Co
vention (1971 and paragraph 2) stipulates thabpyright protection shall extend to exe
sions and not to ideas, procedures, methods of operations or mathematical concepts as such.

I NIAOES mnodm 2F GKS ¢wLt{ FFINBSYSyld SmilofAiAaks
puter programs, whether in source or object code, shall be protected as literary works under

the/ 2y @Sy GA2yEé YR I NI® mnduw adALdzZ FG6Sa GKFEG O2Y
form by machine or another, which for selectivity criteria aridpdsition of their contents

constitute intellectual creations, will be protected as such. This protection, which does not

include the data or materials themselves, will be understood regardless of any author's right

that subsists in respect to the data wraterials as such.

Moreover, Art. 12 of the TRIPS agreement sets up the term of protection which shall be no less
than 50 years from the end of the calendar yearaothorised publication, or, failing such
authorised publication within 50 years from theaking of the work, 50 years from the end of

the calendar year of making.

Finally, the TRIPS agreement provides a very flexible margin regarding the limitations-and e
ceptions as according to Art. 13 this is facultative to each Member State. That is, incumin
standard is required.

4.4.2.1.1.2 Patents

Patent law is one of the strongest means of protection in the realm of intellectual property
law, providing the inventor or his employer a limited monopoly not exceeding 20 years. The
invention must meet exacting standarduch as the novelty or improvement of a product that

it must be more than simply an obvious and common application of technology. Furthermore,
the invention must include an inventive step and be subject of industrial application which
puts the patent apfication process under a thorough and cumbersome examinatiort-pro

essi®

The general regulation for patentable subject matter is established in Art. 27 of the TRIPS

Il AINBSYSY(d 6KAOK &ALz I dSa OGKIFG atlFGSydra aklff
ess in all fields of technology, provided that the invention is new, involves an inventive step

and is capable of industrial application. Patents shall be available and patent rights enjoyable,
without discrimination as to the place of invention, the @iaf technology and whether pds

dz0Ga FNB AYLRNISKR 2N t20Frffe LINPRAZOSR®E

As previously mentioned thiReportwill not deal with a detail analysis of patents; if relevant
further aspects will be examined in the forthcoming versions of the Cloud Legal iGesdel

198 Bently/Sherman, Intellectual Property Law, Third Edition, Oxford, p. 43.

1% Bern Convention for the protection of Literary and Artistic Works, available at;
http://www.wipo.int/treaties/en/ip//trtdocs_wo001.html [Accessed July 8 2010].

1% Bainbridge, Intellectual Property, 4" Edition, p. 317.
1% Art. 27 of the TRIPS Agreement.
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4.4.2.1.1.3 Trade Secrets

Section 7 of the TRIPS Agreement provides a protection of undisclosed information. According
to Article 30 of the TRIPS Agreement, in order to ensure effective protection against unfair
competition Members shall protect undiscloseddmhation.

Art. 39 (2) of the TRIPS Agreement states the following:

Natural and legal persons shall have the possibility of preventing information lawfully
within their control from being disclosed to, acquired by, or used by others without
their consent ila manner contrary to honest commercial practice so long as such i
formation:

(a)is secret in the sense that it is not, as a body or in the precise coafigur
tion and assembly of its components, generally known among or readily a
cessible to persons withithe circles that normally deal with the kind of i
formation in question;

(b) has commercial value because it is secret; and

(c) has been subject to reasonable steps under the circumstances, by the
person lawfully in control of the information, to kedépsecret.

Infringing trade secrets implies always an improper action of obtaining information which
leads to the right for damages and compensation.

4.4.2.2 Other relevant treaties

4.4.2.2.1 Bern Convention and WIPO Copyright Treaty (WCT)

Both the Bern Convention and WVORCopyright Treaty (WCT) have played an important role in
influencing the current European legislation. They both form the basis for many of tbe Eur
pean legislative provisions which were transposed into the European directives which-are g
ing to be discused in the following sections. A detdlanalysis of the Bern Convention and
the WCT treaty will exceed the purpose of tRigporttherefore we will mention some of their
provisions only when is relevant. For example, according to Article 3 of the WIRGighb
Treaty (WCTJ®, the contracting parties shall appiyutatis mutandishe provisions of Article 2

to 6 of the Convention® in respect of the protection provided for, in the WCT Treaty. These
articles are very important in the structure of the interi@ial protection system. For exa

ple, in Article 3 of th&Convention we may find the criteria of eligibility for protection, such as,
the nationality of author, place of publication of work, residence of author, etc.

In particular, theConvention stateshat its protection shall apply to authors who are nationals
of one of the countries of the UnidW, for their works, whether published or not, and to-a
thors who are not nationals of one of the countries of the Union, for their works first published

%7 Wiegele, Biotechnology and International Relations: The Political Dimensions, University of Florida Press 1991, p.
82.

1% Article 3 of the WIPO WCT Treaty, available at:
<URL:http://http://www.wipo.int/treaties/en/ip/wct/trtdocswo033.htm#P53 3973 [Accessed 28 September 2010].

' Bern Convention for the Protection of Literary and Artistic Work available at:
<URL:http://www.wipo.int/treaties/en/ip//trtdocs wo001.html| [Accessed 28 September 2010].

% Article 1 of the Convention provides that o6The countries to which this Conve
protection of the rights of authors in their |literary and artist
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in oneof those countries, or simultaneously in a country outside the Union and in a country of
the Union®**

Furthermore, Article 3 (3) of the 2y @Sy i A2y NBFSNE (2 GKS RSTAYAI
which means works that are published with the consent of theihors.

Finally, similarly to Article 10 (2) of the TRIPS Agreement the SB35 in Article 5 that

G/ 2YLAE L GA2ya 2F REGEFE 2N 20KSNJ YFGSNRIE T Ay Ly
rangement of their contents constitute intellectual creatians | N8 LINRP G SOUG&R | & & dz
tection of such compilations should not extend to the data or the material itself and is without

prejudice to any copyright subsisting in the data or material contained in the compifdtion.
4.4.2.3 Relevant European Legislation

4.4.2.3.1 Copyrights

Copyright is a property right given to some specifics types of works such as literary works, films
and sound recordings. The owner of the copyrighted material enjoys exclusive rights in relation
to his work, such as making a copy for selling. Thieen is also allowed to license his work
and if a person infringes such right the owner can claim for damages. Copyright extends b
yond literary works, films and recordings and covers broadcasting and storing it in a computer
as well as other areas such@smputer software®®

In principle, copyright law should not establish a monopoly. It is therefore permissible to any
other person to produce a similar work as long as it is not taken from the other. One of the
main characteristics of copyright law is thatdoes not protect the ideas but rather the way
that idea has been expresséy.

Within the EU, several specific copyright related directives have been adopted. Relevant to
Cloud computing and the OPTIMIS project are Directive 2001/38/&@Cthe harmonistion of
certain aspects of copyright and related rights in the information society, Directive 91/250/EEC
on the legal protection of computer programand Directive 96/9/EC on the legal protection of
databases.

4.4.2.3.1.1 Directive 2001/29/EC on théharmonisation of cetain aspects of copyrights and

related rights in the information society
SANBOGADS HAnnMmkHMDKY/ Ffaz (y2é6y a G§KSe-LYF2N)I
GA@GSe AYa (G2 |RIFILG GKS fS3aratlrarazy 29 0O2LkRNR3I
ments and especially to the information sociét§

201 Article 3 of the Bern Convention.
292 Art. 5 of WCT.
203 Bainbridge, p. 29

204 Bainbridge, p. 30

% Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the harmonization of certain

aspects of copyright and related rights in the information so
at:http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32001L0029:EN:HTML  [Accessed 28 September

2010]

2% Eyropa, Summaries of EU legislation, Copyright and related rights in the information society: harmonisation of certain
aspects available at:
http://europa.eu/legislation summaries/internal_market/businesses/intellectual property/I26053 en.htm [Accessed 25
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According to the INFOSOC Directive, technological development has multiplied and diversified
the vectors for creation, production and exploitation. There is no need to implement new co
cepts for the protedbn of intellectual property law however copyrights and other related
rights should be adapted to new forms of economy and exploitation reaffties.

Article 2 of the INFOSOC Directive provides the exclusive right for autharghtarise or pio-
hibit director indirect, temporary or permanent reproduction by any means and in any form,
in whole or in part, of their work&?

In addition, the INFOSOC Directive provides for the exclusive right of authatghtorise or
prohibit any communication to the publid their works, by wire or wireless means, including
the making available to the public of their works in such a way that members of the public may
access them from a place and at a time individually chosen by tffem.

Furthermore, Article 4 of INFOSOC Direxiprovides for the exclusive right of authors, @& r
spect of the original of their works or of copies thereof,aathorise or prohibit any form of
distribution to the public by sale or otherwise.

The INFOSOC Directive provides for several exceptionknaitations. In particular and we

thy to mention to Cloud computing is Article 5 (1) which refers to the temporary acts a-repr

RdzOG A2y YSYGA2ySR Ay | NI A Of BndHaR intégfallatdkesse NB & (G NJ
tial part of a technological press and whose sole purpose is to enable: (a) a transmission in a
YySig2N] o0SiG6SSy GKANR LI NGASE o0& PY AYGSNYSRALI
It must also be noted that the INFOSOC Directive provides for the requirement of the Member

States to provid appropriate sanctions and remedies in respect of infringements of the rights

and obligations set out in the Directive, and the requirement to take all the measures-nece

sary to ensure that those sanctions and remedies are apptied.

Finally, according t&ecital 30 of the INFOSOC Directive, it is provided that the rights referred
to in this Directive may be transferred, assigned or subject to the granting of contratual |
censes, without prejudice to the relevant national legislation on copyright andecklaghts.

4.4.2.3.1.2 Directive 91/250/EEC on the legal protection of computer programs

l OO2NRAY3A (12 S5ANBOUGADS dOMKHPpNKI9/ WKSNBAYI FGSN
States shall take into account the provisions of the Bern Convention for the Proteciidgterof

ary and Artistic Works. That is, within the EU a computer program is copyright protected, as

literary work within the meaning of the Bern ConventfdfiThere is no definition of computer

program provided within the wordings of the Directive, howeveticde 1 (1) includes the pr

LI NI G§2NEBE RSaA3dy YIFIGSNARIFE GgAGKAY GKS ao02L)S 27F
the expression in any form of a computer program and excludes however the ideas and princ

October 2010].

27 Recital 5 of the INFOSOC Directive.
%% Article 2 of the INFOSOC Directive.

2 Article 3 of the INFOSOC Directive.

219 Article 5 (1) of the INFOSOC Directive.
! Article 8 of the INFOSOC Directive.

212 Art. 1 (1) of the Computer Program Directive.
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ples which underlie any element of a computaogram, including those which underlie its
interfaces?®

The Computer Program Directive stresses the originality criteria for the computer software in

0KS aSyasS GKIFIG AG Aa (GKS FdziK2NRa 2¢y AyaSttSo
to determine its eligibility for protectio**

Article 2 of the Computer Program Directive establishes authorship righasw&tural person

or group of natural persons who hecreated the program or depending on national legisl

tion of the Member States the pson designated as the rightholder. Furthermoiteallows

collective works as long as this is provided by the domestic law of each Member Statei- In add

tion, it establishes joint ownership when the computer software has been created by a group

of naturalpersons jointly.

When computer software is created by an employee in the execution of his duties following
the instructions of an employer, economic rights shall remain to the empfdyer.

The Computer Program Directive also establishes restricted actsasutiie permanent or
temporary reproduction of a computer program by any means and in any form, in part or in
whole taking into account that some activities such as loading, displaying, running, tsansmi
sion or storage of the computer program needs suchradpction, thus such activities shall be
adzo 2S00 (2 (attristtidn IFirthécroieRtBeNESlation, adaptation, arrang
ment and any other alteration of a computer program as well as the reproduction ofethe r
sults, without prejudice to theights of the person who alters the program, and; any other
form of distribution to the public including the rental of the original or copies of the computer

program?'®

Article 5 of the Computer Software Directive provides some exceptions to the restricted a
For instance, in the absence of a contract the acts of Article 4 e.g. reproduction, running,
transmission, storage, translation, adaptation, etc. shall not reqain¢horisation by the
rightholder where they are necessary for the use of the computegram by the lawful e

quirer according to its intended purpose. Furthermore, the person having a right to use a copy
of a computer program is entitled to observe, study or test the functioning of the program
gAUOK2dz0 O K Swtdiisdidhi K2 f RSND A

As a ammary it could be said that the protection of computer programs shall be granted to all
natural or legal persons eligible under domestic copyright legislation as applied to literary
works” being the term of its protectiotthat it isgranted for the life #the author and for fifty
years after his deatfi'®

213 Art. 1 (2) of the Computer Program Directive.
214 Art. 1 (3) of the Computer Program Directive.
15 Art. 2 (3) of the Computer Program Directive.
218 Art. 4 of the Computer Program Directive.

27 Art. 3 of the Computer Program Directive.

218 Art. 8 (1) of the Computer Program Directive.
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4.4.2.3.1.3 Directive 96/9/EC on the legal protection of databases
Ly GKS 9dzNRBLISIY [/ 2YYdzyAides O2LRNRARIKG LISNIFAYAY
SANBOGADBSE FTNRBY moddpc> | doms28t1d® a GKS aLbCh{h/

The Database Directive provides for a tietd protection. The first scheme of protection is as

intellectual creation by copyright. In accordance with this, databases which, by reason of the

selection or arrangement of their contents, constitufleK S | dzi K2 NR& 26y Ay idSft .
shall be protected as such by copyright. No other criteria shall be applied to determine their

eligibility for that protectior’® In this respect, a database must exhibit originality in order to

be entitled to copyrighprotection. In databases within the Cloud there are a number of fa

tors that must be considered in order falfil the originality criteria such as: innovative teé¢hn

cal features e.g. new search methods or unique structure of the contents where datgeis d

ently arranged a& comparison to the traditional standard method<.

¢tKS aS02yR &40KSYS 2F LINRGSOGA2y A& (GKS RIFGFO6l &
which provides a protection to neariginal databases provided there is a substantiaegw

ment in the creation of suchdatabase.

4.4.2.3.2 Patents

4.4.2.3.2.1 European Patent Convention

Art 52 of the EPC establishes four requirements for the granting of a patent: The product or
process in question has to be 1) an invention, 2) novel, 3) which involves ativevaep and

4) subject of industrial application.

The EPC also gives some examvples’inA Art 52 (2) of Wha:[ shqll not be regarded to b@-an inve
GA2YyY GO0l 0 RAAO2OSNASEASY A0ASYGATAO (KS2NASa |yl
schemes, ruleand methods fo[ performing rpental acts, p[aying games orAdoirlg bL{siness, and

LINE AN Ya F2N) O2YLJzU SNEAT ORUO LINBaSyuluAzya 2F A
Article 52 (1) and 52 (2) of the European Patent Convention (EPC) may therefore apply when

the deployment of the OPTIICloud infrastructure produces an additional technical effect

which is subject to industrial application.

4.4.2.3.3 Trade secrets
The rationale behind the principle of trade secrets is that inventors have the right to keep their
information secret in order to pritffrom them. Trade secrets can be defined as:

GFrye F2N¥dzZ X LI GGSNYZI RSHAOS 2N O2YLWAEFGAz2
ones business, and which gives...(a business person) an opportunity to obtain
an advantage over competitors who do not know or uséf®

219 Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of data-
bases [hereinafter the Database Directive] and Directive 2001/29/EC of the European Parliament and of the Council of
22 May 2001 on the Harmonization of Certain Aspects of Copyright and Related Rights in the Information Society [here-
inafter the INFOSOC Directive].

2 rt. 3 (1) of the Database Directive.

221 Helling, Retrieving the Sources of Legal Decision-Making, Technical Possibilities and Related Legal Issues, 2004, p.
545.

222

82.

Wiegele, Biotechnology and International Relations: The Political Dimensions, University of Florida Press,1991, p.
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Trade secrets differ from other intellectual property rights such as patents and copyrights since
both permit the owner to disclose or use the information in public. On the contrary, trade s
crecy law does not provide a bundle of exclusive rightsgoants protection against unlawful
access to informatiof?

The subject matter of trade secrecy is very bragadluding any type of information that has an
economical value and is not regarded to be part of the common knowledge. Typical examples
protected under trade secrecy law are technical and #ienohnical dat¥*, commercial and
financial information about customers and employ&&sa formula i.e. a recipe or an alg
NAGKYS | aLI GGSNYyé¢ Sd3ad RNIgAy3ITa (2 LIMBRRIZOS
such as customers, marketing and geological information which are usually taken lefore
court?%

In Europe there is no specific directive regarding trade sedietsefore the recommendation

is to check the domestic law of the Member States where dradcretprotection is needed.
However, the general rule is to seek protection under national unfair competition degisl
tion.??” An analysis of each nati@unfair competition legislation will exceed the purpose of
this Report therefore we will limit our aalysis to the provisions in the TRIPS Agreement.

4.4.2.4 Summary

In section 4.4 we provide an overview of the international framework and European dire
which OPTIMIS needs to take into consideration. It is important to position the projeet
sortium within the appropriate framework so as any of the aforementioned provisions ca
consulted accordingly. We have structured this section in a way that all topics which ¢
the realm of intellectual properties in a Cloud computing environment and as a coeisee|
in OPTIMIS are covered. Specific analysis of other intellectual property rights will be ¢
in the forthcoming reports. Efforts have been made where possible to highlight the rele
of each European directive. As the development of the OFF ddmputer program is in a
early stage, below we highlight two of the fundamental recommendations which shou
taken into account.

4.4.25 What OPTIMIS needs to do
In case OPTIMIS wish to obtain:

o Copyrights protection of computer programsn order to obtan copyright protection
a certain degree of originality in the creation of such software is needed.

Forexamplez2 KAf S RS@Sf2LIAyYy3a (KS a2dz2NOS O2RS
LINEINF YaZI 2NAIAYyFEAGE Ay ( KelectdaSoyeatibn shalllb
sought. This is also true for the adaptation of existing protected computer programs, f

28 McJohn, Intellectual Property: Examples & Explanations, Aspen, 2006, p. 344.

224

Myers, Principles of Intellectual Property Law, Thomson West, 2008, p. 327.
225

10.

Cornish/Llewelyn, Intellectual Property: Patents, Copyright, Trade Marks and Allied Rights, Sweet & Maxwell,2007, p.

226 McJohn, Intellectual Property: Examples & Explanations, Aspen, 2006, p. 348.

227

Helpdesk on Intellectual Property Rights related issues in EU-funded projects available at: http://www.ipr-
helpdesk.org/fags trade secrets.html [Accessed October 4 2010].
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into account there is the necessary degree of creativity involved in such adaptation. It fg
that every adaptation of the existincomputer software also needs to comply with the ter
and conditions for the use of such program.

e Patentability of computer programsin order to be able to file a patent applicatio
as patentability of computer programs as such is excluded, it isssecy to prove
GKIG GKS 3IAGSYy az2Fidol NB O2ydalAya |
meet certain requirements, the decisive factor being that the software inven
when run in a computer producestechnical contribution to the statefohe art

For examplelf the execution of a computer program developed within OPTIMIS operate
more efficient way e.g. is faster, it consumes less energy, it uses less storing space €
the operation system to be less cost expensive andegficient, etc., it could be subject to
patent application.

Results:

As a result, if copyright protection in the computer program is achieved, the authors ¢
given software will be protected against mere copying. This is also true for the adastafi
existing protected computer programs provided there is the necessary degree of cre
involved in such adaptation.

As a result of obtaining a patent, the protection will be granted to the idea or concept ¢
computer software, thus providing stronger means of protection in comparison to go
rights.

The figure below depicts the international and European framework which is relevantfer O
TIMIS. It also shows how the abovementioned treaties influence the European directives and
domestic lawof eachMember Stateof the EU.

© OPTIMIS Consortium Page/7 of 131



[ -
O °
d |'| If D7.2.11Cloud Legal Guidelines

INTERNATIONAL AGREEMENTS

Bern Convention TRIPS Agreement WTO

EUROPEAN LEGISLATION

Directive 2001/29/EC or

i i the harmonization of
ch'geg“g gfé?égi%r?n certain aspects of European Patent
f% pb copyrights and related Convention
of databases rights in the

information society

Directive 91/250/EEC
on the legal
protection of

computer programs

National Legislation

Domestic Law of each Member State

Figurel: Intellectual Property International and European Framework
4.4.2.6 Intellectual Property Rights within OPTIMIS
4.4.2.6.1 Copyrights and Database Right

4.4.2.6.1.1 Cloud computingnfrastructure

There are different ways of depicting a Cloud computing infrastructure. The best waysto illu

trate and understand how complex the infrastructure isby using the six layer structure.

Therefore if we draft a pyramid (See figure 2 beldwg whole infrastructure (infrastructure as

a service) is placed at the bottom followed by the storage capabilities (databases) in the fifth

place. The platform (as a service) which lessens deployment and applications without having

the necessity of buyinthe costly and complicated hardware and software, would be located

in the fourth place of the pyramid. The third layer is composed by the different applications

which leverage the Cloud in software application, usually excluding the necessity to indtall an

NHzy GKS LI AOFGA2Yy 2y (GKS OfASydQa 2ey O2YLlz
nanceof i KS a2F 06 NBX &adzLILI2 NI YR 20KSNJ 2LISNI A2y a4
as these are the software systems designed to support the interadtetween different ma-

chines over the network. Finally, at the top of the pyramid are the cli&fté/ithin all this

complex infrastructure we need to take special care of copyrights issuaxjtiako account

the legal provisions of the international aBairopean framework.

8 Johnston, The 6 layer Cloud computing stack, available at: http://samj.net/2008/09/taxonomy-6-layer-cloud-
computing-stack.html [Accessed 6 October 2010].
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Clients

Services

Applications

Platform

Storage

Infrastructure

Figure2: Layers in the cloud computing infrastructure

la Oy 06S aSSy Ay (KS FA3IdNBE |02@0S> aaiz2Nr 3Sé

in a typical Cloud computing infrastructure. Within lau@ computing environment there are

different kinds of databases. They all have unique features which allow them to serve cloud
O2YLMziAy3a LI AOFGA2yad az2al 2F GKS&AS RIGFEOFAS:
SYGANRBYYSyYy(Gaé Y SDhawdymimhekobserve inyhulthldAgcatiorss.

For this reasonwe considerit important to provide an analysis of the relevant intellectual
property issues regarding databases within OPTIMIS.

4.4.2.6.1.2 Databases within OPTIMIS

OPTIMIS providder a specialiust framework?*® More precisely, this consists of a reputation

based framework which establishes a reputation rank by collecting statastid other data

concerning the reliability of the cloud providers using OPTIMIS. The data are stored-in dat
basesaS | OK LINP GARSNE NB3IFNRfSaa 6KSGKSNI Lt 2NJ {tc
which enable both SPs and IPs to perform a risk assessment when receiving offers from other
OPTIMIS enabled stakeholdeihen receiving an offer from another providerR(®r IP) a

cloud provider will look for information in his historical database in order to verify the e

LISOGSR AyidSaNadGe 2F | LINRPJARSNDAE P'Indbe dabirsed SS& 6 A
of time, these databases become more and more valuabliéocloud provideras hey con-

tain useful information about previous collaborations with other cloud providers. The more

reliable the contractual partners of an IP and SP are, the more end users will trust a aeud pr

vider providing this information toik individual customer. Thus, it is not too much to say that

the historical databases created by an IP or SP constitute one of the main assets in OPTIMIS

once they are established and provided with the relevant information. Ha@ioggnigd the

importance of the databases for the cloud providers using OPTIMIS, it becomes clear that

copyright protection is desirable for several reasons. In the first place, it prevents other cloud

2% jackson, Cloud computing leaving relational databases behind, available at:
http://gcn.com/Articles/2008/09/19/Cloud-computing-leaving-relational-databases-behind.aspx [Accessed 6 October
2010].

20 OPTIMIS Requirement Analysis D.1.1.1.1 p. 28.
1 Annex |, DoW, p. 25
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LINE ARSNE FNRY fS3Ilffe dzZAAy3a GKS caheyidndhed 2F GK
second place, the owner of a database is able to license the content or parts of the cwftent

the database to another cloud provider without running the risk oawthorised reprodic-

tions or making available to the public by the licenSepyright law therefore gives the owner

of the database the necessary legal protection for paiential exploitation.

However, it is questionable whether databases containing information about the reliability of
the various cloud providers which have begreviously usedall under the scope of the Dat
base Directive. One could argue that saatollection of data does not constitute a substantial
investment in the obtaining of the contents of that databasece the data will be collected
automaticallyby the OPTIMIS risk assessment compon&fits.

Below we describe the historical databaseithin the OPTIMIS risk assessment components
from both a service proder and infrastructure provider standpoint.

4.4.2.6.1.2.1 Service Provider

From a Service Provider standpoitite Risk Assessor component within the Service Provider

retrieves historical SLA data from the historical database to estimate the risk of the offer from

0KS Ly 7¥NI &aid NHzO G dzNBis alloM® tieASBradd Rraviddr fo Viewljtrazzisk factor

asKS NBftAlFOAfAGE SadAYIFIGSa F2NJ LYFNF adNHzOG dzZNB ¢
historical databasé®

It is envisaged that the Service Provider will create a list of Infrastructure Providers that will be
contacted for quotes. It can operata & number of modes, for example by returning a list of
Infrastructure providers who have offered similar SLAs in the past. This is achieved thanks to

the historical database together with the other components (See figure no. 3 b&lbw).

The information sttt B8R Ay GKS KA&aG2NAROFE RIGIOIFIAS AdSd (K
(offers accepted, rejected, service failures, etc.) is a key asset for the risk assessm&ht tool.

Risk
Inventory

Risk Provider
Assessor Assessor

Confidence Service

Historical
Database

Figure3: Historical Database withintte Service Provider Risk Assessment compon&fits

22 OPTIMIS Arquitecture Design Document D1.2.1.1 at p. 27.

2D, 1.2.1.1. atp. 27

%D, 1.2.1.1 at pp. 27-28

25D, 1.2.1.1 at pp. 27-28

% Graphic taken from Architecture Design Document D1.2.1.1 p. 27.
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The historical database contains a compilation of statistics data relating to previous, effers
the Service Deploymer®ptimisSNJ 6 { 5h0 YI 1S&a dzAS 2F (KS WO2y TFAIl
assesstheriskfatheLt Q& 3ISYSNI SR 2FFSNR dAAy3I (GKS NRral |

4.4.2.6.1.2.2 Infrastructure Provider

In the same vein, depending on the risk models to be developed in the context of the project,
the Infrastructure Provider will have a similar historical database fopvits risk assessment
prior to making an offer and during service operation. The following graphic illustrates the risk
architectural components for the infrastructure provider and shows where the historical dat
bases are located within this infrastructuf&.

Risk
Inventory

Risk
Assessor

Monitoring

Consultant
Service

Database

Figure4: Historical Database within the Infrastructure Provider Risk Assessment comporights

The historical database at the Infrastructure Provider level contains valuable information to

perform a risk assesnent ained at increasing the performance and quality of an IP. The image

above depicts all the components which use the historical database to process the rigk asses

ment. The Consultant Service for instangtljses the historical database to producesstics

and supports the risk assessor in order to estimate the risks. The Consultant Service uses a
datamining mechanism to build these statistics including static and dynamic information

Fo2dzi GKS LtQa NBaz2dz2NOSa |y Rorklaa8, sygend Quiage® LIS NI (0 A 2
GSYLR2NINE LISNF2NXIYyOS aK2NIF3ASasx Y2yAUu2NBR ySi
information concerning number of services to operate. In addition, the monitoring component

uses monitored data to determine bottlenecksy GG KS Lt Q&° Ay FNI & (G NHzO G dzNB

#7Dp, 1.2.1.1 at pp. 27-28
28D, 1.2.1.1 at pp. 28-29.
¥ Graphic taken from Architecture Design Document D1.2.1.1 p. 29.
#0p. 1.2.1.1 at pp. 28-29.
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4.4.2.6.1.3 Legal issues involved within the Cloud computing accessible databases

The database right can be perceived as both an opportunity to ensure property rights for a
number of enterprises involveandalso as a potential legal obsta that may stop the further
exploitation of Cloud computing business activitiesr this reason, we expound below the
most relevant legal issues relevant for this discussion.

4.4.2.6.1.3.1.1.1 The Definition of a Database
From the outset, it is important to assess whethbe historical databases in the OPTIMIS a
chitecture fall under the definition of a databaae withinthe scope of the Database Directive.

Article 1 of the Database Directive states:
1. This Directive concerns the legal protection of databases in any form.

2. C2NJ GKS LlzN1Xl2asS 2F GKAa S5ANBOGA®BS>ET WRIGFolFasSQ
pendent works, data or other materials arranged in a systematic or methodical
way and individually accessible by electronic or other means.

3. Protection under this Directive shalbt apply to computer programs used in the
making or operation of databases accessible by electronic means.

As can be seen the scope of the definition of a database in the scope of the Database Directive
is very broad and it is intended to be that way sot@ embrace different kirslof database$*

The term database include literary, artistic, musical or other collections of works or collections
of other materials such as texts, sound, images, numbers, facts, and data which are systemat
cally or methodicajl arranged and which can be individually accessed by electronic or other
means>* It follows that nearly every database within a Cloud computicgnario including

the abovementioned historical databases fall under the scope of the legal definition deArtic

1 of the Database Directive. Thiglige to the reason thahistorical databases in OPTIMISi€o

tain static and dynamic dat& necessary to estimate risks such as previous SLA transactions
(offers accepted, rejected, etc.) This informatignseparable f’im one another without their
Oz2yiaSyida oSAy3a IFFSOGSR IyR GKSNBT2NBE | NB NB3
meaning of Art. 1 (2) of the Database Directive. Classification of the datalsasequires that

the independent materials must be systatitally or methodically arranged and individually
accessible y electronicmeanswhich clearly seems to be the case within the OPTIMIS histor

cal databases.

4.4.2.6.1.3.1.1.2 Legal Conditions for their protection

Il OO2NRAY3A (G2 ! NIAOES 1 odm s shall frovife-far b ightioS 5 A NB O
the maker of a database which shows that there has been qualitatively and/or quantitatively a
substantial investment in either the obtaining, verification or presentation of the contents of

0KFG RIP*ilIorasSéo

The Databas®irective does not provide a real definition of the term investment, however

Recital 7 and 40 of the Directive provide further guidance regarding the sort of investment

2! Derclaye, The Legal Protection of Databases: A comparative analysis, 2008, p. 54.
242 Recital 17 of the Database Directive.
% Annex 1, DoW at p. 111

24 Article 7.1 of the Database Directive.
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which can be not only measured in terms of financial resources but also in humanaesour
technical equipment, time, effort and energy.

It can thereforebe distinguishednto three types of investment: financial, material or human.

Financi

al investmenti.e. how much money the maker of the database has spent. Material

investment,for ingance technical equipment to build up the database such as hardware i
frastrudure. HUmaninvestment,for example how much time, effort and energy has been i

vested

in the creation of the databa$¥.

4.4.2.6.1.3.1.1.3 Object of the investment
The investment established intA7 of the Database Directive must be directedvirdsthe

obtaining, verifying and presenting the contents of the database.

a)

b)

Obtaining:¢ KS GSNY 20GFAyAy3 Of SINI& NBTSNE
@ ONB I (i A 2,\4s this2hBis b&eh alaely ruled by the European Court of Justice

g2

g

(ECH"aGKS NBaz2dzNDOSa dzaSR (2 4881 2dzia-SEA&GAY:

tabase, and not to the resources used for the creation as such of independentimater
| f %4 ©abining the term obtaining within # context of the OPTIMIS project is of
paramount importance since this will determine whether databases fall within scope
of the Database Directive or not.

Verifying: The verification of the contents of a database can be done at the moment of
its initial geation or in the case of eline databases this can be done afterdsin or-
der to check the veracity of the information in a regular baSis.

Presenting: Presenting the contents of a database refers to the way the compilation of
data is showed to the use. That is, the presentation of the contents of a database is
GKS NBadz § 27 *0A¢S coddiay,NiRlso inklybiés $he Artar@&rent of
the database and whether this arrangement involves intellectual creaéisihis
would represent a quatitive investment in the presentation of the databaseé.

4.4.2.6.1.3.1.1.4 Rights and Infringement
Article 7.1 of the Database Directive provides a right for the maker of a database to prevent

extracti
base®?

on and/or reutilisation of the whole or a substantial part of the contendtf a daa-

I NIAOES ToH 610 RSTFAySilis 6 KSYOSNNATHEEABROGIAZY O

25 Recital

7 and 40 of the Database Directive.

8 Derclaye, The Legal Protection of Databases: A comparative analysis, p. 73.

7 See for example C-46/02 Fixtures Marketing Ltd. v. Oy Veikkaus at [10], [11], [42] and [44],, see also C-444/02 Fix-
tures Marketing Ltd v. OPAP at [40]

248

C-338/02 Fixtures Marketing Ltd v. AB Svenska Spel at [24], For more information see Derclaye, The Legal Protec-

tion of Databases, Cheltenham, 2008, pp. 92-93.

2% Daviso

n, The Legal Protection of Databases, p. 86.

%0 virtanen, Database rights in safe European home: the path to more rigorous protection of information, pp. 231-232.

%1 Daviso

n, The Legal Protection of Databases, p. 84.

22 Article 7.1 of the Database Directive.
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(a) 'extraction” shall mean the permanent or temporary transfer of all or a snbsta
tial part of the contents of a database to another medium by any mearia any
form;

(b) 're-utilisation™ shall mean any form of making available to the public all oba su
stantial part of the contents of a database by the distribution of copies, by renting,
by ortline or other forms of transmission.

Furthermore, Article 7.States:

The repeated and systematic extraction and/orutilisation of insubstantial parts of
the contents of the database implying acts which conflict with a normal exploitation
of that database or which unreasonably prejudice the legitimate interestthef
maker of the database shall not be permitted.

In this respect, worthy to mention is a rather recent ruling of the European Court of Justice in
the Directmediacasé™ submitted at the end of 2008vhich foresees a rather optimistic pan
rama for databasewners. In this case the EC¥beoadened the scope of protection by ixa

ing clear the sort of acts which constitute infringementtaf database right>*

Below we will further expound this case as it might be very relevant for OPTIMIS:

TheDirectmediacaS 61 4 O2y OSNY SR gA0GK (GKS AYyFNAYy3IAy3d | O
adatabase created by a German university professor which included details of the most impo

tant poems between the years 1730 and 1900 in the eyes and judgment of the préfassor

together with a team of academics in the University of Freilititg.

The database was different to that in tiBritish Horserace Board (BHB) v. Williamathidl Fix-

ture Marketing® O aSa 06a4S8SS 06S8St2¢ Ay GKS F2ft2é6Aay3 &SSO
existrdé YIFOGSNAIE a 2LIRaSR (2 0GKS 2yS Ay GKS .|
created or obtained was out of question as the poems could be found by anybody in different

texts of literature. The creation of the database clearly represented a sulistamtestment in

terms of effort and time since 1100 poems were chosen from a group of 20uBQty as a

reference the frequency they were cited in other publications including relevant information

from the author and title of the publicatigras well asan opening line and year of publication

of each poem. In addition, all the poems were statisticathgly®d and many poemsvere

categorisedn a standard form accordingly. The compilation of this database took 2 and a half

yearsto be completed and thestimated costs were around 35.000 Euros. All in all, it could be

%% ©.304/07 Directmedia GmbH v Albert-Ludwig Universitat Freiburg [ her ei nafter the ADirectmedia ca
http://curia.europa.eu/jurisp/cgibin/gettext.pl?lang=en&num=79918990C19070304&doc=T&ouvert=T&seance=ARRET
[Accessed 6 October 2010].

254

Nettleton, ECJ rulesonactsof Ae xt racti onfi t hat ,Computei Lavg& Secldty ReviesvsSE€SEWIi g h t
ER, p. 181.

% Ewan Nettleton, p. 182

% Ormsby Prentice, Extracting New Value from the Database Right i ECJ Decision in Directmedia Case available at:

http://newsweaver.ie/mop/e_article001294984.cfm?x=b11,0,w [Accessed 6 October 2010].

7 £-203/02 The British Horse-racing Board (BHB) Ltd v. William Hill Organization Ltd., (United Kingdom).
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confidently concluded that the database represented a substantial investment measured not
only in terms of money but considerable time, effort and human resoutes.

The alleged Defendant, Brotmedia Publishing argued that they had not taken substantial
parts of the database by the traditional means of copying and pasting but rather admitted to
having consulted the anthology of poems selected by the University of Freiburg and therefore
have ony included a number of entries from the University database of poems whiclstotal
856 poemg>*

Directmedia Publishing produced atthe end av¢ba GA Gt SR amnnn LR2Sya So
KI @S¢ GKSNBF2NB NBLINBaSydAy3a | f vagtkoiogy dfiyg= 2F (KS
ems clearly indicating the breach of extracting a substantial patteoflatabase.

The guestion whether the infringement constituted a substantial part was not an issue then
since 98% clearly indicates the majority of the contents of tatalase. Indeed, the Regional
German Court decided in famoof the German Professpindicating that the database right
was infringed. Nonetheless, when the case was brought to the second instance before the
Federal Court of Justice (Bundesgerichtshafpther question arose in the scope of the inte
LINBGFGA2Y 2F GKS AYyFNAY3IASYSyd FOG 2F GKS aSEG!
alleged defendant argued not to have copied but rather selected them and excluded a number
of poemswhichthey consiéred not to be relevant. In this situatipthe German Federal Court
chose to rise the following question to the E€&J
GOy GKS GNIXya¥SNI 2F RFEGEF FNRY it RIFIGFOlF&aS L
cle 7 (1) of [Directive 96/9/EC] and their incorporation idifferent datebase
constitute an extraction within the meaning of Article 7 (2) (a) of thatdire
tive even in the case where the transfer follows individual assessment+esul
ing from consultation of the database, or does extraction within the meaning
ofthh i LINPGA&AZ2Y LINBadzZIIRZ 885G KS 6LKeaAldtu O2|

¢KS 9/ W Ay GKS fA3IKG 2F GKS ! RG20F SmDSY SNI
ited interpretation suggested by the German court. In her opinion, the act of transcribing the
contents d a database after consultation is equal to the damage produce by copying itdy ele

tronic means and therefore prejudices the investment of the maker of the database under

similar circumstance®?

In this respect, the Advocate General judged the following:
GQSEGNI OGA2YQ 6AGKAY GKS YSFyAy3a 2F | NIAOES
LINBadzLlll2 aS (GKS O6LKeaAoOrto O2LRAYy3 2F REGFO L
within the meaning of Article 7 §3a) of the directive, it is imaterial whether
the transfe of data from a database protected in accordance with Article 7 (1)

%8 Ewan Nettleton, p. 182

% Ormsby Prentice, Extracting New Value from the Database Right i ECJ Decision in Directmedia Case available at:
http://newsweaver.ie/mop/e_article001294984.cfm?x=b11,0,w [Accessed 6 October 2010]..

%60 Nettleton, p. 183.
%61 C.304/07 Directmedia GmbH v Albert-Ludwig Universitat Freiburg at [21].
%2 Nettleton, p. 183.
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of the Directive and their incorporation in a different database takes plake fo
f26Ay3 AYRAGARIZ t FaasSaavySyida 2F GKS RIFGlF | F

The ECJ decision in tBerectmalia case can have a positive impact in the production ohédat
bases and their business. It may force competitors to create a database from scratch instead of
using a shortcut® The broad interpretation of the ECJ is relevant for fnetection of the
contert of those databases within the Cloyatovided the criteria of Article 7 are met.
442613115 4EA %#* S$AAEOEI T O AT A AEOOEIT AOGEI 1T AAOxAAT O
In the year 2004 the ECJ ruled four c&Sewhich may have direct impact in determining
whether the K A & G 2 N&A OF f RFEGFrolaSa 2NJ Iye 20KSNJ RFGlFotl
scope of the Database Directive. Each ruling in the four cases refers to similar facts and data in
the areas of football and horsecing. The countries involved were the Unit&ehgdom,
Finland, Greece and Swed&AThese decisions provide the fundamental guidelines in dete
mining the eligibility criteria for database protectiogsince it made a distinction between the
AYy@SaiyYSyd ONRGSNRAI Ay GKS WORNBAYW ARKE YF06 RIFAIYA
the other?®’
¢tKS RSOAaA2yada SaltlofAaKSR GKIG Ay@SadaySyd Ay i
list of events such as football fixtures and haraeing schedules, does not qualify for thdsu
stantial invesiment criteria stated in Article 7 (1) of the Database Directive. Therefore, the ECJ
denies the protection of those databaseserethe creator of which has invested only innge
erating the contained dat&?®
GCAYRAY3 | yR 02t t SO Afgomall fixtu lisRdo indt requiteA OK Y 1 S dzLJ
any particular effort on the part of the professional leagues. Those activities are ind
visibly linked to the creation of those data, in which the leagues participate directly
as those responsible for therganiation of football league fixtures. Obtaining the
contents ofa football fixture list thus does not require any investment independent
2F GKIFG NBIJdANBR F2NJ 6KS ONBY GAzy 2F GKS RFEGE Oz
The ECJ clearly establishes a differdmemveenthe terms ‘creating' and 'obtainingstressing
that the preparation of those football fixtures needs different groups of people (e.g. football
clubs, supporters association and police authoritiesptgani® the events and fixtures. In
addition, to create suchixXtures different factors are neededuch as making decisions to
avoid overlapping of matches, ett.

%63 ©.304/07 Directmedia GmbH v Albert-Ludwig Universitat Freiburg at [59].

%4 Ormsby Prentice, Extracting New Value from the Database Right i ECJ Decision in Directmedia Case, available at:

http://newsweaver.ie/mop/e_article001294984.cfm?x=b11,0,w [Accessed 6 October 2010].

%5 Fixtures Marketing Ltd v. Oy Veikkaus Ab C-46/02 (Finland), Fixtures Marketing Ltd v. AB Svenska Spel C-338/02
(Sweden), Fixtures Marketing Ltd v. OPAP Case C-444/02 (Greece), The British Horse-racing Board Ltd v. William Hill
Organization Ltd C-203/02 (United Kingdom).

%6 Eyropean Commission, DG Internal Market and Services Working Paper: First Evaluation of the Directive 96/9/EC on
the legal protection of databases, p. 13.

*"Gaster, fAObtinered of Data in the eyes of the ECdseracHow to inte

ing Board Ltd. Et al. V. William Hill Organisation Ltd., p. 135.
%8 Davison (2005), p. 113.

%9 Fixtures Marketing Ltd v Oy Veikkaus decision at [44].

210 |bid. at [10] and [11].
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Similarly to those football fixture cases the ECJ adopted an identical approach British
Horseracing Board (BHB) Ltd v. William Eidke:

& ¢ K SourdéSdeployed by BHB to establish, for the purposesr@dinisng
horse races, the date, the time, the place and/or name of the race, and the
horses running in it, represent an investment in tbeeation of materials
O2yilAYySR Ay &GS .1. RIGFIOolF&ASED
As a analogy, Databases within a Cloud computing scenario can be very complex amd signif
cant, containing diverse information for different purposes. For this reason it is relevant to
assess whether the data collected in the databases within the OPTIbti&eture are similar
to those databases created by sport fixtures.

4.4.2.6.1.3.1.1.6 Who owns the collection of data?

G GKS 2dziaSid AG Aa AYLRNIFYyG G2 YFE1S || RA&alGAY
database. The first is the person who made the actual daelaasl the latter is the person

who invested in the creation of such database.

l OO2NRAY3 (2 GKS 5FGFrolFasS 5ANBOGAGST GKS al dzi K
group of natural persons who created the database or, where the legislation dflémber

States so permits, the legal person designated as the-fighter by that legislatioA’*

¢KS WIHdziK2NR A& (KS LIS NEZPThatbisstke2persoh iR Ghargefols 6 2 NJ
preparing the structure and arranging the data of the database. Titleoa will enjoy the so

OFtf SR WY2NIf N Fdcananr righté’X OKS LINRdzBOZIND YRy a G KS
KFda ONBFGSR GK%E 62N] Ay |jdSaidArzyodé

¢KS WYI{SNR 2F GKS RIGlFIolraS Aa GKS LISNEZ2Y 6K2
ment in theobtaining, verifying or presenting the contents of the datahaseluding subco-

tractors in particular from the definition of makéf®

There may be several relationships and activities connected théhcreation of databases
within the OPTIMIS ahitecture, 1 KSNBEF2NB a22Ay il YI1Ay3aé o0& 2yS
and another taking the risk is possiBIé.

Last but not least, since database right is an assignable property right, it is also possible to
grant license rights and license schemes accorgfig|

4.4.2.6.1.3.1.1.7 Duration of the Database Right
The database protection lastor 15 years. Running from the date of completion of the making
of the database and expiring fifteen years from the first of January of the year following the

"' BHB decision at [80].

272 Article 4 of the Database Directive.

23 Bently, Intellectual Property Law, p. 115.
2™ Bently, Intellectual Property Law, p. 231.

% Bainbridge, Intellectual Property, Fourth Edition, p. 74.
?7® Recital 40 and 41 of the Database Directive.

277

Bently, Intellectual Property Law, p. 301.
8 Bently, Intellectual Property Law, p. 301.
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date of completior.”® In case alatabase is made available to the public in any form before
this period, the term of protection by that right shall expire fifteen years from the first ai-Jan
ary of the year following the date when the database was first available to the gtfblic.

Accordirg to Article 10 (3) of the Database Directigay substantial change, evaluated gual
tatively or quantitatively, to the contents of a database, including any substantial change r
sulting from the accumulation of successive additions, deletions or alb@sgtiwhich would
result in the database being considered to be a substantial new investment, evaluate@-qualit
tively or quantitatively, shall qualify the database resulting from that investment for its own
term of protection?®" Within the context of the hiwrical databases in OPTIMI8is means

that any substantial change in the obtaining, verification or presentation of the contents such
as updating of data, or corrections and deletions of old data may grant for another period of
15 years of protection.

4.4.2.6.2 Conclusion

Cloud computing infrastructure creates great challenge from both legal and technicas pbint
view. The different layers within the infrastructure pose a range of copyright issues which can
be classified in three main aspects.

Firstly, the OPMIS infrastructure envisages many computer programs and different applic
tions, which will allow users to execute their activities in a better fashion. In this respect, we
have to refer to Directive 91/250/EC on the legal protection of computer prograhesmiain
provisions of this directive need to be taken into consideration being the originality criteria a
general rule requirement in all expressions of the computer programs. Copyrights protection
starts automatically when the computer software has beeeated. It protectsthe source
code and the machine code against mere copying but does not protect the idea as sueh. Ther
fore, as long as the adaptations of the software developed are not trivial and a minimum of
creativity and originality is demonstratedhe computer programs developed during the
course of the project will enjoy copyright protection.

Secondly, copyright protection can bealy®d by taking into account the whole picture of a
Cloud computing environment. As we have seen there are mamydag a Cloud computing
infrastructure e.g. platform, storage capabilities, applications, etc. which are geographically
distributedin manydifferent places. In this sense, the way these layersoagani®ed and put
together will vary greatly from one Qld computing environment to another. It follows that
the way the OPTIMIS ehitecture expresssits infrastructure may give rise to copyrightopr
tection whether it shows a certain degree of creativity.

Thirdly, taking into account the digital networkedtuge of Cloud computingt is subject to
copyright infringementssince every time someone wants to send copyrighted material over
the network this may immediately result in electronic copying of the work. While there are
some legal exceptions for thes#uations it is advisable to acquire the consent of copyright

2% Article 10 (1) of the Database Directive.
8 Article 10 (2) of the Database Directive.
%81 Article 10 (3) of the Database Directive.
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owners so that the copyrighted works can be safely processed, copied and stored within the
Cloud?®

Finally, it is clear that Cloud computing needs storage capabilities. Within the Cloudatbere

many kinds of databases. They all have different features and components which allow them

to store different sors of data. In order to illustrate this situation in a better way, we have

made an analysis of one of the main assets of the prpjebich is the risk assessment tool

GKSNE GKS a2 OlFftfSR WKAAG2NAOIE REFEGIOF&ASAQ LI I ¢
The questiorof whether these databases falls under the scope of the definition given by the

Database Directive is undisputabl@ovided that the legal definibn is broad enough tont

clude any kind of databases. We have provided an analysis of the main provisions ofahe Dat

base Directive together with the most relevant cases in light of the ECJ decisions.

While the Database Directive provides protection foogh databases showing a qualitatively

and/or a quantitatively substantial investment in either the obtaining, verification or present

tion of the content of that database, and while tidrectmediacase expansithe scope of its

protection, the ECJ decisi®in theBHBand Football Fixturegases narrowed the interprat

tion of the term¥btainingQestablishing a differenceetweenthe termsWONB | G A Y B-Q | Yy R W2
Ay 3 Q coRdludirlg that data created does not qualify for the substantial investment criteria

stated in Article7 of the Database Directive.

This is a fundamental question that needs to be assessed case by case basis within the
databases of a Cloud computing environment. In order to illustrate this situation we eave d
scribed andanaly®d the workflow of data within the OPTIMIS risk assessment components
where data needs to be stored in the historical databases.

Ly (GKA& NBALISOGZI FNRBY | {SNBAOS t NPGARSNI LRAY
history with various Infrastructur€roviders (offers accepted, rejected, service failure, etc).

CKAA AYTF2NXIOGA2Yy gAff 0S 3ISYSNIGSR IThsis aid2NBR
envisagedasan automated process without human intervention. Therefore, we araivthe

conclusionthat data can be regardeds being created and not obtainedas this data will be

taken andanaly®d in the course of each transaction between the Service Provider and the

various Infrastructure Providers.

The same analysis is true in the databases witha Infrastructure Provider. We therefore
arrive at the conclusion that database protection in the scope of the Database Directive is hard
to achieve. Nevertheless, as they are part of the risk assessor components theyosiill
probablyenjoy copyright potection.

4.4.2.7 Summary

In this section we identified whether the Cloud computing accessible databases can
either copyrights and/or database rights also knownsas generigights, which aim at m-
G§SO0GAYy3 (GKS Ay@gSaidyYSyido 2NA @RS RR K-S | SAES
0KS Nxal FaasSaazN O2YLRySyda Ay htelLal({

282

See GRIDipedia, The European GRID Market Place available at: http://www.GRIDipedia.eu/GRIDipr.htm| [Accessed
7 October 2010].
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both SPs and IPs to perform a risk assessment when receiving offers from other O
enabled stakeholders.

On the one handin order to enjoy copyright protection, the decisive factor is the origing
criteria (i.e.) the way in which the author of the databases selects and arranges data.

other, in order to enjoy thesui generisight, the decisive factor is to showdt there has beer
a substantial investment in the obtaining, verifying and presenting the content of the

base. This assessment need to be done qualitatively and quantitatively. Another deaisi
G2NJ Aa (GKS g6Fe& (G4KS RI SIRéA & KAd BF ALYNPRXS 4 L
components, the historical databases widit enjoy thesui generigight. However, if the datz
Ada a200GFAYySRé Ay | gle GKFG Aa O2ffSO0S
right.

4.4.2.8 What OPTIMIS needsto do
In case OPTIMIS wish to obtain:

e Copyrights:In order to be eligible for copyright protection a certain degree ofio
nality in the way OPTIMIS databases select and arrange the data needs to be ao

For examplenew ways of indexing, queryirgystems, and clustering data can both imprg
the usability potential of a database and at the same time add a quota of originality. Diff
tools and applications, new ways of grouping documents into different categories (in
columns, etc and in fferent subjects and fields) coupled with the creativity of the autho
the database can both improve the performance of databases and provide the minirau
cessary criteria to obtain copyright protection. Therefore, it is advisable to add a ceda
gree of human intervention, as the creativity of the author is needed to comply with the
ginality criteria. If such requirements are not met i.e. if the given database consists
typical standard and routine selection and arrangement e.g. in alpliededrder then the
database would not obtain copyright protection.

e Sui generigight: In order to obtain thesui generisight, it is necessary to show the
is a substantial investment in obtaining, verifying and presenting the content o
database.In the same vein, it is therefore advisable to have a certain degreei-g
man intervention involved.

For examplehistorical databases within the risk assessment components could have $A¢
sibility to add human assistance during the operation of the@ldases in e.g. verifying whet
er the data is accurate and/or in presenting the content of the database. By doing t
could be argued that there is an investment measured in terms of effort, time and hu
resources in the way the data is verified gmésented in the database and as a corollary
obtains thesui generisight. (unsure of desired meaning)

Ly FRRAGAZYS +a (2 &a2t@Ay3 GKS jdz8aidA 2y
MIS could do is devise a legal and economic straieg@yrcumvent this. For instance, as f
the historical databases within the Risk Assessor Components, concerns are takemin
AARSNI GA2Y (KFdG GKS aGaKAAG2NAROIE RIEGEOGL

hand, data could be kept secretittv all necessary measures of access control in each-(
base. On the other, another database which is a mirror of the historical databases co
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ONBIGSR AY I osle& GKFG KdzYlry NBazdND3a
way 2%
Results

As a result, taking into account that databases play an important role in a Cloud com
environment and as these databases e.g. historical databases in OPTIMIS become m
more valuable to the cloud provider as they contain useful informatiooualprevious col-
borations with other cloud providers, clarifying these copyright issues as well as acces;
and the use of the given databases is a must.

In addition, if thesui generigight is achieved, it will enable the owner of the databaséave
a legal protection against the unauthorised acts of copying and distribution to the public
then being able to license the whole or parts of the content of the database to another
provider.

4.5 Analysis of Green Legislation relevant to OPTIIgI

4.5.1 Introduction

Rising global warming, increased energy costs and its-sgoigomic implications have miet
vated the OPTIMIS project @ptimise the consumption of electricity and to reduce the LO
(carbon) emissions.

According to the European Parliamensodution of 4 February 2009 on the challenge of e

ergy efficiency through information and communication technologtee ICT sector repr

sents about 2% of the current global CO2 emissfttiEhe ICT industry in comparison to other

industry sectors togetheawith the research community has potentially the ability ahd tools

to reduce its direct CO2 output anblerefore one of the main objectives of the OPTIMI®-pr

ject is to help to achieve this goal. Governments are struggling to find a sohuitiow to

reduce CO2 emissions and many ideas to enforce thie haen submitted ¢ KS WOl Nb 2y
F220LINAYGQ 6KAOK Aa GKS | Yagdnfslion préduc8sNsSSc8ly K 2 dza S 3
lated by the assessmeinf the total energy usagencluding all components dhe organis-

GA2YyQa 2LISNIGA2Y GKAOK O2yapmpdts.Ll2 6 SN 2 NJ ISy SNI i

We acknowledge that the ICT industry in comparison to other industry sectors has potentially
the ability to reduce its direct CO2 output and reduce energy cdstss. is peicular relevant
to the business sector not only for ecological reasons but mainly economical. That isj-as bus
nesses are using a lot of energy in their datacentres this is also ctistimga lot money. In
addition, the new concept of corporate socialsponsibility has switched ta rather more

8 gSee for instance Davison/Hugenholtz, Football fixtures, horse races and spin-off: The ECJ domesticates the data-
base right, EIPR, 2005, 27, pp.113-118

284 Recital G of the European Parliament resolution of 4 February 2009 on the challenge of energy efficiency through
information and communication technologies, available at:
<URL:http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P6-TA-2009-
0044+0+DOC+XML+VO//EN> [Accessed 29 August 2010].

85 For a thorough global assessment of strategic opportunities for information and communication technology solutions

that can help speed the reduction of CO2 emissions see: Buttazzoni, WWF Sweden Report, AThe potenti al
reduction from I CT use: ldentifying and assessing2008pe opportunif
1-109.
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environmernal responsibility. Company managers and other stakeholders prefer to deal with
those companies which are in line with thokmal issues involved. Therefepmne of the main
objectives of OPTIMIS ishelp to achieve this goaFror thesereasons, he EU and its Member
States are struggling to find a solution and many ideas to enforce this have been submitted.

According to a communication from the Commission to the European Parliament, The Council,
The Eropean Economic and Social Committee and the Committee of the Regions, addressing
the challenge of energy through Information and Communication Techno|dg®® is a top
priority to develop a sustainable integrated European climate and energy polikaga to

guide the EU towards a competitive and secure economy while promoting energy savings and
climatefriendly energy sources. Current trends are unsustainable as it is forésatthere

will be a rise of 25% of the final energy consumption in thebgUhe end of 2012 if nothing

were to change. This means th&ie European policy of economic growth needs to transform
into a lowcarbon and high energgfficiency economy and detached from energy conpum
tion. %

Within the OPTIMIS project life cycle, ookthe main components which playn key role as

FINI LA GKS K2t S Ay TNI &l Ntizd dedasl® 0O A yFO SHNGY 465S NBNEK =
sider all the servers installed around the world including all their energy consumption together

with their necesary infrastructure such aeir cooling system, uninterruptable power supply,

etc. it canbe estimated that worldwide energy consumption by servers rose from 58 billion

KWh in 2000 to 123 billion KWh in 2005. These figures reflect about 1% of the tatahtoi

energy consumption in the worfd’

4.5.2 The United Nations Framework Convention on Climate Change

The United Nations Framework Convention on Climate Change (UNFCCC) was adopted in New
York on $h May 1992. The mainyspose was to gradually stabaigreanhouse g@s emissions

in a way conveniento the promotion ofsustainable development in a cooperative ang-su

portive open international economic systeffi. The UNFCCC entered into force on 21 March
1994. Currently, 196 States have ratified the Conventioludtieg all the EU Member Stat&S.

The ConventiorcategoriS a O2dzy  NAS& 02NJ at F NIAS&as¢o dF1Ay3 A
Annex | contain a list of the industrg®iR O2 dzy A NASA oOdat I NIAS&A£0d ¢KS
Member States which committeto reduce their level of CO2 emissidis.

28 Communication from the Commission to the European Parliament, the Council, the European Economic and Social
Committee and the Committee of the Regions, Addressing the challenge of energy efficiency through Information and
Communication technologies, Brussels, 13.5.20087 COM(2008) 241 final, p. 2.

87 Federal Ministry for the Environment, Nature Conservation and Nuclear Safety (BMU),, AEner gy Déid fi ci ency
centres, Best Practice Examples f ROO8np6EuUrope, the USA and ASI Ao,

88 Generalitat de Catalunya, Climate Change Website, The United Nations Framework Convention on Climate Change,

available at:
<URL.:http://www20.gencat.cat/portal/site/canviclimatic/menuitem.75e3e8b36ded92ae9b85ea75b0c0elal/?vgnextoid=5
5f884a0883d7210VgnVCM1000008d0cle0aRCRD&vgnextchannel=55f884a0883d7210VgnVYCM1000008d0cle0aRCR
D&vagnextfmt=default&newlLang=en_GB> [Accessed 29 August 2010].

*Generalitat de Catalunya available at:
<URL:http://www20.gencat.cat/portal/site/canviclimatic/menuitem.c4833b494d44967f9b85ea75b0cOelal/?vgnextoid=2
b748420883d7210VgnVCM1000008d0cle0aRCRD&vgnextchannel=2b7484a0883d7210VgnVCM1000008d0cle0aRC
RD&vgnextfmt=default> [Accessed 29 August 2010].

20 pid.
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4.5.3 The Kyoto Protocol

The first international relevant piece of legislation is the so called Kyoto Protocol which-const
tutes a landmark in terms of climate change legislation. In December 1997 members of the
United Nations gathered in Kyoto to seek a global agreement on how to deal with the amplic
tions of the rise of CO2 emissions and which steps are necessary to reduce it. As caxbon dio
ide is gas produced through the burning of the main energy sources for mogtepe the

world such as wood, coal and hydrocarbons mostly producdddustriali€d countries the

Kyoto Protocol seeks a balance betwedose developed or industriaksl countries which
produces more carbon emissions and developing countries whintiuges less carbon emi

sions This ign order to promote economic graily with the provision and commitment that
they will face restrictions in the near futufé:

The most important feature of the Kyoto Protocol is that it establishes binding targets for 37
industrialied countries, including the European Community, for lowering greenhouse gas
(GHG) emissions. This is due to the reason that developed countries are mostly responsible for
the actual level of GHG emissions as a consequence of their industivatya"

4.5.4 OECD GuidelinesRecommendation of the Council on Information and Commun
cation Technologies and the Environment

The Organistion for Economic Goperation and Development (OECD) is a forum of 3(hcou

tries”® which cooperate together to find solians and exploit opportunitiesyhile addressing

economic, social andogernance challenges of globaligon ?**

¢F1Ay3a AyihGz | 002dzyd GKIFIG GKS h9/5 FAY&A G 0dzAf
2Y8¢3S YR da AYRAOI G4§SR niGfeeniGodtiispeyial effortS &kl | £ 5 S Of
international cooperation are essential for the development of clean technology including
NBAYTFT2NOSYSYG 2F INBSY LYF2NXNIOGA2Y [ 2YYdzyAOF GA
focuses on governmental policy and envinoental performance, including the raisimd pub-

lic awareness, the improvement of business performancetaedhange of consumer bekia

ior.

The OECD Guidelines have established a check list of principles which provide Members states
a general framework foenhancing the contribution of information and communicationttec
nologies to improving environmental performance.

1 Global warming, Global warming: Kyoto and its implications, available at:

<URL:http://earthquide.ucsd.edu/globalchange/global warming/02.htmlI> [Accessed 25 July 2010].

292

UNFCCC, Kyoto Protocol, available at: <URL:http://unfccc.int/kyoto protocol/items/2830.php> [Accessed 29 August
2010].

293

Current OECD countries are: Australia, Austria, Belgium, Canada, Chile, Czech Republic, Denmark, Finland, France,
Germany, Greece, Hungary, Iceland, Ireland, Italy, Japan, Korea, Luxembourg, Mexico, the Netherlands, New Zealand,
Norway, Poland, Portugal, Slovak Republic, Slovenia, Spain, Sweden, Switzerland, Turkey, United Kingdom, United
States. For more information see:

<URL:http://www.oecd.org/pages/0,3417.en_36734052 36761800 1 1 1 1 1,00.html> [Accessed 29 August 2010].

2% The OECD brochure available at:
<URL:http://www.oecd.org/pages/0,3417,en_36734052 36734103 1 1 1 1 1,00.html> [Accessed 29 August 2010].

2% Declaration on Green Growth (C/MIN(2009)5/ADD1/FINAL) adopted at the Council Meeting at Ministerial level on 25
June 2009.
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http://www.oecd.org/country/0,3377,en_33873108_33873360_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873376_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873402_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873421_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873438_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873476_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873500_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873516_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873539_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873555_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873574_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873610_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873626_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873658_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873681_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873739_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873764_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873781_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_38910029_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873806_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873822_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873838_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873854_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873870_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873886_1_1_1_1_1,00.html
http://www.oecd.org/country/0,3377,en_33873108_33873886_1_1_1_1_1,00.html
http://www.oecd.org/pages/0,3417,en_36734052_36761800_1_1_1_1_1,00.html
http://www.oecd.org/pages/0,3417,en_36734052_36734103_1_1_1_1_1,00.html
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The OECD Guidelines recommend to coordinate ICT policies in conjunction to climate, env
ronment and energy policies in order to improve eowmimental performance, sustainable
resource management, tackle climate change and enhance energy effictnsyaiming at
bridgingtogetherall the stake holders including policy makers and other experts in the field of
ICT, climate, energy and environmgif

The OECD Guidelines support research and innovation in green technologies and services b

Ay3a 2yS 2F (GKS 1Se@ NBO2YYSYRIF (A2 ysEoudsBip®tdl yi (2
longterm basic research, and where possible stimulate research andlafeuent in -
sourceSTFFAOASYG L/ ¢a FyR aGaYlNIé& | LlLdeut@dltdxA 2ya F2
incentives or carbon offset mechanisms, and encourage-REA BSy Ay 20 GA2Yy XEé

Recital 6 of the OECD Guidelines establishes that Members should egedwat practice
mechanisms as follows:
GaSYOSNR akKzdzZ R S yifgoibedt @abticds onaxinesRS & K I NJ
0KS RAFTTFdzAAZY 27T 3IadBd/applicatibrs intthg publid a Y NI é L/ ¢
and private sector, including governments, businesses, civiétyoand e-
gional and internationabrganistions. They should exchange information
and good practices on how to ensure data protection, security and privacy in
& a Y I NEréabled applications. They should themselves share good pra
tices in measuring ecamic and social environmental impacts of ICTs and
ICTFenabled applications. Finally, they should use these principles to review
and collect information on national policies and initiatives and exchamnge i
F2NXYIGAZ2Yy 2y LBt A0e RSOSt2LSyiléo

4.5.5 European Policy

The EU was part of many climate change initiatives, starting in 1991 with its first Community
strategy to restrict carbon dioxide emissigmallowed by the signature of the Kyoto Protocol

on 29 April 1998. By the end of May 2002, all EU member states d¢tadrto the ambitious

plan of reducing CO2 emissions by 8% between 2008 and 2012 with respect to the baseline in
the year 199G

For this reason, the EU has taken several strict measures in order to accomplish this plan which
lies in the European Climathange Programme and the EU greenhouse gas emissions trading

scheme®® By the end of 2008, the EU implemented an Integrated Climate Change and Energy

%% Recital 1 of the OECD Recommendation of the Council on Information and Communication Technologies and the
Environment, 8 April 2010, C(2010) 61, available at:

<URL:http://webnet.oecd.org/oecdacts/Instruments/ShowlnstrumentView.aspx?InstrumentID=259&L ang=en&Book=Fals
e> [Accessed 29 August 2010].

27 |bid at Recital 3.

28 pid at Recital 6.

% Generalitat de Catalunya, European Policy, available at:

<URL:http://www?20.gencat.cat/portal/site/canviclimatic/menuitem.daafef89898de25e9b85ea75b0c0el1al/?vgnextoid=e6
€11df5e87d6210VgnVCM1000008d0cle0aRCRD&vgnextchannel=e6e11df5e87d6210VgnVCM1000008d0cle0aRCRD
&vgnextfmt=default&newlLang=en GB> [Accessed 29 August 2010].

3% 1bid.
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Policy aiming at reducing 20% of energy consumption through energy efficiency mechanisms
and lowering greehouse gas emissions by 20% (and to 30 % when international agreements
take place)™

4.5.6 The European Union Greenhouse Gas Emission Trading System (EU ETS)

The EU Greenhouse Gas Emission Trading System (EU ETS) is based on Directive 2003/87/EC,
which entered mto force on 25 October 2003. This Directive is well suitethe United M-

tions Framework Convention on Climate Change and the Kyoto Prétdtolanuary 2005 the

EU ETS started to operate as the biggest rooltintry, multisector Greenhouse Gas Enissi

Trading System worldiide. The EU ETS system places a Central Administration at EU level
GKAOK Aa Ay OKIFNHS 2F OKSO1Ay3d SIOK (N&yal OGA 2,
i A 2 y*© Indraef to keepa close track of the ownership of the allowees traded in the EU

ETS ussthe same procesas thatof a bank which keeps track of the ownership of mofféy.

The EU ETS is the first international trading system for CO2 emissions with coverage of more
than 10.000 installations in the energy and indiatfield. All in all, it covers almost 50% of
9dzNR LISQa OIF P2y SYrAdaarzyao

The EU ETS established a trading currency scheme based on emission allowances. According to

I NLAOES o 6F0 2F GKS 9! 9¢{ S5ANBOGAGScaWwl tt26l Yy
bon dioxide equivalent during a specified period, which shall be valid only for the purposes of

meeting the requirements of this Directive and shall be transferable in accordance with the

LINE A aAz2ya 2°%0né &lawancd dqials Gné fos 62 .e. the right holder of

one allowance has the right to emit one tone of carbon. In order to implement this at national

level, EU member states must design a so called National Allocation Plan (NAP) for @ach tra

ing period under the ETS scheme. Withi S| OK b!t GKSNB A& I mfiAYAdG 2N
ber of allowances granted. This system creates a limited number of allowances which can be
tradable in the market. For instance, companies which manage to keep their carbon emissions

below the level ohllowances can sell their surplus of allowances thus economically profit from

them. Conversely, companies using their carbon allowances to the limit will need to purchase

more allowances or take any other measures to reduce their carbon emissitts asnved-

ing in new energy efficient technology or using less cafibtensive sources of energy. @e

panies may choose one or combine the best economical and ecological mech@isms.

The allowance system operates in a way that each member state has to prapaungublish,
under the terms of the Emission Trading Directive, a NAP for each period. Currently we are in

31 |bid.
302 Recital 22 of Directive 2003/87/EC.

%3 European Commission, Community Transaction Log, available at: <URL: http://ec.europa.eu/environment/ets/>
[Accessed 29 August 2010].

% European Commission, Emission Trading System, available at:
<URL:http://ec.europa.eu/environment/climat/emission/index_en.htm> [Accessed 29 August 2010].

5 MEMO/06/452, Brussels, Nov. 2006, Questions and Answers on Emissions Trading and National Allocation Plans for
2008 to 2012, p.1.

%% Article 3 (a) of the EU ETS Directive.
7 MEMO/06/452, Brussels, Nov. 2006, p.1.
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the 20082012 period, therefore as indicated there is a limited number of allowances in the

market 3%

The way of assessing the allocation plans isteel to the Kyoto Protocol and each Member
{GraSQa yvYeza2 GFNBSGP® ¢KS 9dz2NRPLISFY [/ 2YYAadaAzy
based on 12 criteria set in Annex Il of the Emission Trading Directive. Within the scope of the
preparation of the NARnember states can use any of the Kyoto mechanisms to buy emission

credits through any of the international emission trading systéts.

4.5.7 European Parliament Resolution of 4 February 2009 on the challenge of energy

efficiency through information and communications technologies
The European Parliament resolution of 4 February 2009 on the challenge of energy efficiency
GKNRdAK AYyF2NXIGAZ2Y YR O2YYdzy A O (A 2amséatSOKy 2f 2
increasing awareness for ameliorating energy efficgeimcthe EU by acknowledging thena-
portance of ICTs in meeting this objectie.

The Resolution calls on the Commission and Member States to commit to increase awareness
OF2N) Ayaidl yO0OS (KNRdJAK RSY2yailiN}GAZ2y gedsBy2SOGavz
efficiency in the EU economy and as driving forces behind increased productivity and growth

YR 02&d NBRdzOGAZ2ya GKFG YFE1S F2NJ O2YLISGAGA DSy
jdzt t AGE 2F tAFTSEé O

Even though the Resolution is not a legallydimg documentit is very relevant as it makes the

topic of ICT and its influence in combating and adjusting to climate change one of the-top pr

oritiesin the forthcoming Council Presidenci&s.

Furthermore,it calls on the Commission and the Member Ssate take energy efficienta
tions from a holistic point of view i.e. taking into account not only technical components sep
rately but the entire systems including those necessary legislative chafiges.

The Resolution also encourages Member States to gidwemiuce CO2 emissions through the
implementation of green strategies based on the use of ITs andCirs] urgeshem to de-
velop an action plan to decrease the consumption of energy through further use of green pr
curement and ICT solutions for the pigbsector™®

8 |bid at p.2.
%9 |pid at p.2.

%1% European Parliament resolution of 4 February 2009 on the challenge of energy efficiency through information and
communication technologies, available at: http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-
[[EP/ITEXT+TA+P6-TA-2009-0044+0+DOC+XML+VO//EN [Accessed July 8 2009].

311

Joint Parliament Meeting, Towards a European Energy Community for the 21% Century?, European Parliament
Brussels, June 2010, p. 3.

12 Numeral 1 of the Resolution.
%13 Numeral 2 of the Resolution.
%14 Numeral 3 of the Resolution.
%1% Numeral 4 of the Resolution.

316 Numeral 5 of the Resolution.
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The Resolution put emphasis on lowering carbon emission and encourages the promotion of
FTAYIYOALE AyOSyiAa@dSa F2N BRPNIOSRAREWROEKyasgar
KSt LA aiG2 NBRdzOS SySNHe& f 2 &arSther préblemismSnajarA T & A y 3
SySNHe& Ay ¥FNI &aidNUzOG dzNB & ¢ o

In addition, calls on the Member States to facilitate new business models, specially within the

energy market, and the economy as a whole, in connection with electronic trading in energy,

through the ailities and potential of ICTS?

Generally speaking, the Resolution mentions the implementation of new technologies in a

range of different sectors such as the automotive industry, construction of buildings, ete. Rel

vant for the OPTIMIS project is Numke2®b which encourages the ICT industry in loweiiag
GOFNDb2Yy TF220LINAYy G o6& O2YLX eAy3d gA0K GKS KAIKSaA
SYGANS LINRPRdAzOG tAFTSO&O0f SAXNBO2YYSYRasx TFdz2NIKSNE
that consume theleas Sy 8NB & ¢ @

Finally, the Resolution calls on the Commission and the Member States to improve thee regul

tion framework in a rather more supportive affidvourableway for a better access to finance

of SMEswhich can play a key role in implementing4&iEedsolution for energy efficienci°

4.5.8 Directive 2005/32/EC on the eatesign of Energyusing Products (EuP)

The EcoDesign of Energy using Products (EuP) Directive (2005732[B€Einafter the
EcoDesign Directive] was adopted on 11 August 2005 and was egteéacembrace Energy
related Products (ErP) on 20 November 2009 (2009/125/EC). The aim of this Directive is to
decrease the environmental impact of a wide range of energy using products all the way
through their life cycled? It sets up a framework for théackground of the Community
ecodesign requirements for energysing products (EuPaiming at ensuring the free mev

ment of those products within the EU internal market.

The scope of the EcoDesign Directive is very broadimsudes products that useny kind of
energy inter alia electricity, fossil fuels or renewable energy sources including products used
for generation, transfer and measurement of ener.

The EcoDesign Directive contains 19 different sections for a wide variety of devices. Section 7
NE3IdzA  6S&8 GKS GSEGSNYIft LI26SN) adzllLd ASaé¢d ¢KS LI
environment by forcing the manufacturers of electric and electronic products to maintain a

317 Numerals 7-8 of the Resolution.
318 Numeral 10 of the Resolution.
%° Numeral 25 of the Resolution.
20 Numeral 27 of the Resolution.

¥! EcoDesign Directive 2005/32/EC, the Amending Directive 2008/28/EC and EcoDesign Directive 2009/125/EC avail-
able at: <URL:http://ec.europa.eu/enterprise/policies/sustainable-business/documents/eco-design/framework-
directive/index_en.htm> [Accessed 29 August 2010].

322

Cobham, EcoDesign Directive Compliance Service, available at: http://www.era.co.uk/Services/ecodesign.asp [Ac-
cessed 25 October 2010].

23 Kemna, et al., Methodology for Ecodesign of Energy-using Products (EuP), The Netherlands, 2005, p. 1.

¥4 Cobham, EcoDesign Directive Compliance Service, available at: http:/www.era.co.uk/Services/ecodesign.asp [Ac-

cessed 25 October 2010].
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certain level of energy efficiency thus saving money, lowering cadooissions and protecting
the environment’®®

The scope of the EcoDesign Directive might be of relevance for OPTIMIS as there are different
categories of produstunder revision by the Commission. Until nawore than 40 categories
have beerscrutinied rarging from large volume products to large energy users in indd&try.

It is therefore relevant for OPTIMIS to take the provisions of the EcoDesign Directive as this will
not only facilitate legal compliance but can also bring down costs and increase éseopalo-
GdzyAGASE a ¥ a3INBSyé¢ LINRBRAzOG @

4.5.9 Directive 2008/101/EC and Directive 2009/29/EC and current implementation into
national law
Between November 2008 and April 2009 two new European Directives have been approved
which reform substantially the Europeafirading System. On the one hand, Directive
2008/101/EC amends Directive 2003/87/EC so as to include aviation activities in the scheme
for greenhouse gas emission allowance trading within the Commtfii§n the other hand,
Directive2009/29/EG* amends Diretive 2003/87/EC (The EU ETS Directive) so as to improve
and extend the greenhouse gas emission allowance trading scheme of the Community.

Directive 2008/101/EC is not going to be discussed in this document as this is not relevant for
the OPTIMIS project. dwever, Directive 2009/29/EC is applicable iagakes partin the so

called community legislation package on energy and climate chavigese main purpose is to
launch a series of measures to ensure compliance with the European Council commitment of
March2007, to reduce global emissions of greenhouse gases in the Community to at least 20%
and to 30%as long as other countries commit themselves to a comparable reductien ad
quately according to their responsibilities and capabilitis.

According to Diredte 2009/29/EC requirements from January 2013, the amount of allowances
is determined at EU leveThe calculation and publication of this amount corresponds to the
European Commission, in accordance with the requirements of the Directive 2009/29/EC. The
total volume of rights is determined using the allocatfmecedureto be adopted in all M-

ber States for 2002012. It starts from the midpoint of the period, and annual and linearly

2 Ansmann, EcoDesign Directive, available at:

http://www.ansmann.de/cms/businessdivision/consumroot/chargers-and-power-supplies/power-supplies/ecodesign-
directive-eup.html [Accessed 25 October 2010].

% A summary of the status of the implementing measures can be found at the following site:
http://www.era.co.uk/services/eco-design-status.asp [Accessed 25 October 2010].

7 Cobham, EcoDesign Directive Compliance Service, available at: http://www.era.co.uk/Services/ecodesign.asp [Ac-

cessed 25 October 2010].

8 Directive 2008/101/EC of the European Parliament and of the Council of 19 November 2008 amending Directive
2003/87/EC.

¥ Directive 2009/29/EC of the European Parliament and of the Council of 23 April 2009 amending Directive
2003/87/EC so as to improve and extend the greenhouse gas emission allowance trading scheme of the Community
available at: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32009L0029:en:NOT [Accessed 25 October
2010].

%30 5ee <URL: http://noticias.juridicas.com/base_datos/Admin/I13010.htmb [Accessed 29 August 2010]
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decreases 1.74% I his corresponds approximately to a 21% reduction iB026ompared to
2005 for all sectors affected by trade in emission rigfits.

Both Directives, in particular the latter, formed the basis for major improvements and reforms

at national level. For this reasowge thinkit is relevant to go through the currersituation in

Europe and in particulao assess the domestic green legislation of those countwiesre the

OPTIMIS project will be more engaged in developing its technical infrastrueigréJnited

Kingdom, Germany, Spain and Sweden. Respectively, toesdries will beanaly®d in the
forthcomingReporth b2 G Sg2NIKe (2 YSylGAzy Aa (GKS NBOSyi
Commitment Energy Scheme (CR@Gich began its introductory phase in April 2010.

The CRC smandatory cap and trade scheme for fiakand private UkKrganistionsbasedin

the United Kingdom, supplementirtge Climate Change Agreemer@CA and the EU ET&
However, unlike the EU ETS, the CRC targets emissions from energy use rather than emissions
from energy productiori> placing cabon use responsibility on a broader consumer base.

Only organistions whose energy consumption meets a certain threshold must participate in
the CRCG* and participation requirements are split into two categories depending on the
amount of electricity thata givenorganisition consumes.Those meeting only the initial
threshold consumption figure must report their energy use; however, full particip@mtsist

both record and monitor COemissions as well as purchase allowances equivalent to their
emissions aiwances each yedr®

The UK is théirst country in Europe taking the CRC into actotiowever, this commitmeris
likely to spread all over Europé This is theeason why we a@nsiderit relevant to collate
these legal requirements and other current tresat national level irthe nextReport

4.5.10 Non-Legislated Data Centre Energy Initiatives

4.5.10.1 Introduction

There are numerous areas of environmental and energy efficiency related legislation, mostly
emerging, which could have some impact on the provision of dataeeand cloud services.
However alongside these laws, there are a large number of de facto standards, metrics and
industry initiatives which are having, or will likely have, a direct and in some cases vesy imm
diate bearing on how dataentre operators maage and report on their energy efficiency.

In most cases, these rules and benchmarks do not have any direct legal weight; however, this

%31 Recital V <URL: http://noticias.juridicas.com/base _datos/Admin/I13010.htmb [Accessed 29 August 2010]

¥2At least 90% of [an organi zat i on @atedeitherdy GRC orbyEt EPSrof GCAS. e mi ssi ons
For more information see; The CRC Energy Efficiency Scheme: User6 &uide, p. 32, available at:

<URL:http://www.decc.gov.uk/assets/decc/what%20we%20do/a%20low%20carbon%20uk/crc/l _20100406154137 e
@@_21934crcpdfawv9.pdf> [Accessed 29 August 2010].

%3 European Commission Memorandum State aid N 629/2008 i United Kingdom CRC (Carbon Reduction Commit-
ment), p. 2., available at: <URL:http://ec.europa.eu/community law/state aids/comp-2008/n629-08.pdf> [Accessed 29
August 2010].

% 1d. at 11. All organizations that had at least one half hourly meter settled on the half hourly market in 2008 are re-
quired to do something under the CRC.

*¥|d.Full participants are those whodés 2008 annual energy supply t
% 1d. at 6.

%7 Rachel A. Dines (2010), From London To Munich i Where To Collocate Your Data centre? And With Which Provid-
er?, p. 5.
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may change in the coming decade as legislation spreads. Furthermore, it is likely that many of
these de facto standasdwill either form the basis of new laws and rules, or will be adopted by
powerful buyers and incorporated into procurement documents. This could have the effect of
makingthe adoption of these standards mandatory, in the sense that suppliers have nceechoic
but to conform if they wish to be considered for business.

An example of this is the US Executive Order 13423, which mandates that 95% of fhe equi
ment that Federal Government departments buy must conform to the EPEAT standard for
energy efficiency anénvironmental standards. Although EPEAT is not a law, the purchasing
power of theGovernment effectively mandates its adoption by suppliers.

In the context of the energy efficiency considerations as represented in BN Sroject, it

may be necessarg or advisableg for reference to these standards and benchmarks to be
made, either in the data collection stage, the runtime environments and the service level
agreementslt is possible that some procurers would not be able to place contracts without
reference to these standards.

A second consideration, discussed in work package 4.1 on data collection, is that nasst dat
centre/IT operators do not have the technology installed to make granular or real tims-mea
urements of their energy use nor are they ikely to for many yeardt may therefore be a
sensible strategy for BTIMISo adopt some badging or certification schemes that service or
platform providers can demonstrate conformance and energy efficiency by reference to these
standards.

If a check bx or drop list for conformance to such standards is incorporated in tR€IKIS

tool, these fields should be editable and extensible by the user, as they are likely to change
over time. At present, conformance to energy efficiency or carbon standardsotaenvei-

fied electronically (i.e by web service), although in some cases conformance is available on text
based web pages.

4.5.10.2 Datacentr e energy and carbon ratings
4.5.11.2.1 Energy efficiency metrics

In its relatively brief history, PUE (Power Usage E¥fesess) has emerged as the de facto
metric for measuring the efficiency of datacentres. Formulated by the Green Grid,
aninfluential international group made up of vendors and some -aadrs, the metric has
been widely adopted in spite of its obvious liations. PUE is discussed in more detail in work
package 4.1, regarding energy efficiency data collection. Its significance in the legaleareas r
lates to its use in procurement documents for datacentre services, and in some cases-in pla
ning regulations riated to datacentres.

The PUE ratio is also commonly expressed as a percentage, known as DCIE (dataaentre infr
structure efficiency), based on its mathematical reciprocal (i.e PUE of 1.5 equals 50% eff
ciency).

The PUE of a datacentre is a ratio derivemht dividing total data centre power by IT epqui
ment power. The closer to 1 the result (i.e the lower the figure, as figures below 1 are et po
sible), the more energy efficient the data centre. It is widely acknowledged there are many
limitations ¢ most rotably the PUE only applies to the efficiency of power, cooling and-facil
ties, and says nothing about the efficiency or otherwise of the IT equipment or how it is being
used.

Furthermore, high availability datacentre designs are usually necessarilgriessy efficient,
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which the simple ratio fails to register. Another challenge is that PUE measurements relate to
single datacentreg averages of many datacentres may be misleading.

In spite of this, PUE is very widely used and is making its way inttatiegs and laws. Japan,

the European Commission and the United States announced in April 2010 that all tlwee go
ernments would adopt PUE as their official datacentre energy efficiency metric. This lays the
groundwork for deeper penetration of PUE reguirents into planning codes in particular.
Some jurisdictions have already gone down this road. Amsterdam sets a maximum design PUE
of 1.3 as a planning permission criterion. Zurich goes a step further, reserving the right to
withhold an operating permit ifa new datacentre fails to achieve a 1.4 PUE in service.
The PUE metric is also used in the European Code of Conduct (CoC), which could also find its
way into laws or procurement documents at some stagerthermore, many datacentre se

vice providers nowaport that customers are asking PUE numbers in procurement documents.

It should be stressed that there is no regulatory agency that monitors or certifies PUE ratings,
and therefore the figures, widely cited, have no legal status, and are prone to distdayio
technical and marketing staff.

4.5.11.2.2 Other metrics

At present, there are multiple metrics that have been proposed or are being considered that
provide either a fairer measurement of datacentre energy efficiency, or they measure some
other aspect(such as IT equipment efficiency, use of renewable power, reuse of waste heat.
Such measurements will be discussed in more detail in WP4. However, at present, none of
these metrics looks as though they will be widely adopted.

Comment regarding ©TIMIS PUE measurements are now being mentioned in planning
codes, procurement documents and codes of practice; it is very likely that this will extend into
cloud servicesilt is therefore advisable that EXIMISconsiders introducing a simple mesch
nism for the daring of PUE datddowever, given that PUE data is necessarily crude and i
complete, the use of this metric should be treated with caution.

4.5.10.3 Datacenter Facility Sustainability Ratings

While the US EPA Energy Star system, and the European DC COC ragghe#iciency of

the IT, heating, ventilation and cooling elements of a data centre, other systems exisi-to co
sider the sustainability of the whole physical facility. Such Green building standards have a
wider remit, covering energy, carbon, resourceeyincluding through the supply chain) and
the impact of the building on the local and wider community and on the people who work in or
near it. The most popular of these standards are BREEAM and LEED.

4.5.10.3.1LEED
LEED (Leadership in Energy & EnvironmentalgBestandard is the de facto measure of
building project sustainability in the US. Developed by the US Green Building Council
(USGBC), the rating attempts to classify and certify building projects according to their
overall sustainability.
LEED is a pdiibased system by which building projects earn points for satisfying specific
green building criteria which include water efficiency, energy & atmosphere, materials &
resources, Indoor environmental quality, and innovation in design. Facilities are thén ce
fied as Sliver, Gold or Platinum depending on points scored. As well as thf amsetifi-
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cation process, LEED for Existing Buildings: Operations & Maintenance is an additional
scheme which allows the egoing sustainabilityof a facility to be measurk Unfortu-

nately, although some datacentres have sought certification, LEED is not widely applicable
to computing facilities. However a datacentre specific adaption is in the final stages of d
velopment.

4.5.10.3.2BREEAM
Outside the US, the Utleveloped Building Rearch Establishment Environmentas-A
sessment Method (BREEAM) standard is widely used. BREEAM, like its younger US cousin
LEED, is a pointsased system for rating buildings. It is, however, more flexible, in that
those seeking certification can select deselect criteria according to how appropriate
they are to certain buildings. It supports the development of bespoke templates that are
function-specific. This has made it easier for BRE Global, the approvals and certification
body that manages BREEAM,imtroduce a newdata centrestandard. The new dataoe
tre specification focuses on buildings with few employees, with high energy use and where
factors such as air quality and natural daylight are less important.

Comment regarding ©TIMIS While BREEAMnd LEED may not provide IT infrastructure

energy efficiency data directly, they could be useful 8TMISy providing a quantifiable

NI GAy3 F2NI I ASNBAOS LINPJARSNEQ FlFLOAtAGASEAD
of computer systems but suld provide a specific ratingeither in numerical figures or

daAirf @SNE S & 32whiRiEidedtifiow dultdinéble i éliéy being used tonka

dle a cloud workoad or project is seen to be. If deemed suitable, the LEED or BREEAM ra

ings of aproviders nonIT facilities could also be included to give an overall picturer-of o

ganisational sustainability.

4.5.10.4 Low carbon sources of Power

Large datacentres face a multiplicity of challenges related to their electricity use: these include
the scale otheir consumption; the availability of reliable sources; the need for uninterrupted
supply; increasing prices and electricity related operating casid; of course, the envire
mental footprint, primarily in terms of C02 emissions associated with powedymtion and
consumption.

All of these factors are expected, over time, to encourage the increasing usegfcoénergy
sources, and renewable energy sources, bothgoiffi and ongrid. Because some of thesa-e

ergy sources will have a much lower cantmntent than others, buyers of datacenter services
may seek out datacenter operators that use renewable or low carbon energy sources. This will
be especially true of purchasers with stringent low carbon targets (many large companies do
so - many of thesetargets can be viewed at the Carbon Disclosure Project web site at
www.cdproject.net/)or organigtions that have been mandated to purchase from low carbon
suppliers.

For these reasons, there may now be emegginrequirement for datacenter service providers

to quantify and certify the carbon emissions associated with the power they use andrthe se
vices they deliver. In addition (see section below on carbon reporting), m@anigations are
seeking to understashthe environmental impact of their entire supply chain, and so may seek
out this data for reporting purposes.
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Reporting on the carbon content of power is fraught with difficulties, legal and technical, and
most attempts to do so will ultimately involveaking compromises on the accuracy of the
data (see work package 4.1 on energy use data collectitmjever, as legislation and anv
ronmental issues builds, some form of information relating to the carbon content of energy
consumed is likely to be required

- Grid energy sources.

Although the carbon content of grid power can vary widely, most electricity is either classified
da ANBySol dEgSsrblI §§@yecKSNE Aa az2y$S RSol 4GS
usually classified as renewable (althougboes have a very low carbon contgnand utilities
thereforethere is noneed to buy credits for it under the European Emissions Trading scheme.

In order to claim they are providing a completely atarbon service, datacenters mayrpu
chase renewabl@ower. This can be done in two ways: first, they can buy renewable energy
certificates (RESY from the utility supplier. The money from these goes, ultimately, to the
generators of renewable power who supply the grid. Utilities in most countries, certainly
Europe, have a legal requirement to buy a certain amount of renewable power, and therefore
RECs or ROCs (renewable obligation certificates) are legadignisd.

As well as purchasing from the grid, datacentres may also tap into local existingatglee
energy sources that are also supplying the dFidis local source of powerfor example, from

a nearby hydreplant or combined heat and power generator, may not necessarily involve
RECs.

A further complication is that some datacenter operatoiarol to have low or no carbon esii

sions, because they buy carbon offsets to cancel out the carbon emissions associated with
their energy use. In most cases, these offsets are voluntary and the certification process has no
legal status.

Recently, it has ¢y & dz23Sad SR GKFd GKS RAAGAYOWAz2Y
FofS¢ A& G22 aAYLX ST aAyOS Y2adG dziAaf AipASa
proach is to incorporate the average annual carbon figure per Kwh of electricity into any model
of carbon emissionsthis data is available from the energy supplier. This approach may pr
vide a better numerical base for measuring the carbon content of power used for datacenter
services. In the future, it may be possible to access this data fronsemires or from a signal
supplied across the Smart Grid from the utility company.

- Microgeneration.

Another option for datacentres is to use miegeneration or offgrid sources. These include

the use of local or even asite wind turbines, fuel ca| solar panels or hydroelectric power

the facility. The use of esite generation, other than using traditional diesel generators for
emergency standby, is very rare among datacenters. However, there are some examples, and
it is likely to become more comon.

Where datacenter operators use local renewable generation, they will want this represented
in any carbon or efficiency rating thttey give to their services. At present, there is mecog-

nised means of doing this (microgeneration is not coveredeunithe UK Carbon Reduction
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Commitment, for exampldt isa cause of much contention). However, the Green Grid i&kwor

ing on an extension to the PUE metric that will take into account any clean energy generated
locally.

Comment regarding ©TIMIS There § currently no legal or statutory method for assessing the
true or estimated carbon content of power supplied to datacenters. However, estimates are
easily available and very useful for simple models (see work package 4.1). The usewef rene
able energy ceificates would provide a credible way of proving the low carbon emissions of a
datacenter service; carbon offsets are more problematic, but mechanisms should be-consi
ered that enable datacentre providers to use the$he use of the Green Grid microgenéra

metric will be tracked for possible use in the future.

4.5.10.5 Carbon Footprint datacenters and companies

While legislation is increasingly forcing large emitters of carbon to report their emissions,
many organistions, including smaller producers not cogdrby legislation, are beginning to
voluntarily track their GHG (greenhouse gases) levels in anticipation of tighter rulesn-This i
cludes buyers of datacentre servers, and datacenter owners and oper&iiealy, it is impe

tant that common and accurate @ethods for measuring and calculating carbon emissions are
used. Defacto and approved standards are therefore merging for these voluntary, andanand
tory, reporting mechanisms:

- GHG Protocol

When it comes to specific greenhouse gas metrics, no sinfgibalty applied standard for
measuring carbon emissions has been agreed on. However the GHG Protocol has become a de
facto standard. Developed in partnership between the World Resources Institute (WRI) and
the World Business Council for Sustainable Devetag (WBCSD), the protocol provides
standards and guidance for companies and otbeganistions preparing a GHG (greenhouse

gas) emissions inventory. It covers the accounting and reporting of the six greenhouse gases
covered by the Kyoto Protocol carbondioxide (CO2), methane (CH4), nitrous oxide (N20),
hydrofluorocarbons (HFCs), perfluorocarbons (PFCs) and sulphur hexafluoride (SF6).

The protocol places emissions within a framewtrét is divided into three categories. Scope

one is concerned with dict emissions such as those from a factory; scope two covers indirect
emissions through the products or services bought by the compdoy example purchased
electricity. Scope three is focused on indirect sources such as outsourced services. However
most companies are unlikely to directly interface with the protocol but will rather deal with
the standards istateswhich are detailed below:

- Carbon reporting Standards: 1ISO 14064 and 14001

ISO 14064 is one of four standards devised by the Internaéib@rganisation for Standardis

tion (ISO) for reporting on greenhouse gases and makes use of the GHG Protocol. It specifies
the principles and requirements for design, development, management and reporting of an
organisations GHG inventory. The other start$ apply to reporting at project level; to valid

tion and verification; and to accreditation or other forms of recognitit80 14001 meanwhile
addresses the environmental impacts of arganistion in general. Either standard can be

© OPTIMIS Consortium Pagel040f 131



[ - ;
< O [ ]
‘ vq I'] If D7.2.11Cloud Legal Guidelines

used by itself, or morganistion can use both. While ISO 14001 is a good first step to evaluate

0KS WSY@ANRBYYSYyGrtQ KSFHEGK 2F | O2YLIl yesx A

emissions.

- PAS 250

A standard for reporting greenhouse gas emissions at a compdexel is only part of the

story. The other half concerns the embodied carbon in goods produced, and the emissions
associated with services. For just this purpose, the Publicly Available Standard (PAS) 2050 is a
measurement methodology being developedthg British Standards Institute on behalf of the

/' T ND2y ¢NHzad FyR GKS . NAGAAK 3I2GSNYYSyiiQa 5SLI

fairs (Defra). It aims to ensure that assumptions made for modeling and data are consistent
across companies and prodscin order to ensure comparable carbon footprinting. PAS 2050
is being actively expanded outside the UK, with personnel involved in developing the standard
also working with the World Resources Institute.

- Data centre specific reporting

The recentdcus on datacentres by the EPA, the EU and the Green Grid has ledg@amis-

tions to raise questions about carbdootprinting applications and services delivered byadat
centres. At present, this activity is in the early stages, and any legislatioenchimarking in

this area must be considered to be a long way offo influential UK bodies, the Britishr@o

puter Society (BCS) and the Carbon Trust, have joined forces to develop open source software
that can be used to model energy efficiency and carbarissions in datacentres on a per
service basis. The simulation tool has been developed by some of the advisors to the EU on
how to measure datacentre efficiency. Although there has been no indication of this, the EU
could recommend the use of such metriosa future iteration of the datacentre Code of 1o

duct.

Comment regarding ©TIMIS Many datacenter service providers make claims regarding the
carbon efficiency of their operations, and ultimately, it would be useful if these claims were
consistent ad verifiable. If some form of carbon reporting is integrated int@TIMIS includ-

ing the carbon content of power, it should be consistent with any existing protocols and sta
dards such as the GHG Protocol.

As it stands, incorporating this levef compretensive environmental data is largely beyond
the scope of ®@TIMISalthough some suppliers may choose to supply such information. If they
R2 &2 LXdA3IAYy3 Ay DID AYTF2N¥I A2y -wNBglIS0i Ay 3
standards- may provemore realistic than trying to pull out specific contributions of ITanfr
structure alone. The carbon footprint of the entire service provider could be used a proxy until
such time that the specific data centre or IT infrastructure carbon reporting becanssble.

45.10.6 European Rating Systems

4.5.10.6.1 European Data Centre Code of Conduct

The European Code of Conduct on Data Centres Energy Efficiency has been develeped in r
sponse to the raise of energy consumption in data centres and the current needs to decrease
the economic, environmental and energy supply security impacts. The aim is to inform and
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foster the improvement of energy efficiency in the planning and operation of data centres. The
Code of Conducts aims to achieve this by raising awareness and recommendigy eff-
cient best practiceand targets®®

The Code of Conduct it is not a legally binding document but a voluntary initiative with the
objective of bringing stakeholders together. Parties signing up will be expected to follow this
set of best practice recommendations and abide to the principles described therein. The Code
contains a comprehensive list of best practices as well as documentary aids and measurement
procedures. Data centres may be entitled to use the Code logo if such improvement programs
have beerrecognigd by the EU CommissidH.

It is important to mitigate the energy consumption of data centres by reducing the substantial
amount of redundant power and cooling systems. The Code of Conduct poses a set of general
principles and practicalctions to help all parties involved to address energy efficiency issues.
Therefore, data centres owners and operators, data centre equipment and componeint-man
facturers, service providers, and other large procurers of such equipment will be invited to
participate in the Code of CondutfNevertheless the Code of Conduct is addressed primarily

to the data centres owners and operatgraho Y @8 06S02YS s Lh A ADA YRy &
document, it is also addressed to the supply chain and service prowidesnay become
GSYR2RESNEE @

The Code of Conduct considers the data centre as a complete system including all buildings,
facilities and rooms which contain enterprise servers, server communication equipmeft, coo
ing and power equipment. Therefore, the focus bistCode could be described in two main
areas: 1) IT Load: which relates to the consumption efficiency of the IT equipment in the data
centre, and; 2) Facilities Load: which includes the mechanical and electrical systemthat su
port the IT electrical loa@.g. cooling systems (chiller plants, fans, pumps), air conditioning
units, Uninterruptible Power Suppl§UP$, Power Distribution UnitsRDU$, etc.3*?

Ly 2NRSNJ G2 I OKA S @S oK &istidgddtalicerires, anTinitial edleryli A OA LI y

measuremat of at least one month and an energy audit or assessment to identify the most
relevant saving opportunities, is the first step. Following, an action plan must be prepared and
submitted containing those best practices within three years of approval gbtdre For those

data centres which were recently constructed or renovated during and after the year 2005, it
suffices to submit the energy measurement coupled with the description of those best pra
tices implemented, and for the new data centres (undemstouction or recently completed) a

Fdzf f RSAONALIIAZ2Y 2F (GKS o0Said LINFOGAOSa Ay 2NRS

adopted and included in the application foriff.

%8 European Commission, The EU-Code of Conduct on Data Centres Energy Efficiency, 2008, p. 3.

%9 Federal Ministry for the Environment, Nature Conservation and Nuclear Safety, Energy-Efficient Data Centres: Best-
Practice Examples from Europe, The USA and Asia, 2010, p. 39.

% European Commission, The EU-Code of Conduct on Data Centres Energy Efficiency, 2008, p. 4.
*! European Commission, The EU-Code of Conduct on Data Centres Energy Efficiency, 2008, p. 7.
%2 |pid at p. 5.

For a full list of 6participantsé please see, European Codes
<URL:http://re.jrc.ec.europa.eu/energyefficiency/htmi/standby initiative dc participants.htm> [Accessed 18 July 2010].

344

European Commission, The EU-Code of Conduct on Data Centres Energy Efficiency, 2008, p. 8.
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ing the Code of Condui®:

e Vendors

e Consultancies (designer, engineering, maintenance and service companies)
e Utilities

e Government

e Industry Associations/Standard bodies (e.g. ASHRAE, BSC)

e Educational Institutions

The above mentionedrganisitions are expected to use this Code of Conduct in ordereto d

velop products, solutions and programs to allow data centres and operators to meeithe e
pectations of this Code. In additioarganistions which become involved in some aspects of

the design, bilding or operation of data centres may take some actions which help to achieve

the overall goals of the Code of Conduct of improving the energy efficientbg dhta centre.

This will depend primarily on the activity of thogmanistions involved. Fonstance, an ed-

cational institution mightemphasie and extend the treatment of energy efficiency, and a
manufacturer of IT components might develop specific material to help raise user awareness

of energy efficiency issues, or might introduce or encgerthe use of high efficiency prb

ucts®*’ The Code of conduct spells out how energy efficient datacentres should be run, and

sets up a metrics and monitoring system. Participation is voluntary for now, but the CoC is

seen by many as a framework document axla data collection methodology for a future

European Directive.

¢KS 9! Q& 321t A& G2 SyadnNB GKFG RFGFOSYydNBa 1
collect significant amounts of data from datacentres, including energy use and adoption of
technologies and best practices. It will also develop, adopt and pstlietrics, so that dat-
OSYyiNBa OFly o0S O2YLI NBR IyR 6S@Syildz ttav 3IADSy
Datacentre Infrastructure Efficiency (DCIE) ratio (the reciprocalU&f & Power Usage Edfe

tiveness) and at least two others which, when ready, will attempt to get a view on the overall
effectiveness of the IT operation.

In order to qualify for COC status, participating datacentres must file a detailed report, as well
asmonthly IT and total facility energy use reports, at least twice a year. In this way, itewill cr

ate a framework for data collection for the futurmitially, at least, the EU will collect the data,

both for auditing and for anonymisd analysis. If thedgle of Conduct works well, it could be

made mandatory under European law to encourage energy efficiency amongambcipants;
O2y@SNESt&s AT Al R2SayaQi LINE RdzOS NBadzZ Gasz

Comment regarding ©TIMIS Participation in Te DC COC is one of the single most useful
measures when it comes to plugging energy efficiency information into BiEl K@l $platform.
Datacentres could either expose the same energy use informatido the CPTIMISplatform,

*¥EFEor a full 1ist e EuropeamCbaesa Comdict forllGT aasadable ad:
<URL:http://re.jrc.ec.europa.eu/energyefficiency/html/standby initiative_dc_endorsers.htm, [Accessed 18 July 2010].

%8 European Commission, The EU-Code of Conduct on Data Centres Energy Efficiency, 2008, p. 9.
*7 European Commission, The EU-Code of Conduct on Data Centres Energy Efficiency, 2008, p. 9-10.
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directly or via the EU, or deck box could confirm CoC registration and participation. Adimit

tion is that only 32 companies have signed up, although many are large telecoms players who
are likely to offer cloud serviceEhe reporting processes embedded in the code should help to
provide a foundation for similar reporting which could be a requirement for participation in

OPTIMIS
Belgacom
/ France Telecor®range
TDC Services

Telecom lItalia
Telefonica
Turk TelekomA1l Telekom Austria AG
Bracknell Forest Borough Council
British Telecenmunications plc
Business & Decision
Bytesnet BV
EvoSwitchNetherlands B.V.
FUJITSU Services
Hewlett-Packard
Companies IBM Deutschland Business Services GmbH
signed up to IBM United Kingdom Limited
the code so DS
) LAMDA Hellix S.A.
far are: Memset Ltd. Corporate level
Microsoft Corporation
Onyx Goup Limited
Petroleum GeeServices (PGS)
Reed Specialist Recruitment
TCN Telehousing
TelecityGroup CoC
The UK Grid Network Ltd
Thomson Reuters
TISSAT S.A.
UK Meteorological Office
VCD Infra Solutions
\ Vodafone Group Service GmbH

Bull SAS

Table2: The table shows the companies signatories of the European Code of Conduct.

4.5.10.6.2 Code of Conduct on Energy Consumption of Broadband Equipment

Cloud services are not only underpinned by dagatmes or other computing facilities but also
rely on communications networks. By 2015 electricity consumption from broadband services
and its associated infrastructure will account for 50 TWh per year. It is the energy efficiency of
the network provisiorwhich is the focus of the EU Broadband Equipment Code of Conduct.

Although the code is focused on consumer and home network technologies, it also relates to
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wider network equipment including DSL network equipment,, combined DSL/narrowband
network equipmaet, wireless broadband network equipment, cable service providerpequi
ment andpowerline service provider equipment.

The broadband code could also have direct relevance for datacentre providers who have ded
cated relationships with one or more telecomsopider. If the datacenter is signed up to the
datacentre code and the telecoms provider providing data services to its facility is likewise
signed up to the broadband code, it could be seen to add an extra level of energy efficiency to
the facility and tle services it provides.

Comment regarding ©TIMIS As withthe datacentre code, the broadband code could provide
anotherway to assess the energy efficiency of service providers hoping to interact Rillh O

MIS Cloud service providers may own broadbamiiastructure directly- as with BT in which

case the code will be specifically relevant. Where this is not the case, then the code may not be
directly relevant. However, having relationships/partnerships with broadband code approved
telecoms partners @uld also be seen as environmentally beneficial to service providers.

/’ Al Telekom Austria AG
Belgacom

British Telecom
KPN
France Telecom-Orange
OTE
Portugal Telecom
Telefonica
Companies Telenor
. Turk Telekom
signed up to Alcatel-Lucent
the code so CISCO
far are: Deutsche Telekom
Huawei Technologies
Nokia Siemens Networks
Swisscom
TDC Services
Telecom Italia

K Telia Sonera
Technicolor

Table3: The table shows the companies signatories of tBede of Conduct on Energy Consunaptiof Broadband
Equipment

(NB: Separately it may be worth considering if the energy efficiency of the broadband network
itself should be factored into PTIMISnergy efficiency calculations generally).
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4.5.10.6.3 European equipment energylabelling schemes

While the US Energy Star for datacentres certification and its European counterpart tae Dat
centre Code of Conduct seek to assess an entire facility, numerous equipment level rating
schemes also exist. In Europe these include the German Blue Angel schemeSuathitia-

vian counterpart the Nordic Ecolabel or Nordic Swan. Both are primarily consumer focused but
do include some computing equipment. Legislative measures also exist in the form of the 2005
EnergyUsing Products (EuP) Directive which is covered elsgvhin this report.

The European Union has also adopted the bulk of the Energy Star esféogsnt labelling
scheme established by the EPA. The scheme was recently extended to include Data Centre
equipment in the US and some elements of this may infdiendrafting of the European Data
Centre Code of Conduct. However at present only desktop computers and monitons- are i
cluded in the European version of the scheme.

Comment regarding ©TIMIS While not directly focused on data centre infrastructurerpu
chasing equipment which is compliant with these schemes could provide some evidence that a
cloud provider is taking some energy efficiency measures. During the lifetimeTdMI&Some

of these schemes may be extended to include servers and storage syatehtkerefore will
become more relevant.

4.5.10.7 Non-European Rating Systems

4.5.10.7.1US Energy Star Data Centre Energy certification

The US Energy Star certification system covers a variety of products from household white
goods right up to datacenters. Regardingatanters, the Energy Star rating is awarded to the

top quartile of energy efficient facilities in operation.

The EPA (Environmental Protection Agency) is not alone. Both The Green Grid and the US
Dept. of Energy have also initiated datacenter energicieficy data collection and regiatr

tion schemes. The three groups areauperating to ensure that data collection techniques are
consistent, and it seems likely that these schemes may join together at some stage.
-Criteria:

Facilities must reapply for Ergy Star each year, based on their performance over theiprev

ous 12 months. Points are awarded on-40D scale, each point corresponds to one percent. A
score of 80 means a facility is more energy efficient than 80% of a group of similar buildings
nationwide. Energy Star requires an annual PUE to measure efficiency. Facilities must submit
RFGlI 2y Ittt 2F GKS SySNH& RStAGSNBR (G2 | o0dzAf R
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-Public Disclosure:

9t ! Q&8 LISNF2NXIyOS a0l ttheodd SKSINDEA WYy T2 RSy DS Ol
sites will benefit more from free cooling opportunities, etc. Although voluntary, the EPA seeks

to get datacentre operators to improveheir energy efficiency by encouraging a certain

amount of public disclosure. Energy Star rated datacentres are listed in a publicly available
registry. Cdocation and hosting firms might even win business on the basis of efficieticy ra

ings. Operators wheefuse to apply may be looked upon as suspect.
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Comment regarding ©TIMIS At present, Energy Star for datacentres is not running in Europe,
although previous Energy Star schemes have eventually crossed the Atlantic. WhiMd18s
European focused, itam also be anticipated that it will attract either the European operations
of US companiegr interest pure US players. Therefore it makes sense for €I Jroject

to assess how it might be consistent with Energy Star schemes, and how it might thecess
Energy Star datacentre registry at some point in the future.

4.5.10.7.2 Energy Star for Servers, Storage and Power Supplies

As well as rating the overall datacentre, Energy Star certification can also be applied to specific
equipment including servers, storagsd even power supplies. The scheme sets a bar that
approves about 25 % of the most energy efficient products, and gives the market time to
catchup. Then it raises the bar again.

-Energy Star for Servers:

This is currently under revision but is liketybe based on the SPECPower metric from the
Standard Performance Evaluation Corporati@PEC). The benchmark evaluates the power
and performance characteristics of cpnoter servers. BECBwer ratings are already available
for viewing on the BECBwer website for certain machines.

-Energy Star for Data Storage:

This relates to large data storage devices such as storage arrays and related networking
equipment. This islso in the development stage. Draft 1, Version 1.0 has recently been pu
lished

-Energy Star for Uninterruptible Power Supplies:

This relates to high specification supplies used in datacenters and computing facilities to e
sure consistent power. Thisgsirrently in the drafting/development stage with a specification
expected by the end of 2010.

Comment regarding ©TIMIS For those service providers whose datacentres are not certified
under either the Datacentre Code of Conduct or the US Energy Stdicagon, the equp-

ment level scheme could provide a useful proxy. Asking service providers to give details of how
much of their equipment is covered by the Energy Stat scheme could provide a useful, if not
overly accurate, guide to the sustainabilitpergy efficiency of their operations.

4.5.10.7.3 Energy Star for Servers, Storage and Power Supplies

The Electronic Product Environmental Assessment Tool (EPEAT) was developed through the US
EPA and is managed by the Green Electronics Council. The system cuwoeetly desktop

and laptop computers, thin clients, workstations and computer monitors.

EPEAT gives product a simple rating based on 51 detailed environmental criteria ranging from
reduction/elimination of environmentally sensitive materials to energpsayvation, to pak-

aging. Once a product adheres to all the criteria it is awarded the basic Bronze level &f certif
cation. However, manufacturers can choose to go beyond this stage by achieving 50 %, or for
the Gold level 75%, of an extra optional setuoferia. These optional criteria include elimina
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ing materials such as PVC.
At present, EPEAT does not cover servers, but the work to create this standard is under way
and is expected in 2011.

Comment regarding ©TIMISEPEAT may be extended to irtduservers within the lifetime of

the OPTIMISIevelopment period which could have ramifications for assessing cloud providers
infrastructure. While EPEAT will not be extended to DCs or cloud services anytiméRBeon,
TIMIScould require details of how much ¥ | Of 2 dzZR LINE GA RSND& & SNIISNJ
for example.

4.5.10.8 Related and Relevant EU Initiatives

4.5.10.8.1The ICT4EE Forum

Established by the European Commission and parties from the IT industry on 23 February
2010, the forum focuses on two key aspectEooefficient IT first, how the technology indst

try can curb its energy use; and second, how it can help other sectors do likewise. By mid 2010,
four industry associations had signed up to represent the European, Japanese and American
ICT industries: DitalEurope; Global -8ustainability Initiative (GeSl); the Japanese Business
Council Europe (JBCE); and TechAmerica Europe.

The forum is made up of three working groups that started their work in April 2010 looking at:
energy efficiency of ICT procesgéscusing on the development of measurement standards);
using ICT to improve energy efficiency in other sectors (buildings, transport, and energy tran
formation); and informed and coordinated policy making.

Comment regarding ©TIMIS One of the ICT4E&orking groups is focused on the energy
efficiency of ICT processes and developing measurements. This could potentially yield metrics
or methodologies relevant to BTIMISHowever, the initiative is currently in its early stages.

4.5.10.8.2Games and Fit4Green
TheEU is directly funding two projects in 2010 focused on energy efficiency of data centres:

-Games:

The stated goal of GAMES (Green Active Management of Energy IT Service Centres) is to d
velop more sophisticated datacenter energy monitoring and controlstobhe projecbrganis-

ers claim that current data centre energy monitoring tools work in isolation andadaon-

sider the interaction between applications, computing hardware, and aspects of the physical
facility such as cooling and power supplies.

The Games project aims to produce energy monitoring and control tools that factor in these
interactions to allow for more efficient design and operation of energy efficient facilifies.

result according to the consortium will be a 25% increase in efficiemcygatacenters that

adopt the tools it develops. The Games consortium is made up of a business, and research
organistions including IBM Israel, and the University of Stuttgart. The project is set to run
over 30 months from 2010.
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-Fit4Green:

FitdGreen(Federated IT for a sustainable environmental impadiésised on creating a series
of software plugns for existing data centre management tools. The jhsgare designed to
facilitate the movement of virtual machines or virtual wddads between seers within a
datacenter but also between federated datacenters.

The aim is to allow virtual workloads to be moved to the most optimal environment from an
energy efficiency perspective. This will include the ability to switch off servers for example
whichare no longer being used as a result of virtual machines being moved to another better
utilised device. Fit4Green is a 30 months project begun in 2010 and inctudagistions

such as Imperial College London, HP, and the University of Mannheim.

Commaent regardingto OPTIMIS Games and Fit4Green are still in the early stages and so are
unlikely to benefit ®@TIMISdirectly during 2010/11. However there may be scope to share
basic energy efficiency research in the skertn which would be beneficial tdlgarties.

Longer term, ®@TIMISould also look to encourage service providers and customers who sign
up to use its cloud framework to explore the energy saving tools being developed under both
GAMES and FIT4Green within their datacenters.

Fit4Green maylso yield some useful research regarding the energy efficiency implications of
virtual machine sharing between clowpecific datacenters. In the future this could potentially
mean that shifting workloads for energy efficiency reasgmng. moving a wddoad to a cloud
provider ¢ becomes a motivating factor that ranks alongside existing reasons for adopting the
OPTIMISramework (such as lack of capacity).

4.5.11 Summary of noHegislative energy efficient metrics, certifications and initiatives

Authority | Geography| Focus Legal Awareness/Ta | Relevance T
weight/Influen- | ke-up Optimis
ce
PUE (Power Green Global DC Energy Defacto standard High awareness, OPTIMIS$sto in-
Usage Effe- Grid/De usage me . cludea mechanism
] . Med adoption .
tiveness) facto ric for sharing of PUE
data and accep
able ranges for
participate in vair
ous levels of ORT
MIS.
BREEAM/ US and Energy Voluntary High awareness, Whether partid-
Europe Efficient low adoption LI yiaQ LK
LEED o o
Facilities facilities adhere to
energy efficient
building standards.
GHG Protocol ma"\/ele| Global Greenhouse Defacto Standard High awareness, OPTIMIS Carbon
Resources gas repor- adoption patchy  reporting mecla-
Institute nism must be
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